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Abstract

Lots of work have been attempted to enhance the SET protocol performance special attention is on E-payment phase. This paper thor-
oughly analyzes recent works on payment phase; it has been found that this subject requires considerable enhancements, since there are
areas, which require further study such as: E-payment phase in SET protocol.

E-payment phase is vast and complex phase it has long series of steps. The behavior of environment is assumed by the phase and is re-
stricted to the rules built by their proposed protocol. This paper will follow Ph-Spi calculus for formalizing and analyzing enhanced
payment phase of SET protocol by reducing the number of transactions with many additional operators.

A new agent controller will be formally modeled, which we can rely upon to make automated decisions during interaction with a dynam-
ic protocol environment. So, this agent controller is used to terminate the transaction process in any case of fraud or attack. This paper is
conjunction between our previous works of E-payment phase in SET protocol and other works in Ph-Spi calculus in purpose of analyzing
and proving the main security properties: authentication and privacy to evaluate the efficiency of the enhanced security of electronic

payment phase for SET protocol (E-SET) using Ph-Spi calculus.

Keywords: SET Protocol; Cryptographic Protocol; SPI and PH-SPI Calculus; Authentication and Privacy.

1. Introduction

In the past, many significant researchers in e-commerce field have
been under gone researching in wide spread of algorithms and
techniques for electronic trading on the Internet. The main target
for e-commerce users is how to make trade transactions in safely
manner and to fulfill individual needs of the participating parties.
E-payment becomes the core part of e-commerce when the rapid
development of card payment for online purchase of goods kept a
side and to prevent wider acceptance safely of electronic transac-
tion becomes a key issue [1], [2], [3], [22], [23], [24].

Merchant and disclosure of credit card number concern users
about illegal users of information of third party and the theft of
information. The main purpose of merchant and service providers
is the authenticity of card user to prevent bad users to use the sto-
len credit card number to carry out purchases online [1], [2], [3].
[4], [27], [28].

After studying different works on various methods applied on SET
protocol, it has been found that works are primarily focused on
SET protocol for the registration phase and the purchase phase.
There have been relatively lesser works in area of payment phase
using formal method [1], [2], [3], [25], [26], [27], [28].

Therefore, this paper aims to bridge gap on research by studying
the payment phase. Payment phase is very critical to e-commerce;
which provides support to maintain confidential data and bank
accounts information. Any misuse of such information like hack-
ing, the data can be easily used against the customer and will have
deep rooted affect on the performance of system and have a per-
manent damage to bank reputation. It is important that efficient
steps are taken to secure and verify data entry, enabling to achieve
trust of clients in the business.

Most of the e-commerce protocols are developed in different
methods to be verified. Unfortunately, still suffering for ensuring
that as another authentication cryptographic protocols, this is be-
cause of e-commerce protocols deals with unknown and dynamic
environment that have rapid changes and development of dis-
closed knowledge to environment [6], [8], [10], [11], [12].

The objective of the study is to use formal methods for payment
phase. Current literature lacks research on this area.

First formal method was used to analysis of security protocols
applied rarely to key distribution protocols between two parties by
Dolev and Yao [9] that able to execute multi-processes of protocol
concurrently. Following to their work, researchers develop differ-
ent tools and methods for analyzing and verifying security proto-
cols; like BAN logic. The development of new languages followed
as CAPSL, Pi calculus and Spi-calculus [6], [13], [14], [15], [16],
[17], [18], [19].

Pi calculus is considered as the most-recent work in formal meth-
od for analysis of e-commerce protocols. Pi calculus’ channels are
straight forward and powerful, By using it a tool can be created
and passed among private channels. Cryptography is used to im-
plement the private channels to protect the data from intruders, but
the Pi-calculus does not have such support. By adopting the Pi-
calculus channel names to be communicated along with the chan-
nels. In this way, it is able to handle concurrent computations
where network configuration may vary during the computation.
However, the syntax of Pi-calculus does not have the cryptograph-
ic operations which are essential for the implementation of chan-
nels in distributed systems. Specifically, it does not have any con-
structors for encryption and decryption [13], [14], [15], [16].
Abadi and Gordon [16] have made some addition in the Pi calcu-
lus and named it as Spi-calculus is supportive to cryptographic
protocols, which was missing in the original one. The Spi-calculus
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enhance the Pi-calculus with primitives for encryption and decryp-
tion. Abadi and Fournet [17] have generalized the handling of
cryptographic protocols to produce the applied pi calculus.
Spi-calculus is used in the works of (Oras and Boian [18] to verify
the Otway-Rees protocol, which is a server, based on providing
authentication key for transaction in e-commerce. Adao [19] have
further used Spi-calculus to verify and authenticate electronic
money. Aszolos and Huszti [20] have used Spi-calculus to authen-
ticate and verify the micropayment method that proposed process
for this model for formal protocol, not SET (Secure Electronic
Transaction). Bella et al [21] applied inductive method to verify
and analyze the purchase phase of the SET protocol.

Previously, we have developed Ph-Spi calculus [14] as an exten-
sion of spi calculus. Ph-Spi calculus used to describe and formally
verify the main properties of cryptographic protocols. Ph-Spi cal-
culus can be applied for analyzing and verifying a large set of
protocols as e-commerce protocols that have a dynamic environ-
ment. The language developed to include needed operators to
work with such type of protocols.

Ph-Spi calculus will be used to specify the our previous model [3]
which used to model an E-payment phase of SET protocol with
minimum number of transactions with assuming the use of agent
controller.

Ph-Spi calculus contains syntax and semantics to verify SET secu-
rity protocol properties for the payment phase. The Ph-Spi calcu-
lus used in this paper is as the same in our previous work [14].

2. The PH-SPI calculus

This section will provide brief understanding of the syntax and
operational semantics of the Ph-Spi calculus. For full description
and details, refer to our previous works in [6], [14].].
In Ph-Spi calculus, message is structured to have a tuple of mes-
sages as in real case of e-commerce protocols, also includes opera-
tors as hash function, timestamp, digital signature, and asymmetric
key cryptosystem.
In this paper, we use the Ph-Spi calculus [14] as it is, which con-
tain syntax and semantic to verify SET security protocol proper-
ties for payment phase.
The use of formal method in SET protocol found in the literature
was lacked. The following summarized the powers of Ph-Spi cal-
culus:
e Representation of security properties, both integrity and se-
crecy are equivalence.
e |ts formal precision.
e Reliance on the powerful scoping constructors of the Spi-
Calculus.
e Protocols prevent attacks, and they are developed without
explicit specifications for the attacker.
The basic structure of Ph-Spi calculus syntax are built based on
names and operators construct as in [14], [6]. Processes, expres-
sions, logical formula and structured messages are modeled as
representative structure of Ph-Spi calculus. Based on that all at-
tributes can be expressed to define the driven objects and activities
for constructing protocols.
In this paper, we will use the operational semantics presented in
[14] where there are two operational semantics the commitment
and the reaction relations.
However, the uses of an evaluation function in the operational
semantics with its two evaluation modes. One used for Boolean
Guards while the other is for expressions.
These two evaluations are expressed as:

e  For an evaluation of a Guard

;@ —> {tt, ff }, is defined by induction on .

e For an expression

:e—>MY {L} where L is a distinct symbol (LM )

3. E-SET protocols in SPI-calculus

In this section, Ph-Spi-calculus will be used to specify the current
model (E-SET) which is placed to describe and formally verify the
cryptographic protocols. In the Ph-Spi-calculus, protocols are
utilized as processes and properties were proved by using notions
of equivalent protocols. Protocol keeps a piece of data X secret by
stating that the protocol with X is equivalent to the protocol with
X, for every X’.

In this section, we show the standard components Cardholder,
Merchant, Issuing bank, Acquiring bank, Payment gateway and
ETC (Electronic Transaction Center) which is usually used in
payment transactions as modeled in[3]. The model is shown in
figure 3.1.

In our previous work [3], we built a model to enhance security of
e-payment SET protocol by adding control agent to work as arbi-
trator.

In this paper, we will show how formally the evaluation function
can verify authentication properties through the use of agent con-
troller. However, the two evaluation modes used for expressions
and Boolean Guards to validate each of time-stamp, hash function,
identification and digital signature.

The purpose of modeling the agent controller as an arbitrator is to
increase authentication and decrease non-repudiation by judging
the validity of transaction in parallel with the payment flow.
Public, private key and other additional values used in this work to
prove the privacy property of protocol. Formally, this can be done
by preventing any intruder accesses using the evaluation function
in agent controller. It decides to break the content of transaction
information operation in case of any attack.

l Control agent |
=]
ik
User Merchant
P
ETC
CA

1Y

Payment gateway

E 11 Acquiring Bank

Fig. 3.1: Model Graph.

Issuing Bank

Now, we will prove how formally the stated transaction between
parties in E-SET protocol by Ph-Spi-calculus, firstly start used Ph-
Spi-calculus between two parties have transaction between them.
It also shown how each party receive or/and send transaction in
Ph-Spi-calculus. Table 3.1 give all actions and abbreviations
needed in the model with corresponded Ph-Spi calculus symbols.
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Table 3.1: Abbreviation

Action Abbreviation Symbol
Transaction identity TID 0iq
Selected item Sl &
Certificate of merchant Mc o
Certificate of user Uc n
Cost Ct 9
Merchant account Mac Y
User account Uac A
Time stamp Ts L
Payment information P1=(Ct, Mac, Uac,TID) 1]
Order information OI=(TID, SI, Ct) X
User identity uiD Hiq
Merchant identity MID 0Oiq
Expiration date E E
Acquiring bank A

Payment gateway C]
Issuing bank I
ETC T
Freshly generated variable n

4. Transaction between cardholder and mer-
chant

Figure 3.2 Ph-Spi calculus, formally stated the transaction be-
tween cardholder and merchant as:

Cardholder Merchant

L p@@O)R(Encgs (E# (1 b Bk )))

2.n (Enck; (Enck; (Zi, #(0,4,0,0,7, f;'Eo))))

5~FE"CJ<; (E"Ck; ((: J#(C Y i F‘)))

15.77 (Enck; {Enck; {C. #6401, 6)}})

Fig. 3.2: Transactions between Cardholder and Merchant.

Step 1.1: Transaction from cardholder to merchant:

Ivd M (Encgs{G , #(mia» v 1w By ki) })

The user sends his/her identity p;q with freshly generated time
stamp |[vt]| and his/her certificate p, and sending a user secret key
k; to the merchant and the certificate expiration date E,, to vali-
date that the amounts will be paid off before defined date E. All of
them are hashed by # signed digitally, and encrypted using a secret
key of merchant. Then check the message compared with hashed
copy of them.

Proof:

The proofs of all transactions will be followed as same as one
below. Note that the agent controller will and the evaluation func-
tion have same formal function which used to evaluate process to
check the validity of the transaction. First the encryption process
evaluated as:

EncK;{#(uld LI Ey, kg)}

(Enc](:I (Wid v wE,, k;) if 1t (fa, b wE,)

{ =MeMandKf =kewnN
L otherwise L1

Then the evaluation of the hash function is performed as:

_ T -1
#(s HrEwkH) _ {1f1‘[l(ul,t, “'Ewku) € NMand () # (.)
1, otherwise

That means hashing is perfect and non-invertible.
Then, to evaluate the time stamp the agent controller will ensure
that it is a valid and did not change during the running process.

ttifte W #1

Let LP { ff otherwise

Where P is a process in which the transaction running in.

The date expiration for user certification will be checked through
the agent controller to validate that the amounts will be paid off
before defined date E.

The merchant will receive:

T](Xl; X2,X3, X4, XS) :

Then inputs shows the substitution ¢, which is function of a finite
partial map to perform substitution of a set of names
(X1,X2,X3,%X4,Xs) €N to a set of messages (§;,&,,85,84,85) €
M:

. E kg
(’:’{uld/xl:l/xzru/)(y H/)(4: Ll/XS)

Proof

Such set of messages and the fresh set of names are evaluated
through the agent controller as:

First, check the structure of the received messages:

Gilkia, LW Ey k) = i
{Mig, LILE KD if g = & and1=§ and i =&

and E, = §and ky = & for &, 8, 85,8, &5
1, otherwise

Then the received encrypted messages and the substitution func-
tion will be evaluated by agent controller as:

let(zq, 25,23, 24, Z5) = (&1, 82,83, 84, 85) in @
(
tt 4) {EI/Xl ) Ez/Xz ) E3/X3 ’ E4/X4, ) ES/XS} if (El' EZ' 23‘ E4-' ES)

= ! ff, otherwise
L = Mi € ]V[

The agent controller also must check if mapping avoid capture of
names by binders. Substitutions are applied to this transaction
process expression and guards in straightly as process in

{21 fx, & /x, & fxs» &4 fxo & /XS}

Replaces all free occurrence of x; by &; possibly renaming bound
names in this process avoiding name capture.
Step 1.2: Transaction from merchant to cardholder.

n (Enck;2 (Enckl;((,-,#(o,-d,o, 6,7, Ei,Eo))))
The merchant responds by sending back to user the merchant iden-
tity 0,4 , merchant certificate o , total cost of selected items &,
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merchant account y, list of items &; and the expiration date at mer-
chant certificate E,.

All messages ¢; are singed digitally and hashed with encryption of
a merchant secret key then encrypted with a user a public key. The
proof almost exactly as in proof of step 1.1.

Where the sending transaction tuple takes the form of

7 (Encig (Encis (6, #(61.82.05.64.5.66)) ) )

In the response to the transaction from merchant to user then user
will receive n(x;, (x1, x2, X3, X4, X5, X6))-
Same as in step 1.1, the substitution o take as

N ({1/x1rqz/xz'{3/x3n{4/x4:{5/x5:(6/x6 )

The proof almost exactly as in step 1.1.
Step 1.3: Transaction from cardholder to merchant

n (Enck‘; (Enckg(ii JH#(GL Y, llid'#))))

The user will respond by sending the list of items, the payment
information that contain: cost of selected item, merchant accounty,
user account represents credit card number A and the transaction
identity 6;,.

Note, we compose &,y,A and 6,4 in one digest message i for
more securing the message which containing the account numbers
and the transaction identity.

The merchant will respond by receiving:

n(xi: (xlr X2, X3, X4, X5, xﬁ))

Same as in step 1.1, then substitution ¢ take action as:

0= {((1/9(1'{2/x2r63/x3r{4/x4 )}

The proof almost exactly as in step 1.1.
Step 4: Transaction from merchant to cardholder

n (Enck;; {Enfk; {Ci, #(8ia, 1, 5)}})

This merchant send the identity 8;,; and the time stamp after mer-
chant checked it with the previously received from the user to
insure authentication of the transaction and privacy of the whole
sent items by checking the equivalency of ¢ in every transaction.
The same process of evaluation will be performance for cost of
selected items to ensure there is no change or modifications done,
all sent by all sent by merchant singed digitally and encrypted
within a merchant public key k, then re-encrypted with the user
secret key k.

Proof:

To evaluate the time-stamp ¢ and for cost of selected items &, the
equality defined in the Boolean Guard evaluation function [14] as

[‘u : Lo] , in this case the agent controller (evaluation function)
will validate the equality for both transactions of freshly generated
time stamp ¢, and the earlier time stamp sent by merchant to the
user t,. Otherwise the transaction will be terminated.

For the cost of selected items sent by user &, and the one returned
by merchant §o evaluated as equal in the same way as above.
Hash function applied for all of the sent elements #¢; for | = {1,
2... n} we have ({4, 3,03, - ..... {») Where n is the total number
of the sent elements (8;4,, &) the proof of hash function it exactly
same as in step 1.

To prove the privacy property for a sent messages, the process of
encryption applied for these messages without disclosing any
items to environment. Therefore, the use of Boolean guard in
evaluation function as in Stepl can be followed to evaluate the

process of encryption/ decryption. This to ensure that there is no
chance for any intruder to intercept the transaction. This can lead
to explicitly guarantee the authentication property since that only
authorized parties can be involved in each transaction.

5. Transaction between cardholder and ETC

Figure 3.3 stated transaction between cardholder ETC by the fol-
lowing:

Cardholder ETC

3.7 (Enck; {Ench—_{({, #(Um' Eolhig) 0L 1L, ED,E“)}})

4.7 (Enck; {Enck;{{l, #(1, 9:4)}})

Fig. 3.3: Transactions between Cardholder ETC.

Step 2.1: Transaction from cardholder to ETC

ﬁ (Enckﬁ {Enckf{cir #(Oidr fi' Hig, 0, L 1, Eov EM)}})

In this transaction, that user send the merchant identity o;, , list of
selected items &;,where i={1,2,...... ,n} to denote what number of
selected items is to purchase, these are sent with the time stamp
and the user identity p;4;, merchant certificate o and it's expiration
date £, and user certificate u with it's expiration date E, .

Proof:

By the induction hypothesis on applying a Boolean Guard and
expression evaluation functions we can explicitly guarantee the
authentication and privacy properties

Step 2.2: Transaction from ETC to cardholder

0 (Enci {Encig {6 #(,0:0)}))

The ETC will response by sending the time stamp and the transac-
tion identity.

Proof:

Proof explicitly can be done as in step 1. 4, using the equality
Boolean Guard in evaluation function for each element sent by
transaction can be evaluated to have a same as the received ele-
ment. Through that the time stamp and transaction identity sent by
user is evaluated to have a same as the received by the ETC. oth-
erwise the transaction will be terminated. This can lead us to guar-
antee the authentication and privacy properties.

6. Transaction between ETC-merchant

Figure 3.4 stated transaction between merchant and ETC by the
following:
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Merchant ETC

T

6. 7 (Enck; {E”Ckf{qu#(‘ 280 ¥,0,0,0,E;, ig, 1y E, )}})

14. 3 (Enc,ﬁ {Enck;{{i,#(eid,t, &6, am,o)}})

Fig. 3.4: Transaction between Merchant and ETC.

Step 3.1: Merchant-ETC transaction

n (Enck;' {Enck;{Ci' #(1, 01,01, 0, Eo, fia, 1 Ey)}})

In this transaction the merchant send the time-stampe, and the list
of selected items &; , a digest message 1 for payment information
which compose all of §,y, 4, 6;, and merchant identity o;; , mer-
chant certificate o with its expiration date E, , user identity u;q4 ,
user certificate u with its expiration date E,, .

Proof:

Explicitly same process of evaluation for proving authenticity and
privacy properties can be followed as in earlier proofs.

Step 3.2: ETC- Merchant transaction

il (Enck; {Enck;{@-, #(0;4,1,&;, 6,04, 0)}})

The ETC responses for received message from both the user in
(step 1.3) and from the payment gateway.

7. Transaction between ETC and payment
gateway

Figure 3.5 stated transaction between ETC and payment gateway
by the following:

Payment
gateway

ETC

7.4 (#5:, (Encus{Enciglo v, opa, o:d}}))

‘ 13.5(#{,,(&16,@ {Enc,ﬁ{t,w,y,d,oid}})) ‘

Fig. 3.5: Transaction between ETC and Payment Gateway.

Step 4.1: ETC-payment gateway transaction

U] (#fi' (Enck-;' {Enckg L, &0 g, Oid}}))

The ETC after receiving the three transactions from the user and
the merchant in (3, 4, 6 as in figure 3.1) will be ready to send a
payment request to the payment gateway which contains: the list
of selected items &; , payment information v, time stamp ¢, user
identity u;4 , merchant identity o;, . All are hashed and digitally
signed with the ETC public key.

Proof:

Explicitly can be followed as in previous proofs by applying the
evaluation function for validating each message carried in the
transaction.

At the other side, the payment gateway will evaluate the received
transaction by evaluating each message and check it is valid or not
to decide whether to proceed to next transaction or terminate the
processes.

Step 4.2: Payment gateway- ETC

As shown in figure 3.1, the payment gateway will respond to ETC
after sending the received transaction to the issuing bank (step 8)
and waiting reply from both issuing bank (step 12) and acquiring
bank (step 11) by sending:

n (#fi r(Eang {Enck;{l W, g roid}}))

The payment gateway will send back what had been received as
response to ETC without selected items &; all are encrypted and
signed digitally by his public key. The evaluation function will
verify the equivalency of received tuple of message to the tuple
previously sent by Payment gateway. Proof, same as in previous
steps.

8. Transaction between payment gateway and
issuing bank

Fayment Issuing Bank
gateway

8. ﬁ(#(i , (Enckg {Enfk;{l Y Mia :Oid}}))

12. F(#(z’ 5 (Enckr {Enfk*-{l, 010, A,V ) Hia )Oid}z))

S 7

Fig. 3.6: Transaction between Payment Gateway and Issuing Bank.

Step 5.1: Transaction between payment gateway and issuing bank
The payment gateway will verify the received transaction from the
ETC then send the issuing bank in step 8 (as in figure 3.1) fund
requesting from the user as:

] (#(i ) (Enckg, {Enck;{l RUATIER Oid}})>

The sent messages from payment gateway are: time stamp, pay-
ment information {r , user identity ;4 , and merchant identity o;q .
The issuing bank will receive this transaction, verify the validity at
it, and send a request of withdrawing money for the merchant to
the acquiring bank step 9 (as in figure 3.1).

Proof:

The proof explicitly can be easily followed as in previous steps.
Step 5.2: Issuing bank- payment gateway transaction

The issuing bank will send what received from acquiring bank for
deposit of money to the payment gateway.

n (#(i ) (Enck; {Enckg{l i, Ay, Mg Oid}})>

The issuing bank will digitally sign the encrypted message with a
hashed one by its secret key, the message contain the time stamp t,
transaction identity ®;4 , user account A, merchant account y, user
identity p;q , and merchant identity o;q -

To validate the message elements, the evaluation function as an
agent controller will be used.

Proof:

As in step 1.1, explicitly the evaluation function will ensure the
correctness and completeness for the transaction depending on the
collected knowledge gained by agent controller from each element.
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Already the agent controller has enough knowledge of each ele-
ment of the transaction that makes the evaluation easier to apply.
The evaluate function to validate and decide the correctness and
completeness of the transaction. The evaluation can be explicitly
followed as same as in step 1.1.

9. Transaction between issuing bank and ac-
quiring bank

Figure 3.7 stated transaction between issuing bank and acquiring
bank by the following:

Issuing Acquiring
Bank Bank

9. 7](#6: ,(Enck? {Enck; {t,w}}))

12. 7 <#(1 ,(Enck; {E‘nck?{t ,w}}))

Fig. 3.7: Transactions between Issuing and Acquiring.

Step 6.1: Acquiring bank- issuing bank transaction

The acquiring bank will deposit the amount money specified in
step 9 to be deducted from the user account, and send back the
time stamp vand the payment information s to the issuing bank.
All are hashed and digitally signed using acquiring bank secret
key:

n (#(i , (Enck; {Enck;r{L , 111}}))

Step 6.2: Issuing bank- acquiring bank transaction

After what issuing bank had received from the payment gateway
in step 8. It will be ready to send the time stamp with the payment
information which contain of the cost of selected items € and mer-
chant accounty, user account A and transaction identity®;q. All
digitally singed and hashing using issuing bank public key:

7 (#3, (Bncg {Enag (1, u3})

Proof:

The agent controller will use the evaluation function to verify and
validate the elements of transaction. The proof explicitly can be
smoothly followed as in step 1.1.

10. Transaction between acquiring and
payment gateway

Figure 3.8 stated transaction between acquiring bank and payment
gateway by the following:

Acquiring Payment
Bank Gateway

10. 7 (#(: (Bnews {Eﬂckg{l. ,zp}}))

Fig. 3.8: Transactions between Acquiring bank and Payment Gateway.

Step 7.1: Acquiring bank- payment gateway transaction

As in step 8 (figure 3.1), where the payment gateway already sent
the user and merchant identity with time stamp, the same transac-
tion will be send by the acquiring bank to the payment gateway.
At that point the payment gateway can evaluate the both transac-
tions to validate that no changes or any type of interference from
any outsider party (intruder). The transactions send hashed and
digitally signed by the acquiring bank public key as:

I (#Zi (Bncig {Ene (e, "’}D)

11. Conclusion

In this paper, we have proved E-SET in Spi-calculus, it also apply
for each transaction between parties. Controller agent evaluates
each transaction, check validity and evaluation function to validate
and decide the correctness and completeness of transac-
tion .consequently, increase authentication and privacy properties
and decrease non-repudiation.
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