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Abstract

RPL (Routing Protocol for Low-power and lossy networks) is a specific routing protocol designed to optimize
6LoWPAN (IPv6 over Low power Wireless Personal Area Network) operation. As 6LoWPAN suffers from resource
constraints on battery, processor, memory and bandwidth, it affects the performance of the RPL protocol. From
security point of view, this will make RPL vulnerable to several threats directly or indirectly. Thus, cryptographic
systems are not sufficient to protect the RPL from internal attacks; a compromised node from the network may
cause undesired operation without being detected by these systems. An intrusion detection system (IDS) should
be used, but it is not easy given the nature of 6LoOWPAN; on a side its resource constraints, and on the other side
its opening to the outside world through the Internet.

In this paper we focus on denial of service (DoS) attacks, we determine the elements to be taken into account
in selecting a compatible IDS and we give some solutions that we consider effective and valid for 6LoWPAN-RPL
based networks.
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1. Introduction

The Internet of Things (IoT) main concept aim to interconnect heterogeneous objects localized separately in different
places, using standard internet protocols. The idea is create an autonomous world using smart objects that have
the ability to exchange information and make decisions [1]. Connected objects will give to users the possibility of
monitoring and tracking anything remotely and in a real time [2], [3]. Many real-life applications can benefit from
this concept like healthcare, transportation, environment, cities management, etc.

To make the concept of IoT real, IETF (Internet Engineering Task Force) created the 6LoWPAN [4], [5].
6LoWPAN is the acronym of IPv6 over Low power Wireless Personal Area Network, i.e. making low power devices
like IEEE 802.15.4-based wireless nodes [6] used in personal area networks like WSN (Wireless Sensor Network)
able to connect to the internet having an IPv6 address.

6LoWPAN introduced new concepts and measures that are not dealt by other standard routing protocols in
wireless networks, such as AODV, OLSR, DYMO, DSR, etc. Especially shared characteristics between all LoWPANs
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(Low power Wireless Personal Area Networks) like limited processing power, very dynamic topologies, node mobility,
link failures, high loss rates, low data rates and instability. To deal with this challenge, IETF create a new protocol
compatible to LOWPAN networks under the name of RPL (Routing Protocol for Low-power and lossy network) [7].
RPL deal with limited memory resources of low-power nodes, link failures, traffic control cost, and its takes into
consideration node and link properties when choosing routes.

Having a resource-constrained network implementing new protocols and connected to the Internet; makes it
security a big challenge that must be addressed carefully [8]. Even if it implement known protocols and standards
like IPv6 and 802.15.4, which possess many security solutions; it does not solve the problem. On the contrary, it
aggravates the situation. Combining between two different networks; i.e. IP and 802.15.4 networks, means that we
will combine their issues too. Their solution are not compatible to 6LoWPAN networks. IPv6 security protocols
are very heavy and consume a lot of energy, and 802.15.4 security solutions does not deal with IP communications.
Moreover, the new routing protocol RPL was designed without security metrics, knowing that the majority of
attacks aim to perturb network routing to cause its dysfunction, totally or partially [9].

Several attacks can target 6LOWPAN, among these threats are whose called denial of service (DoS) attacks [10].
This type target the availability of the network, it aims to make it unavailable for an indefinite period. The main
goal of such an attack is to damage the network and affect its performance. Its purpose is not to eavesdrop or
alter data. A cryptography system cannot alone defend against DoS attack, even from an insider malicious node or
from the internet side. An adversary may compromise some nodes, retrieve cryptographic materiel from them and
modify their system to use them for malicious purposes. That why an intrusion detection system (IDS) should be
used because it monitors nodes behavior and gives alerts in case of a doubt of an attack.

6LoWPAN-RPL security problems are multiple and varied against each layer [11], differs from passive and active
attacks, even from the inside or the outside. This paper provides a state-of-the-art of the attacks targeting the
availability of 6LoWPAN aiming to disrupt its routing protocol RPL, with the concentration on the denial of service
attacks, their types and their damages. Moreover, this paper provides security solutions requirements to deal with
DoS attacks, focusing on the IDS approach, by giving recommendations and directions of our vision of the IDS
design that will be compatible to 6LoWPAN-RPL networks.

The structure of the paper is as follows: Section gives an overview of 6LoOWPAN network and its underlying
RPL, Section 3 gives more detail on RPL operation, Section 4 discusses denial of service issues and attacks, Section
5 reviews the main countermeasures to secure network routing, Section 6 focus on the IDS approach and techniques
and Section 7 concludes the paper.

2. Overview

2.1. Internet of Things

Internet of Things is a concept that aims to extend the internet to the real world by associating labels bearing codes,
RFID tags or URLSs to objects or places, making them available and accessible from anywhere and anytime. Many
technologies must be used and integrated to achieve this goal. Devices are different, some of them, like Wireless
Sensor Network are resource-constrained, they are not compatible with internet communication protocols. These
protocols must be adapted or new ones must be developed.

Applications domains include: waste management, urban planning, environmental sensing, social interaction
gadgets, sustainable urban environment, continuous care, emergency response, intelligent shopping, smart product
management, smart meters, home automation and smart events [12].

2.2. 6LoWPAN

To integrate this kind of network to the internet, An IETF workgroup under the name of 6LoWPAN (IPv6 over
LoWPAN) was created to find an appropriate solution. The IETF 6LoWPAN WG introduced the use of IPv6 in
the IEEE 802.15.4-based devices within 2 RFCs 4919 [4] and 4944 [5]. IEEE 802.15.4 [6] is a standard that defines
the MAC and Physical layers protocols of low power and resource-constrained wireless devices. 6LoWPAN concept
based on the combination between IPv6 network and the IEEE 802.15.4 network, two totally different networks.
Their major difference is that the IPv6 network layer packet measures 1,280 bytes, where 802.15.4 data link layer
(MAC layer) supports only packet of 127 bytes maximum.

The IETF WG proposed as a solution to add an adaptation layer between the network layer (IPv6) and the
data link layer (802.15.4 MAC) to optimize IPv6 packets by the fragmentation and assembly mechanism.
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6LoWPAN network consists of one or more stub networks connected to the internet through the Border Router
(Fig. 1). This latter, called also Edge Router, routes traffic in and out of the LoWPAN, which is the collection of
6LoWPAN nodes sharing the same address prefix IPv6, ie the first 64 bits, it is used with IID (Interface Identifier)
to form the IP address. This address is formed using the SSA (Stateless Address Autoconfiguration) in the starting
phase of the network construction: the bootstrapping. This phase is managed by the data link layer, which allows
the establishment of first communications between nodes to configure channel, security keys and addressing.

Backbone link
Border

Router

..... 6LOWPAN-RPL
network

Fig. 1: 6LoWPAN-RPL network architecture

After the bootstrapping phase, and once the data link layer is functional, 6LoWPAN Neighbor Discovery protocol
[13] that was chosen instead of the Neighbor Discovery protocol [14] because of its incompatibility with the low-
power wireless networks - is used to start the construction of the entire network through some messages exchanged
between nodes that allow hosts, routers and Border Router autoconfiguration.

2.3. RPL

Regarding routing, 6LoOWPAN network has introduced new concepts and measures that are not dealt by other
standard routing protocols in wireless networks, such as AODV, OLSR, DYMO, DSR, etc. Studies [15][17] showed
that they are not well suited for LoOWPAN networks as they consume more energy, they do not handle failure cases
to establish a connection and they does not take on consideration nodes and links properties in establishing routes.
Routers in LoWPAN networks uses only one wireless interface to forward packets from one node to its neighbor
node, it ensures full connectivity between network nodes in forwarding packets via the same link through multi-hops
toward nodes that are not accessible through a single wireless transmission.

Routing protocols in LoWPAN networks have many constraints such as minimizing energy consumption, support
nodes sleep cycles, consider the quality of service, support different types of addressing (unicast, multicast, anycast),
support mobility, etc. All of that must be supported using a small amount of memory and bandwidth. A new
IETF workgroup was created under the name of ROLL (Routing Over Low power and Lossy networks) to address
general routing in LoOWPAN networks and the requirements [18][21] caused by the implementation of the new
6LoWPAN adaptation layer in these networks. The IETF-ROLL WG proposes the routing protocol RPL (Routing
Protocol for Low power and lossy networks) defined in the RFC 6550 [7], it is based on the distance-vector routing
protocol algorithm. The distance-vector protocol considers that each router has a routing table indicating, for each
destination network, the local interface to reach it and the best distance associated with it. The choice of using a
distance vector algorithm is logical as the use of Link State algorithm is almost impossible in this kind of networks,
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Link State cost is very high in terms of computing and memory capacities since each state change, an update
message should be distributed to all network nodes. This creates a huge traffic, especially in LoWPAN networks
where the propagation conditions change the network status frequently.

3. RPL operation

The RPL protocol is based on the concept of DAG (Direct Acyclic Graph) to avoid creating loops in the tree
constructed by distance vector algorithm. RPL has the ability to construct multiple paths back to the same
destination and sets alternative routes whenever default routes are inaccessible. This protocol will target resource-
constrained networks in terms of energy, power, bandwidth and they have a high probability of packets loss and a
very significant error rate.

RPL builds a DAG based on a root node called LBR (Low power and lossy Border Router), usually it is the
border router responsible for management of a particular field of nodes and locate in junction of two networks.

LBR, rank 1, is the source of the directed acyclic graph. This LBR and all upper level devices form a DODAG
(Destination Object Directed Acyclic Graph), i.e. the construction of a DAG routed to a single destination.

LBR sends an information message DIO (DOADAG Information Object) in multicast. When a device receives
a new version of DIO, it calculates its particular rank (compared to the one it just received) and propagates its
DIO. From the device point of view, all equipment having a lower rank can be parents. Optimal routes (parents)
in the DAG are obtained from metrics and constraints.

LBR periodically transmits DIO messages to update the DAG. When a device joins the network or loses the
link to its ”parents”, it can wait for the next DIO (from a minute to an hour) or request a DIO the solicitation
message DIS (DODAG Information solicitation). DIO messages are sent with the Trickle algorithm. This algorithm
mainly defines two things: a sequence number that indicates whether the received information is an update, and the
delay between each information transmission (which varies depending on settings). These RPL control messages
follow the format of the ICMPv6, which has a field in its header that defines the DIO message type (DAG metric
container, Destination Prefix, DAG configuration), DAO or DIS.

The concept that each node selects more than one ”parent” node by DAG gives flexibility to RPL for self-healing
by allowing it to adapt and overcome to topology changes.

We obtain by RPL a topology in two forms: a hierarchical structure by the creation of the parent-child re-
lationship between the nodes, and the mesh topology by the possibility of routing between nodes of the same
rank.

RPL can benefit from ND-6LoWPAN protocol [13], the adapted version of the ND protocol (Neighbour Discov-
ery) [14] used by IPv6, responsible for the discovery of other hosts on the same link, determining their address and
identifying present routers. The advantage of ND is that it provides useful information such as routing information
on one-hop node, maintaining its cache information and maintaining routing information cache itself. This allows
the RPL to have a self-configuration when needed.

ND also helps RPL for the diffusion of its DIO messages across the network through the two allowed transmission
directions: in the "downward” direction from the root to other nodes in broadcast transmission and in the opposite
direction the ”upward” from one node to the root in unicast transmission.

4. Denial of Service threats

4.1. DoS definition

Denial of Service (DoS) attacks aim to make a machine or a network unavailable for a certain period. The general
principle of DoS attacks is sending data or packets whose size or content is unusual to cause unexpected reactions
of the network or targeted node, sometimes they can even cause the service interruption.

This kind of attack is very common on networks because it is simple to implement and can nevertheless have
devastating consequences. In addition, the detection and prevention of these attacks are very difficult because they
can take many forms.

The basic attacks type are whose targeting the consumption of the bandwidth, the consumption of the processor
time or the memory storage ability, creating a congestion in communication links between nodes, the disruption
of a component, a service, a routing information or all the system, etc. As like we say in previous section, the
6LoWPAN resource constraints make its routing protocol vulnerable to DoS attacks and easy to disrupt. The
paper focus further on in this document on DoS attacks targeting the routing protocol.
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4.2. DoS attacks

We give a summary based on an analytical study of [9] , [10] and [22] concerning different DoS attacks that an
attacker can use to interrupt the LoOWPAN network operation, and more specifically the operation of its routing.

4.2.1. Identity attacks (spoofing)

In the identity attack, also called ”Spoofing attack”, the attacker aims to damage the data routing within the
network that are controlled through the identity of nodes (Fig. 2).

Fig. 2: Spoofing attack

With a valid ID, the attacker can participate in a malicious way in exchange routing data by changing this
information or distributing false information.

4.2.2. Sybil

Sybil attack is a kind of identity attacks where the attacker imitate several identities. Like that, it will have more
influence on the network and will be able to falsify communications nodes topology from P2MP (Point-to-multipoint)
to MP2P (Multipoint-to-point) (Fig. 3).

Fig. 3: Sybil attack

4.2.3. Selective forwarding

Selective Forwarding (Selective transmission) attack occurs when the malicious node tries to route all packets
transmitted to a node to remove one of these packages, either randomly or according the importance of data
contained in this package. The attacker must have a complete idea of the content of the data flowing through the
network.

If all these packages are destroyed by malicious node, called the attack: ”Black hole” attack (Fig. 4).
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Fig. 4: Black hole attack

4.2.4. Wormbhole

The Wormhole attack is produced by at least two malicious nodes that communicate with each other through a
different frequency than the network in which they operate so that communication between them still discreet
relative to other nodes.

One of these nodes is placed near the Border router and the other a little further, when one receives packets it
transmits them directly to the other without passing through the normal path; i.e. through the network nodes. In
this way, the malicious nodes can manipulate the packets; they disrupt the network routing since routing protocol
data will not reach all the nodes (Fig. 5).

This attack can also be performed using one attacker node, wherein the malicious node distributes packets
between two legitimates nodes located far from each other; in order to convince them they are neighboring nodes.

Fig. 5: Wormbhole attack

4.2.5. Sinkhole

In a Sinkhole attack, the node tries to attract to it the most possible routes to control over most of the data flowing
through the network. The attacker must appear to others as being very attractive by presenting optimal routes
(Fig. 6).

4.2.6. Replay routing information

In this attack, the attacker aims to transfer routing information, which aim to determine the topology of the network
and update nodes routing tables, in a way that the information be incorrect and thus the disturbance of the network
routing.

4.2.7. Hello flood

The origin of the HELLO Flood attack is the routing protocol that requires that neighboring nodes on the same
network exchange occasionally HELLO messages to announce their presence and availability. The HELLO message
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Fig. 6: Sinkhole attack

is used to discover the route and update the routing tables of neighboring nodes. The node that receives this packet,
it considers it is in the neighboring (within the scope of the radio emission) of the sender node. An attacker can
use a powerful machine and sends a huge number of HELLO packets to different nodes, so that they will consider it
as their neighbor node, they will try to transmit their data to this machine, and therefore the loss of these packets
(Fig. 7).

Fig. 7: Hello flood attack

4.2.8. Overload

In this attack, the node overload the network with traffic without any specific content to exhaust the energy of
nodes rapidly (Fig. 8).. This can be done by many manners like making routes longer, occupy the nodes and make
them unavailable to exchange routing information, etc.

Fig. 8: Overload attack
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5. Countermeasures

5.1. General countermeasures

To protect 6LoWPAN network from a DoS attack targeting its routing protocol RPL, a set of measure should be
considered [9], the system must have an authentication mechanism of different communication parts, where each
node must be authenticated by other nodes to ensure its identity.

To send the same message, the routing protocol must establish several possible routes before to circulate this
message. A network node must decide dynamically between several neighboring nodes that will be its next hop to
forward its messages. Between a transmitter and receiver, we must not establish only one route between them but
several ones to make the network tolerable to routes faults.

Data integrity must be assured, because a single change in the synchronization messages parameters of routing
protocol will cause its dysfunction. We should have a mechanism that checks the integrity of these data. We
must filter the data that is allowed to be circulated in the network; according to is operation and its environment.
In addition, we must ensure the freshness of each message before sending it. These mechanisms will ensure the
reliability of exchanged between data the nodes to synchronize their routing parameters.

However, sometimes even with reliable data and authenticated nodes, there are attacks that target the lack of
resources and energy for data processing in 6LoWPAN networks, so they aim to flood the network with useless
data and put it out of service. Most of DoS attacks use this way, as it does not require strong knowledge. To
counter these attacks, there must also be other mechanisms; we must limit the traffic rate among nodes based on
the network usage in both cases: by the number of transmitted and received messages, and if it detects nodes that
exceed this limit, they must be isolated directly from the network and prohibit them to communicate with other
nodes, which is the role of intrusion detection systems (IDS) introduced hereinafter.

5.2. Intrusion detection

Intrusion detection is a security approach that is based on analyzing network data collected in order to detect signs
of intrusion or attack to trigger an alarm and discover the anomaly.

There are different kinds of Intrusion Detection Systems (IDS) divided in three types of intrusion detection;
misuse IDS, anomaly-based IDS and specification-based IDS. They differ by their mechanism of discovering malicious
nodes. Misuse IDS defines firstly patterns of each type of attack that the IDS should detect. If a suspicious behavior
match the pattern, it will raise an alarm. Anomaly-based IDS has a start-up phase where it gathers information
about the normal behavior of the monitored network. After that, it determines a threshold that if it is exceeded by
a suspicious behavior, the IDS raise an alarm. Specification-based IDS is very similar to anomaly-based IDS, the
difference is that its threshold is defined a priori.

A number of data features were proposed to be monitored by the IDS in LoWPAN networks [23], they suggest
to monitor the time between two consecutive messages, changes on payload, the high delay, repetition, sender
identification, collisions, lost packets, modified packets and the amount of energy.

More details about the compatible IDS with 6LoWPAN-RPL characteristics is given in the next section.

6. Intrusion Detection System

To design efficient IDS for 6LoWPAN-RPL, we must respect its characteristic [11]. Firstly, 6LoWPAN networks are
heterogeneous infrastructure-less ad hoc networks, mostly distributed in hostile environment difficult to access by a
human user, with a high node density. In addition, their resources in terms of processor, memory, storage capacity
and bandwidth are very low. Their batteries are more constrained and very sensible to energy exhaustion.
6LoWPAN applications are various; the monitored data is very specific. We cannot obtain an IDS that monitor
all attacks parameters because the variation between different application scenarios and the nodes are limited in
resources. The IDS must choose indeed, depending the application scenario, the most harmful and dangerous
attacks that must be monitored. However, to secure the RPL, the IDS must implement detection mechanisms that
deal with DoS threats. The most of DoS attacks aim directly for damaging routing protocol. To choose the adequate
IDS, three essential questions must be answered, depending the network type and the concerned application: What
type of IDS to use? Where to implement IDS agents? What parameters to monitor? In the next paragraphs, the
paper try to answer this question putting the 6LoWPAN network and the RPL protocol as the starting point.
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6.1. What type of IDS

As we said in the previous section, there is about three types of IDS; misuse, anomaly-based and specification-based.
Misuse IDS defines patterns of the known attacks, so it needs a lot of database analysis to detect an attack, and it is
not detecting new attacks as it depends on its pre-deployed database. Anomaly-based depend on its classification of
the normal network behavior, which it defines it in its training phase during the start-up period. Specification-based
specifies normal network operations that must be defined by a specialist. A suitable IDS for 6LoWPAN that is the
one that consumes less resources and flexible in detecting new attacks. Misuse and specification-based consumes
less energy as they are based on pre-defined patterns, but they are inflexible in upgrading. Anomaly-based is more
suitable because it has the possibility to detect new attacks by developing its threshold in its training phases, and
it consumes less energy too. Even though, anomaly-based has the inconvenient that its false-alarm rate is high in
detecting a misbehavior of some nodes due, to different external or internal factors, as malicious operation. An
IDS that combine between the anomaly-based technics and specification-based technics will decrease the false-alarm
rate. Specification-based IDS should use RPL specification as a database for a normal operation. It will be benefic
as the DoS attacks target the routing protocol. In the other hand, the IDS will need fewer resources and little
communication overhead, as it will use an existing protocol.

6.2. Where to implement the IDS agents

There is three approaches where the IDS agents can be implemented: the network-based approach, the host-based
approach and the distributed approach. The distributed approach is more suitable for 6LoOWPAN networks. In
the network-based approach, the agent is localized at the base station where it analyzes all the traffic sent by the
network nodes, which creates a lot of communication overhead. The node-based approach implement agent in every
node, which consumes a lot of nodes resources and energy. The distributed approach was founded to deal with
network and hot-based approaches, also to benefit from their advantages, as the agent will be implemented in the
two levels: in the base station and in all (or some) network nodes. Using the base station is to benefit from its
strong resources ability, and using agents in nodes is to reduce monitored traffic and detect locally attacks.

RPL separates the network in levels creating a tree with the parent-child relationships and making the border
router in the high level as the base of the tree. Basing on that, and to reduce nodes resources use, instead of that
a node monitor all its neighboring nodes, a node monitor only the nodes where it has a direct relationship with
them, i.e. its parents or its children. The results of monitored data can be sent to the agent implemented in the
base station to compare between them and gives the final decision to revoke or not the suspicious node(s), basing
on statistical data and intelligence analysis.

6.3. What parameters to monitor

In the previous section, the paper has discussed some properties that IDS must monitor; it depends on the application
and the network environment. To get the properties to be monitored, we must determine the attacks and their
symptoms. Through DoS attacks explained in the previous section; targeting routing protocol operations, we can
extract the signs and symptoms that the IDS should monitor. Explained threats are sybil, selective forwarding,
black hole, wormhole, sinkhole, replay routing information, hello flood and overload attacks.

Commonly used measures are token to detect misbehavior characteristics resulting from these attacks. These
measures are received signal strength, packet sending rate, packet receiving rate, packet delivery ratio, packet
acking, packet send ratio, packet dropping rate, packet forwarding rate and carrier sensing time.

e Received signal strength is the measure of the power contained in a received radio signal.
e Packet sending rate is the packets number sent in a predefined period.
e Packet receiving rate is the packets number received during a predetermined period.

e Packet delivery ratio is the ratio of packets that are successfully delivered based on the packets number that
were sent by the sender.

e Packet acking rate is the acknowledgments number that been sent to a node.
e Packet send ratio is the ratio of packets that are successfully sent to the packets number that must be sent.

e Packet dropping rate is the packets number sent to a node but were been forwarded by it.
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e Packet forwarding rate is the packets number received by a node from another; to forward them to another
node during a predefined period.

e Carrier sensing time is the amount of the waiting time spent by a node to access to the channel.

These parameters and others should be monitored by nodes agents, collected data could be sent to the base station
to take a decision based on statistics from old received data.

7. Conclusion

This paper presented a review of denial of service issues in 6LoOWPAN network, making the focus on attacks
targeting its underlying routing protocol RPL and the IDS solution as the most suitable countering this type of
attacks. First, the paper gives an overview of 6LoWPAN network, its architecture and its operation protocols. Also
the paper presents the RPL protocol, that was proposed to solve routing issues created by 6LoWPAN features that
have many constraints such as energy consumption, long nodes sleep cycles, the quality of service, the necessity
of supporting different types of addressing (unicast, multicast, anycast), supporting mobility, etc, using a small
amount of memory and bandwidth. The paper presents in detail RPL operation, especially how its construct its
routes schema by constructing a DoDAG (Destination Object Directed Acyclic Graph); a schema that arrange
the network nodes in ranks binding them by a parent-chlid relationship. The paper discusses RPL security issues
resulting from 6LoWPAN low resources; making the focus o denial of service attacks (DoS) as they are the most
harmful attacks. The paper chose to deal with DoS attacks targeting the routing protocol, the threats presented
in this document are identity, sybil, selective forwarding, black hole, wormhole, sinkhole, hello flood and overload
attacks.

Then, the paper reviews the main countermeasures must be token to protect 6LoWPAN-RPL from DoS threat.
Solutions are presented in two parts, the first part gives general mechanisms and recommendations as the necessity
of assuring data integrity and nodes authenticity, establishing several routes between two nodes, filtering the data
that is allowed to be circulated in the network, limiting the traffic into the network and the entering one from the
internet side, etc. As all of these measures will not be effective in the case of a malicious node, the second part
treats the intrusion detection concept and its different systems.

Finally, the paper discusses the issues of applying IDS in 6LoWPAN networks trying to answer the main questions
of designing an intrusion detection. The first question is about the type of IDS to chose to design between the misuse,
anomaly-based and specification-based IDS. The second concerns the placement of the IDS agents between network-
based approach, nodes-based approach and distributed-based approach. The final and third question is about the
parameters that the IDS should to monitor to deal with DoS attacks, the paper resumes these parameters in received
signal strength, packet sending rate, packet receiving rate, packet delivery ratio, packet acking rate, packet send
ratio, packet dropping rate, packet forwarding rate and carrier sensing time.
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