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Abstract 
 

Mobile learning is a technology which uses wireless networks and mobile for learning. It facilitates learners to unite their experiences in 

learning in a collaborative and shared environment. Due to the widespread adoption and use of handheld devices, the mobile application 

technologies in enhancing learning activities have attracted noteworthy research interest. A Secure Exam Management System (SEMS) is 

designed for mobile environment and to simplify the exam management system. The teachers will define a bank of exam questions and 

link them to his/her subject through an appropriate interface (Subject‘s Question Bank Interface). The students can enter the exam system 

at the pre-defined date and time through the Exam Enrollment Interface. The students scan the QR code in the electronic device (Mo-

bile/tablet) and then view an exam question in the same interface. As the school Wi-Fi network is connected to the students mobile or 

tablet, turning the network down during exams can avoid malpractice. Multifactor authentication can be adopted for stronger security. 
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1. Introduction 

Nowadays Mobile learning has experienced a large growth over 

the global industry market. Learning Management System, due to 

being essential tools of mobile learning, has been adopted by 

much organization to establish and provide access to online learn-

ing service. Many institution make use of bring your own device 

policy; in this case mobile can be used for learning and online 

examination purpose. Nowadays the Smartphone users have been 

increased, the latest survey says that the user will be nearly three 

times that of 2016. Interaction between user and social network 

have been increased after the emergence of mobile network [2-3]. 

Some of advantages of mobile learning are: 

It is a student centered learning. It is a new alternative for infor-

mation delivery. It enhances mutual learning. We have overcome 

the limitation such as there is no information delivery to the stu-

dent. Teacher does not have interface to maintain student details. 

Automatic generation of question paper should be done. Malprac-

tice of student can occur due to lack of security [5,7]. 

2. Existing system 

In the existing system, students used to take online exams through 

computer. It will take more number of systems when there is huge 

number of students [1]. In some places due to limited number of 

computer they may take paper pen test or wait for the initial set of 

students to complete the exam. Most of the government exam has 

been taken through written exam. During the online exam, student 

may use hand-signals‖. There is no user friendly interface for both 

information delivery and maintaining the student details. Identify 

and authentication of security goals of model is insufficient [4]. 

During the online examination students may use hand-signal for 

the exchange of information. 

3. Proposed system 

In proposed system, teacher will share their subject related full 

study material through mobile application. Enabling the teacher to 

define a exam question banks and to link them to his/her subject 

through an appropriate interface. Securely authenticating and en-

rolling students, using any of the well-known secure authentica-

tion mechanisms, into exams at the pre-defined date and time 

through the Exam Enrollment Interface. Creating exam instances 

by random distribution of exam questions and answers to the en-

rolled student's mobile/tablet devices to overcome the hand sig-

nals. Applying simple policies, such as turning down the network 

during exams if they attempt to use any alternative tabs in their 

mobile, the examination will get exit [6]. 

Feedback is taken after attending sessions about secured exam 

management system. There was enhanced % of positive opinion of 

using it. The students felt that their grade would be better deter-

mined by means of using it. An additional authentication factor 

could increase the student confidence on the mobile based system. 

Secure exam management system make student and teacher com-

fortable using an interface. 

4. Methodology 

4.1. Functional units 

Subject Allocation and Teacher login 

Course and Question preparation 

QR-code Generation 

Student Exam process 
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Fig. 1: Functional Unit. 

4.2. MVC Structure 

The technology of struts framework is used which is the open 

source framework that extinct java servlet API and employs a 

Model, View, and Controller. 

 

 
Fig. 2: Structure of MVC. 

4.3. MVC Controller 

MVC is a software design pattern for developing web based appli-

cation. Model is the lowest level responsible for maintaining data. 

View is responsible for displaying a whole or a part of data. Con-

troller is a software core which controls interaction between model 

and view. 

4.4. Algorithms 

Techniques that have been used are: 

1) QR code generation techniques 

2) Text to PDF conversion techniques 

3) NLP techniques  

4) Offline U-learning material preparation 

5) U-learning material packager  

6) Experiences and Outlook 

5. Performance evaluation 

5.1. Subject allocation and teacher login 

In this module, admin login into QR U learning website. Then 

admin have to upload whole syllabus. The PDF contents of whole 

syllabus are parsed to text contents by copy paste operation. A 

new syllabus is created for that particular subject. 

Each and every subject syllabus is created in similar ways. Admin 

can view the entire syllabus. Teacher should register the details 

like name, address, and subject specialization. 

Admin can view all the teachers’ details and allocate the syllabus 

to particular teacher according to their subject. While login in QR 

U learning website the syllabus allocated by the admin will be 

shown and can be downloaded in the teacher‘s main page. Teacher 

view the syllabus and understands the details. 

5.2. Course and question paper generation 

In this module the teacher will upload the core question papers for 

given subject, and then enabling the teacher to define a bank of 

exam questions and to link them to his/her subject through an 

appropriate interface (Subject‘s Question Bank Interface). 

Each question may have a set of options. (let‘s say: A, B, C, D, 

and E). 

5.3. QR code generation 

In this module Exam server will generate the QR Code and in-

clude the exam questions. The question paper includes the exam 

date, time, duration and percentage of each level. The questions 

are not going to reach the students in the same order. The multi-

choices of each question, in case of objective questions, will be 

flipped randomly and delivered to each student. The Exam server 

generates the QR-code for each and every student. 

5.4. QR code scanning 

Student Exam Process 

In this module students install the Exam Interface Application and 

then login into application. 

The students scans the QR code in the electronic device (mobile) 

and then view the exam questions through the exam interface. 

Students will start the exam.  

Exam interface will display the questions. After completed the 

exam student’s click on finish to display the exam mark instantly 

in their application. Simultaneously students mark will be send to 

their log management. 

 

 
Fig. 3: QR Code Scanning. 
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