International Journal of Engineering &Technology, 7 (1.7) (2018) 15-20

International Journal of Engineering & Technology

Website: www.sciencepubco.com/index.php/IJET

SPC

Review paper

Internet of things (1oT): a survey on protocols and security risks

R H Aswathy 1*, N Malarvizhi 2

1 Research Scholar, Department of Computer Science and Engineering, School of Computing, Vel Tech Rangarajan
Dr. Sagunthala R&D Institute of Science and Technology, Avadi, Chennai-62, TamilNadu, India
2 Professor, Department of Computer Science and Engineering, School of Computing, Vel Tech Rangarajan
Dr. Sagunthala R&D Institute of Science and Technology, Avadi, Chennai-62, TamilNadu, India
*Corresponding author E-mail: rhaswathy@gmail.com

Abstract

A dramatic change by the growth of new ubiquitous computing, our globe is moving towards the fully connected paradigm called Inter-
net of Things (1oT). The world is being connected and interlinked with the exponential growth of this pervasive technology. It plays a
significant role in many fields such as healthcare, manufacturing industry, agriculture, transportation, smart homes etc and reinforces our
everyday life. It acts as an aegis for covering all the factors such as protocols, key elements, technologies etc. 10T includes many capabil-
ities and numerous mechanisms but protection hassle that slow down the era. In this paper we discussed about essential protocols and

security issues of loT.
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1. Introduction

10T is a dynamic system foundation in which articles, individuals
or creatures are furnished with UID and capacity to impart, gather
and trade the information over system with H2H or H2M associa-
tion. 10T is initially begat by Kevin Ashton in 1999 and well
known to Auto-1D focus, MIT [1]. 0T is the achievement unrest
of portable correspondence and it has Al that demands the articles
to sense and convey together to share data and to take choices. It
totals the accessible innovation, for example-sensor, RFID, EPC
and so on. 10T enhances the world economy by method for busi-
ness applications and it makes regular life simple by appealing
home apparatuses and it contributes the Quality of life [2].

For case: In synthetic industry 1milli second is likewise signifi-
cant, in light of the fact that it surpasses edge esteem, the whole
unit will impact. In Smart-homes, it consequently opens the en-
tryway while going into the home, planning espresso, control AC,
TV and different machines. 10T empowered elements demon-
strates more noteworthy than human and it works in many risky
environments which people can't. In Japan after the atomic deba-
cle, robots were utilized to investigate the harmed atomic force
plants because of overwhelming radiation [3]. The computing
technologies and expansive sensor communication develops a
vertical applications which interest closely with horizontal entities
[4].Smart technologies are needed with customary communication
of internal and external environment [5].

10T gadgets globally deployed around 212 billion entities at the
end of 2020[6].The entire monetary effect is made by IoT is as-
sessed $2.7 trillion to 6.2 trillion by 2025[7].In paper [8] creator
demonstrates the expectation of future associated gadgets over loT
by 2050.The framework of the commitment of the paper is clari-
fied as takes after. In section 2, we display the most vital conven-
tions go about as the spine of 10T, for example, MQTT, XMPP,
AMQP and CoAP with its nitty-gritty design. In section 3 we dis-
tinguished the most vital security issues confronted by 10T.

2. 10T protocols

2.1. Message queue telemetry transport (MQTT)

MQTT is presented by Andy Stanford clark of IBM and Arlan
nipper of Arcom in 1999.The communication of this protocol is
predicated on machine-to-machine level, sanctioned in 1999[9]. It
is a publish/subscribe form of light-weight protocol flowing over
TCP/IP with reliable bi-directional message distribution. Multiple
consumers receive messages which is published once by pub-
lish/Subscribe messaging protocol. It provides disjoin between the
publisher and subscriber. A publisher sends the message on the
topic and subscriber consumes a message on a corresponding top-
ic. A message server matches publications to subscriptions. If one
or more matches found at the event, the message is delivered to
corresponding subscriber and the message is discarded if no
matches found. The MQTT is designed for constrained networks.
The protocol has bit-wise headers and variable length fields. The
packet size is 2 bytes [1] [9].Figure 1 shows the overall functional-
ity of MQTT.
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Fig. 1: Architecture of MQTT.
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The publish-subscribe methods in MQTT is shown in Figure 2.
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Fig .2: Publish-Subscribe Methods.
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Fig. 3: MQTT Control Packets with Fixed Header.
It sends from client that Server to publish a message and Server
that Client to send the messages. The Table | shows the control
packet types of MQTT.

Table 1: Control Packet Types of MQTT

Types Mneumonics  Description
Client Request To Connect
Connect SeRvEr
Connection Manage- Connact Connection Acknowledgement
ment Disconnect Client Is Disconnecting
Pingreq Ping Request
Pingresp Ping Response
Subscribe Client Subscribe Request
Suback Subscribe Acknowledgement

Subscription Manage-

Unsubscribe
ment

Client Unsubscribe Request
Unsubscribe Acknowledge-

Unsuback ment

Publish Publish Message

Puback Publish Acknowledgement
Message Delivery Pubrec Publish Received

Pubrel Publish Release

Pubcomp Publish Complete

The QOS field indicates the level of assurance for delivery of an
application service.The QOS level is listed in Table 2.

Table 2: QoS Levels

Qos value Bit 2 Bit 1 Description

0 0 0 At most once <=1
1 0 1 Atleast once >=1
2 1 0 Exactly once =1
3 1 1 Reserved

In MQTT, most control packets have a corresponding acknowl-
edgement. The term ‘Connect’ restarts the previous session.The
MQTT control packet consists of 3 parts such as Fixed head-
er,Variable header and Payload.The MQTT control packet con-
tains fixed header format is shown in figure 3.

2.2. Extensible messaging and presence protocol (XMPP)

In the year 1999, Jabber open source Community developed the
rudimentary syntax and semantics of XMPP [10]. The Jabber pro-
tocol that would appropriate for IETF instant messaging (IM) and
presence technology in the year 2002[10].The XMPP is imple-
mented by a client-server architecture is shown in figure 4. The
client and server architecture are Request/response over TCP
Connections. XMPP act as a gateway and it bridge the communi-
cation between peregrine networks [11].

The server manages the connection from different entities in the
form of XML streams. Xml stanzas are routes and addressed by
XML Streams. Clients utilize TCP Connection to communicate
with server. Multiple users/resources can connect simultaneously

to server with the avail of resource identifier of an XMPP address.
Client and server communicate through gateway. Message passing
is the primary function of server side special purpose service.
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Fig. 4: Architecture of XMPP.

Server

The addressing schemas are identified by identifiers. The most
prevalent identifiers are Domain identifier, Node identifier and
Resource identifier [10]. The representation of network gateway
or primary server to indicates the association of entity is done by
Domain identifier. It is addressed as a sub domain of a server.
Node identifier: optional secondary identifier associated with mul-
tiuser chat service, called bare JID. Resource identifier: optional
tertiary identifier represents a concrete session, connection (exam-
ple: Device or location) or object.

XML Streams is a container, mainly deployed for the exchange of
XML elements between any two entities over a network.

XML stanza is a discrete semantic unit of structured information
and separated into three components: (i) Message stanza, (ii) Pres-
ence stanza and (iii)lQ stanza [2] [10]. Message stanza includes
single messages. The types are chat, Error, group chat, headline
etc. Presence stanza express entities current availability status.lQ
stanza works predicated on Request/response mechanism. Types
of 1Q are get, set, result, and error etc. The structure of XML stan-
za is shown in Figure 5.

<stream>
<body>
</body>
<ig>
<lig>

</stream>

Fig. 5: Structure of XMPP Stanza.
2.3. Constrained application protocol (CoAP)

CoAP is an application layer protocol designed for resource con-
strained environment. It is specialized web transfer protocol cate-
gorically intended to low power sensors, components and switches
that need to be controlled and supervised remotely. This protocol
is designed for machine to machine communication. CoAP pro-
vides a request /response model between applications. A CoAP
request is sent by a client to request a concrete action. The server
then sends a response using response code. COAP bind with UDP
and fortifies unicast and multicast request. It interchanges messag-
es asynchronously. CoAP defined 4 types of messages: CON
(Confirmable message), ACK (Acknowledgement), Reset (Reset
message) [2] [6]. The CoAP architecture is shown in figure 6.
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Fig. 6: Architecture Diagram of CoAP.
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Fig .7: Layering of CoAP.

This protocol run on the top of TCP, it fortifies both unicast and
multicast communication, while HTTP runs in the UDP, it forti-
fies only unicast so it works with group communication. The
CoAP messaging model is predicated on exchange of messages
over UDP. It has a fine-tuned binary header of 4 bytes. The mes-
sages are carried out by request and response [12].The layering of
CoAP is shown in figure 7. CoAP works with reliable and unreli-
able message transmission. The reliable message transmission is
marked as CON (Confirmable), it returns an ACK within timer
expires (timeout).

The unreliable message transmission does not require any
Acknowledgement. This protocol works under the three types of
responses named Piggybacked, separate response and Non-
confirmable request/response. Request and response are carried by
Confirmable and Non-confirmable messages. The confirmable
message is carried by ACK. This is called as piggyback response
shown in figure 8 [12].

CLIENT SERVER
CON (0x8d34)
ACK (0x8d34)

-

Fig. 8: GET Request with Piggyback Response.

The request is carried out by confirmable message and server is
not able to respond immediately to the particular request, it re-
sponds with empty ACK message [12]. The client can stop the
retransmitting request. Once the request is yare, the server sends
the confirmable message, called separate response shown in the
figure 9.
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Fig. 9: GET Request with Separate Response.

If the request is non confirmable message, it does not need and
ACK. The server sends a Non-confirmable message instead of
confirmable message. CoAP fortifies with four methods: GET,
POST, PUT and DELETE [2] [12]. GET is the method which
regains the information which is identified by requested URI. The
respond message with 200(OK) is sent, if the request is processed
precisely. The server is to create the new subordinate resource
under the desired pared URI by using POST method. The server
should reply with 201(created) once the resource has been created.
The new message does not created, the servers responds with
201(0OK), once the ‘POST’ done successfully. The resource URI
be updated or created with the message body by using PUT meth-
od. The message body will consider the modified version of that
resource and 200(OK), If the resource subsists at the correspond-
ing URI. The server creates new resource with URI 201(created),
if no resource exits. The error response code is displayed if the
code is created or modified anonymously. The response code
200(0k) should send URI is deleted by DELETE method

2.4. Advanced message queuing protocol (AMQP)

AMQP is an open standard application layer protocol with MOM
(Message-oriented middleware) architecture. AMQP provide a full
functional interoperability between and middleware servers (bro-
kers). AMQP defines both server side accommodations and net-
work protocol. In network protocol, the AMQ model has defined
rules for coalescing the components together and consist of set of
components that store and route messages within the broker ser-
vice. The architecture of AMQP is shown in figure 10. In a proto-
col level, AMQ have set of rules when client application interacts
with AMQ model.

The AMQP protocol guarantees the interoperability between
AMQP components. The components in the architecture which are
connected parallel in the server to accomplish the desired func-
tionality. The components are exchange, message Queue, publish-
er, consumer and binding [13].

SERVER

Message Queuew

(Virtualhost
,| Subscriber
( Exchange | gy, ging J entity

Publisher entity

Fig. 10: Architecture of AMQP.
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The publisher entities who publish the messages, the data server
accept the message and send them to different consumers depend-
ing upon the routing address. If consumers are diligent it buffers
them in memory or disk. In Exchange, it accepts the messages and
routes them top message queue. The message queue stores the
messages and forwards to the end user or consumer entity. Bind-
ing is the interface between exchange and message queue. There
are number of exchange types. Depending upon the application, it
creates the own exchange instances are withal denominated. It
designates how to bind Queues and publish messages.

AMQP works with two things in runtime programmable semantics
[13]. First it engenders arbitrary exchange and message queue
types via protocol. Second it wires the exchanges and message
queue together to engender any message processing system
through protocol.

Routing key is a virtual address that exchange and decide how to
route the messages. Two routing keys are discussed here. First,
P2P routing key, it is same as that of message Queue name. Sec-
ond, Publish/subscribe routing, the routing key is a topic hierarchy
value

The AMQP is split into two layers: Functional layer and transport
layer [2] [13]. Functional layer grouped into logic class of func-
tionality and work together. The transport layer routes the method
from application to server and it handles data representation,
channel multiplexing, context encoding, framing and Error han-
dling [14].The AMQP model was driven by many factors such as
QoS, interoperability, consistent, explicit in naming, complete
configuration of server etc. Likewise the transport layer of AMQP
is driven by many factors such as Binary encoding, handles mes-
sages of any size(without any limit),carries multiple channels
across single connection, long lived, no limitations, Asynchronous
command, scalable, version upgrade, repairable, neutral with pro-
gramming languages and code generation process.

The message queue in the AMQP store messages in disk or
memory and routes to consumer applications. The message queue
is act as storage and distributers of messages. Each message queue
is independent to one another. The paramount properties of mes-
sage queue are private/shared, durable/temporary and cli-
ent/server. Predicated on the properties, the user can utilize the
message queue to deploy the standard middleware entities: store
and forward Queue, private reply Queue and private subscription
queue. A store and forward queue holds messages and distribute
the messages between consumers on round robin substructure
[13]. These queues are very flexible and durable while messages
shared between multiple consumers. Private reply queue holds and
forward messages to single consumers. It is an ephemeral queue,
server denominated and private to only one consumer. A private
subscription queue holds messages collected from amassed
sources and forward to a single consumer. Table 11l shows IoT
protocols and its desired features.

Table 3: Protocol and Its Features

3. Security risks in 10T

The breathtaking open door for entrepreneurs and industrialist is
given by IoT to build up new product and offers an assortment of
administrations to satisfy the consumer loyalty. Number of loT
gadgets develops each day, the security danger and potential diffi-
culties are likewise develops alongside that. Amid the correspond-
ence between the gadgets in 10T environment, the webs likewise
have numerous securities hazard specifically DoS, Eavesdropping,
Unauthorized access, Tampering gadgets and privacy risks. It is
constantly hard to actualize the cryptographic calculation and
security conventions in 10T gadget. Since 10T is universal it re-
quires fitting confirmation and approval measures [15] [16].

Table 4: Performance Measures of 10T Protocols

Fligi- MQTT  XMPP  CoAP AMQP

cols/parameters

Transport TCP/IP TCP/IP UDP/IP TCP/IP
Publish-  peor.to- Request-

Communication Sub- Peer Reply Peer-to-Peer
scribe
Device-  Device- . Device-

Device- "

Data transfer dlo. dlo. Device Dev!ce
Cloud- Cloud- Device-cloud
Cloud Cloud Cloud-Cloud

QoS Medium  Low Medium Medium
Broker Server Decentral- Implementa-

e TE GG inSPoF  in SPoF  ized tion specific

Interoperability E?,Se'f ISJ:;C' Semantic Structural

Loy aseelrzue Good Fair Excellent Good

Lossy data

Protocols Features

Asynchronous Message Transfer, Lower Overhead,
Parsing Complexity, Simple Proxy, Datagram
Transport Layer Security,

Satisfy M2m Requirement

Resource Discovery, Resource Observation, Store
And Forward,

Prioritize, Interacting With Http, Providing Qos,
Security

Instant Messaging, Presence Protocol, Block Com-
munication,

Message Subscription And Message Item
Standard Wired Protocol, Routing Key, Message
Persistence,

Request And Response, Redeliv-
ery/Acknowledgement

1 CoAP

2 MQTT

3 XMPP

4 AMQP

3.1. Distribution and denial-of-service attacks

DoS are a cyber attack launched against 10T. Amid this assault the
system asset is inaccessible to the purposive client. It makes the
site is in disengaged mode or some potential operational disap-
pointments. Malicious attacker involves the whole system founda-
tion and makes more disorder [16]. In automotive device I0T
works with the standard of M2M correspondence. It is utilized as a
part of most delicate industry like substance industry, DoS fall the
whole unit. It is a detrimental consequence of a delicate industry.
In corporate site, the clients are attempting to get to the infor-
mation, the information is distracted the client get baffled and it
prompts incredible misfortune and disappointment of clients.

3.2. Node capture and eavesdropping

The attacker physically finds the information specifically envi-
ronment and store the information away element for future work.
One sort of passive attack, the assailant assaults the correspond-
ence channel to discover the information. Keeping in mind the end
goal to get the data, the passive attacker extricates the data that
moving inside that specific base.

3.3. Controlling the data

This is a an active attack as opposed to Eavesdropping or node
catch the attacker pick up an incomplete or full control over the
10T gadget. The harm brought on by aggressor taking into account
(a) the significance of information (b) benefits that are given by
specific substance [16].

3.4. Complexity of vulnerability

System information assurance can be minimized by attacker due
to vulnerability. It can be shaped by utilizing three components
that is (a) System defect (b) attacker access to that flaw and (c)
attacker ability to use the flaw. In delicate robotization industry
this prompts decimation. To minimize the danger in 10T gadget,
the gadget must plan with high security and secure firmware. Se-
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curity can be authorized in HSF segment amid the configuration of
10T based supplies. Vulnerability management is an imperative
piece of 10T, it is coordinated with system and PC security. The
imperative stride in Vulnerability management is to distinguish,
arrange and resolve vulnerabilities in HSF segment. Firmware
upgrade takes additional time and exertion and it is a dangerous
task. WAP or different gadgets in 10T are given in-build web serv-
er, it interfaces remotely. User can sign in by utilizing user 1D and
secret key. Before deploying the 10T gadget, it can give with spe-
cific set of information and maps with right arrangement of yield.
The 10T gadget can be nearly observed with certain period before
moving into this present real world scenario.

3.5. Bandwidth constraint

Research found that bandwidth is a critical limitation, which is
utilized for transmitting a signal in addition network traffic is
hopped 700% [17].Due to P2P application, high streaming media
and person to person communication. More gadgets are associated
in the web, the association needs to expand the Bandwidth and
control the movement in the system. The Security model of loT
can be clarified by 3C's ie, Computation, Communication and
Control [18]. The intelligent power grid is the most important and
biggest instantiation of 10T system [19].Resource allocation is an
important during this bandwidth, this can be narrated by author
Sungwook Kin in paper [20].

3.6. Access attacks and privacy attacks

The intruder or unauthorized entity gain access to hardware com-
ponents or network with no privilege to access. Access attacks can
be categorized as two. The First one is physical access: unap-
proved entity access to physical device. The next is remote access,
the intruder attacks the IP connected device [21].Protecting the
private data is more challenging due to simple accessibility of
extensive volume of information through remote access mecha-
nism. The most recognized attacks are:

Data mining-The process of access the information from the data-
base

Cyber espionage: It works with the spy or cracking technique of
mystery data of individual, association or government organiza-
tion.

Tracking: The intruder monitor every last minute utilizing one of
an unique identifier (UID).this will uncover the elements definite
area and exercises.

Table 5: Protocols with Security Measures [3] [4] [5] [22]

Proto-

cols/parameters MQTT XMPP CoAP AMQP
Transport TCP/IP  TCP/IP  UDP/IP TCP/IP
Publish-
Communication  Sub- Peer-to-  Request- Peer-to-Peer
- Peer Reply
scribe
Device-  Device- n Device-
Data transfer BELL BELL Bmgg_ Dz
Cloud- Cloud- Device-cloud
Cloud Cloud Cloud-Cloud
QoS Medium  Low Medium Medium
ST Broker Server Decentral- Implementa-
in SPOF  in SPoF  ized tion specific
Interoperability B Sl Semantic Structural
level tural
OIS Good Fair Excellent Good

Lossy data

Password attacks: Intruders use copy passwords to assault the
gadget or system. Two sorts of attacks are conceivable. The first
one is Dictionary attack-attack happen with conceivable blend of
letters and numbers to access client record or data. The second one
is brute force attack-It is an application program with experimen-
tation strategy used to get information such as client PIN or secret
word. The attack will proceed until a right watchword is found
with various conceivable key mixes.

4. Conclusion

This new innovation assuming a noteworthy part while advance
regular life to expand profitability, enhance productivity in all
fields like mechanical, medicinal services, home computerization,
logistics and numerous more brilliant applications. In this article,
we present the overview of the key components, protocols, which
driven loT, different applications for our solace living and diffi-
culties, which confronted by research communities. Additionally
the articles provide awesome ground work for researchers to over-
come from issues faced by IoT communities. Security of infor-
mation is the key point of any connected network, so our research
moves towards make a more secure system than the existing and
plays vital role in digital world.
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