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Abstract 

 

Communication in digital form has become the part of day today’s lifestyle, in certain moment communication is made 

secret to avoid others from knowing the information. By providing security to the sensitive data it is ensured that the 

user’s data is protected from viewing and accessing by others. In the current discussion about data security, 

Steganographic algorithm using two mediums has been discussed that involves image based encryption and converting 

to word file. The stage involving image based encryption uses HMAC-MD5 algorithm along with LSB steganography. 

LSB technique scatters the secret data which have to be protected over the entire image. Convert the embedded image 

in word file, so that the secret message is made unavailable to others who try to obtain the file. This method provides 

greater payload capacity along with higher image fidelity and thus make the proposed system is more robust against 

attacks.  

 
Keywords: Steganography, Hashing Message Authentication Code (HMAC), Message Digest Algorithm (MD5), the Least Significant Bit (LSB).  
 

 

1 Introduction 

Today’s environment has lead to excessive use of digital communication channel. The advances digital multimedia such 

as audio, image and video and the digital network have given rise to serious business threat when valuable data is lost or 

stolen. When the sensitive information of an organization is exposed that might affect company financial, customer 

attrition and even the reputation. A potential solution to his problem has been ‘cryptography and steganography’ which 

prevents illegal, malicious copying and theft of sensitive data over a digital medium by superimposing data on to the 

covert image and bringing  in a form which cannot be analyzed by steganalysis [1]. 

Cryptography is one of  technique when the sender scrambles the required  sensitive information  with an encryption 

key, the receiver with  the appropriate decryption key can able to retrieve the original  message. This is done because 

the security in the internet channel is low. Steganography is the process of writing hidden messages into a medium [2]. 

Steganography is used for secret communication where only the sender and the intended receiver will able predict and 

retrieve the hidden message [3]. 

Encryption technique is widely used in to today's environment especially in the image medium. Encryption makes use 

of the advantage of the human visual system (HVS). The secret messages are encrypted and embedded into a color 

image and converting it into a word file. The challenges feature is to beat with HVS. This is because of the human 

visual system able to predict the occurrence of hidden data in the image if the visual perceptibility is high. Thus make 

sure that the visual perceptibility should be kept as low as possible so that no one other than the intended user will know 

occurrence of hidden. 

 

2 Related works 

In the section of related works, the contribution made related to the work of steganography where data are hidden into 

an image and extract the data from encrypted media is reviewed. A literature survey in steganography explains how data 

is encrypted and embedded into a medium and how data is obtained from decoding and decrypting. In each of the 

related work we summarize the process of the algorithm and limitation of the presented algorithm. 

Mishra et al. [5], has proposed LSB Steganographic approach. Data is dispersed using a Plane Cycling methodology 

where embedding is done on the color image. The image is divided into 8 pixel block and secret message are laid in the 



 

 

 
International Journal of Engineering and Technology 135 

 

 

 

RGB plane of the color image and most of the times B planes remains untouched. Retrieval of data is kept extremely 

difficult task because of the use of PRNG (Pseudo Random Number Generation). This results in an enhanced security 

level are visually perceptible change in that image is kept low.  

Sharma et al. [6], has proposed two level secure steganography containing audio and image as the mediums for 

encoding methodology. In the waveform of audio format the secret data are embedded as a bit streams which is further 

embedded into 24-bit grayscale image using LSB technique. Data is kept secured by using improved plane cycling 

allowing equal distribution of hidden message over the RGB planes of the cover image. The texture and continuity of 

the stego-image is found to be unsatisfactory in nature. 

Selvi et al. [7], has propose a new LSB Steganography algorithm for hiding the secret data. Data is encrypted on the 

color image. The sharper region or smooth region of a color image is found using the Laplacian Edge Detection method 

and data is embedded in those regions. This methodology preserves the statistical and visual features of the cover 

images and provides lesser payload capacity. 

Naqvi et al. [8], has proposed a new technique for enhancing the security of data by using HMAC with MD5 algorithm. 

A hash function transforms the data of variable length to encrypt data of fixed length using hash value. MAC is a sort of 

hashing function for which a secret key is used. Message Authentication Code guarantees authentication among the 

sender and receiver.  For the purpose of data integrity and authentication popular cryptographic algorithm, Hashing 

Message Authentication Code is used. HMAC-MD5 generates the secret key for providing security for data. 

 

3 Proposed algorithm 

The proposed system provides two levels of security bringing additional level of protection to covert data. The 

algorithm uses image and text as the medium to hide the content. The data to be hidden is encrypted and embedded into 

the image medium later the image medium is further converted into a word file. Thus it provides two levels of 

protection to the sensitive data. 

The Encryption process uses HMAC-MD5 which in turn uses a cryptographic hash function in conjunction with a secret 

key providing data integrity and authentication and also LSB steganography takes the hidden data and spread it over the 

cover image to ensure that the occurrence of the secret message should not be known and covert data should not be 

obtained easily from the cover image. The stego - image is converted into text and stored as a document file format. 

 

3.1   Encoding Algorithm 
 

i. Obtain the secret text which has to be secured. 

ii. Using the HMAC-MD5 algorithm encryption is done with the covert data and converted into eight bits-stream 

of data. 

iii. Consider a cover image whose size is larger than the covert data. 

iv. The cover image should be divided into 8-pixel block. 

v. The secret message which is in bit streams is embedded into a pixel of color image by using LSB 

Steganography. 

vi. Similarly, embed the entire secret text stream into the image, the image which is obtained is the stego-image 

(i.e. Secret data embedded into the image). 

vii. A stego - image which is obtained appears similar to the cover image. 

viii. This stego -image is converted into a document file. 

 

3.2   Decoding algorithm 
 

The decoding algorithm is a reverse process of encoding process. 

i. Obtain the document file which contains secret information. 

ii. With the help of secret keys, open the protected document file. 

iii. Convert the document which contains the hidden data into the image file. 

iv. Image file which is obtained is stego-image. Divide a stego - image into 8-pixel block. 

v. Extract the original data from the 8-pixel block of the stego-image with the LSB technique. 

vi. Data which is obtained from stego-image is in encrypted form. 

vii. The encrypted data is decrypted using HMAC-MD5 algorithm. 

viii. The final data which is obtained is the sensitive data, which is protected via two mediums. 
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Fig.1: Encoding process of the Proposed Algorithm 

 

4 Results and discussions 

The result and discussion based on the proposed algorithm is presented here. The image which is used as cover image is 

‘vitlogo.jpg’. The fig. 2 is considered to hide the data which are 1024 X 768 pixel image in JPG format. The text which 

is chosen as the covert data is the speech which was delivered by Mahatma Gandhi in 1942 for ‘Quit India Movement’ 

see fig. 3. 

 

                               
Fig.2: Original Image                                     Fig.3: Hidden Text 

 

4.1   Based on visual  impedance 

 

The visual impedance is carried out between the stego-image and the cover image. An evaluation of the visual 

inspection of the color image is based on the appearance of the image, texture, continuity between the adjacent pixels of 

the image, color distortion. The secret data which are to be hidden is taken on the varied characters of 500 to 6000, the 

data are then embedded into the cover image and the output of the using above characters is shown in the figure 5. The 

result of the stego-image does not show perceptually significant changes occur in the cover image. 

Imperceptibility test is done with PSNR (Peak Signal to Noise Ratio.) The invisibility of the embedded image is 

measured using PSNR. The PSNR value above 40 is considered reasonable. The experimental value between the cover 

image and stego-image found to be 63.6 567. 

 

4.2   Based on Size of Embedded Messages 
 

The analysis is based on the size of the embedded message used. From the figure 4 shows that there is an increase in the 

number of characters used for embedding process. Through the histograms of the stego-image and the original image 

we can understand the gradual degradation of the image has occurred as the amount of data used to embed into the 

image increases which reflects through the variation in the histogram. As the number of characters increases in the 

cover image, there is more number of pixels witness change. 
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                            (a)                                    (b)                                 (c)                              (d)                                                (e) 
 

Fig. 4: Possible number of characters embedded in stego-image. (a) Stego-Image with 500 characters, (b) Stego-Image with 1000 characters, c) Stego-

Image with 2000 characters, (d) Stego-Image with 5000 characters, (e) Stego-Image with 6000 characters 
 

4.3   Based on attacks 
 

To test the robustness of the proposed algorithm, various attacks has been made on the stego-image and checks for 

extracted output as, 

 

4.3.1   Gaussian attack 

Gaussian Noise is added on the image with the mean and variance value as ‘0’ and 0.01 respectively. The corresponding 

image is shown as, 

    
                                                                (a)                                                                    (b) 

Fig. 5: (a) Gaussian Attacked Image (b) Extracted Text. 

 

4.3.2   Poisson Attack 

Poisson Noise is added on the stego image. The corresponding output image is shown as, 

 

    
                                                                 (a)                                                                       (b) 

Fig. 6: (a) Poisson Attacked Image (b) Extracted Text. 

 

4.3.3  Salt & Pepper Attack 

 

Salt & Pepper Noise is added on the image with the noise density ‘D’ as 0.05. The corresponding image is shown as, 

 

       
                                                               (a)                                                                         (b) 

Fig.7: (a) Salt & Pepper Attacked Image (b) Extracted Text. 

 

4.3.4   Median filtering 

By applying median filtering on the stego image is shown as, 

 

                  
                                                                  (a)                                                                    (b) 
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Fig. 7: (a) Median filter Attacked Image (b) Extracted Text. 

4.3.5   Cropping 

The cropped stego image and the corresponding extracted hidden text is shown as, 

 

                 
                                                                (a)                                                                    (b) 

Fig.8: (a) Cropped Image (b) Extracted Text. 

4.3.6  Rotation 

By applying rotation on the stego image with angle 5 and its extracted hidden text is shown as, 

 

                     
                                                                (a)                                                                       (b) 

Fig. 9: (a) Rotated Image (b) Extracted Text. 

 

4.3.7  Histogram Equalization 

The histogram equalized stego image and its extracted text is shown as, 

 

         
                                                                  (a)                                                                     (b) 

Fig. 10: (a) Histogram Equalized Image (b) Extracted Text. 

 

5 Conclusion 

In this paper an effort has been made to provide two levels of security with image and text as the medium. The secret 

message is encrypted with HMAC-MD5 algorithm using a secret key, and embedded using LSB steganography of the 8 

pixel blocks increase the impedance of stego-image and payload capacity of the secret data. Conversion of the stego-

image into the word file format raise the bar of security to a higher level, the results which brings at the end are 

satisfactory in nature as visually perceptible is low and raised the security level. 
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