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Abstract

In this paper, a multipurpose Secured Transparent Computerized Voting System (STCVS) is proposed. STCVS
introduces an improvement methodology to the regular election systems. It could handle electronic ballots with multiple
scopes at the same time, e.g., presidential, parliamentary, local, amongst others. STCVS's design warrants well-secured
identification and authentication processes for the voter via using voter's digital signatures, certificates. Also, it
guarantees voting data protection via encryption. Tallying of the voting counts is achieved automatically; candidates
recorded percentages are displayed as charts for the supervision trusted parties. STCVS eliminates counting errors,
voting duplication, and vote attack raised in paper-based elections systems. Voting transparency is achieved through the
election process steps to assure voting credibility. This is confirmed by a feedback e-mail that the voter receives after
finalizing the voting process. In addition, the proposed system saves the huge budget required for authentication devices,
Electronic Voting Machines (EVM) that consist similar voting systems. To evaluate the robustness and reliability of the
proposed system, performance measurements were achieved by applying the Avalanche Effect (AE) tests. Results of
these measurements show the degree of security and the performance of the proposed system.
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1. Introduction

The worldwide revolution in computer and telecommunication technologies and the underlying infrastructures makes
the online voting or E-Voting (Electronic Voting) no longer a North American or Western phenomenon [1] [2].

This ballot casting technology was extended far beyond the United States, spreading throughout the entire world.
E-Voting, along with its benefits and drawbacks, can now be extended from the developed countries of Europe to the
developing countries of Asia and South America. Besides reliable E-Voting technologies, there is a necessity for
international standards to govern the technology, the software reliability and accuracy, the processes and algorithms
applied within the technology, and the evaluation of all hardware, software and protocols involved. Such standards will
ultimately allow elections to progress around the world without the need for monitoring parties [3].

Remote E-voting [4], where the voter can vote from everywhere, guarantees both participation high rates in the
elections and the user's satisfaction as it assures an easier voting process and saves the voting procedure's time.
However, remote E-Voting system suffers from some security vulnerabilities that should be taken into consideration
while designing such a system. Those vulnerabilities include harder user authentication, voting duplication, and vote
attack.

In addition to authentication, a perfectly designed voting system should use data encryption to protect lawful users from
wire-tapping and impersonation and apply data masking to assure granularity of data access [5]. This concept is applied
to find the STCVS [6] performance measurements as will be introduced in this paper.

The proposed system covers the basic security services, i.e. the confidentiality, the integrity, the authentication, and the
non-repudiation [7] [8] [9].
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AE refers to a cryptography desirable property to evaluate cryptographic algorithms, typically block ciphers and
cryptographic hash functions. AE testing covers both Linear and Differential Cryptanalysis. AE is used as a main
measurement for the performance of the proposed voting system (STCVS).

STCVS is an approach for implementing computerized voting system in a secured, verifiable manner via the Internet
[10] [11]. The reliability of the introduced voting system against attacks is an important aspect to be considered. To
eliminate the risk of attacks, voting data is encrypted from the client-side and along all channels [12] [13] [14].

This is achieved by combining Elgamal cryptography algorithm, data masking, hash-based data structures, and Elgamal
Digital Signature (Elgamal DS) algorithm. The main goal is to achieve voting data encryption and voters authentication.
Furthermore, certificates are applied for the proposed system.

Voters can get verifying their own vote by receiving a feedback from the proposed computerized voting system.
Feedback is an acknowledgement e-mail sent to the voter as being registered. It consists of the voting data, i.e. the
candidates numbers selected by the voter.

Recent electronic voting systems require the presence of a huge number of electronic voting machines. This would
definitely increase the voting system cost [15] [16] [17] [18] [19] [20]. Using special EVM costing huge budget is not
required for the proposed system. Furthermore, the required budget for biometrics devices needed for some E-Voting
systems [3] [21] is not needed here since authentication is achieved via digital signatures.

Finally, the proposed system (STCVS) ensures automatic real-time votes counting, so votes tallying is achieved easily.
This paper is organized such that section 2 represents the Suggested cryptographic algorithms for Encryption, and
Authentication, as well as the performance measurements. Section 3 describes the proposed STCVS, while section 4
discusses the STCVS performance measurements. Finally, the paper is concluded in section 5.

2. Suggested cryptographic algorithms & performance measurements

The suggested cryptographic algorithms used to implement the proposed work include: Firstly, Elgamal Encryption
scheme used to encrypt and decrypt the voting data, i.e. the selected candidates numbers [6]. Secondly, Elgamal DS
scheme, certificates are used to sign and verify the public keys, and voters pass-codes, thus providing voters
authentication. Finally, SHA-1 algorithm is used to get the hash function for the voters pass-codes to save it securely in
the proposed STCVS database and to protect it from being hacked on the accessed voting channel. Furthermore, the
performance measurements used to verify the degree of security for the proposed system, i.e. the data masking and the
AE will be described.

2.1. Elgamal Digital Signature scheme

Digital signatures are essentially used as cryptographic tools that are highly extended today. Applications for digital
signatures vary from digital certificates for secure e-commerce to legal signing of contracts to secure software updates.
In addition, key establishment over insecure channels, they have also great importance for public-key cryptography [9].
DS purpose is to provide a means for a party to express its identity to a piece of information. The signing process is
achieved by transforming the message, and some secret information used as identification for this party into a tag called
a signature, similarly to a signature on a paper document [7] [8].

DS is a cryptographic primitive which is fundamental in authentication, authorization, and non-repudiation. They assure
both integrity and authentication, in general, encryption alone provides neither [8] [22].

It is impossible to amend the message without access to the recipient's private key, so the message is authenticated both
in terms of source and in terms of data integrity [7] [23].

Digital Signatures are used for both Voter ID (Pass-code), and Voter Public Key, where each one is almost (25 bits)
length. Signing, i.e. digital signatures generation is achieved at "Server side" via (PHP) code. Both digital signatures are
verified as authentication "Certificate Verification™ on the "Client-side™ via (JavaScript) code before allowing the voter
to access the Voting Form webpage via the STCVS website as will be described in details in sub-section 3.3. Elgamal
DS is the algorithm used for Certificate DS.

Elgamal signature scheme, which was published in 1985, is based on the difficulty of computing discrete logarithms,
the algorithm phases are summarized in the following sections [7] [8] [9] [24]:

e  Setup (Key Generation):

A large prime number (p), a primitive element (a) are chosen. Equation (1) illustrates the public key computation
having the private key d € {2, 3... p-2} used as random integer:

B = a’ modp (1)

Where: = Public Key

e Signature Generation:

(B, Kg) are two public keys for each message. A random integer is used as ephemeral key Kg € {0, 1, 2... p-2} such that
the greatest common divisor ged (Kg, p-1) =1.

Equations (2), (3) summarize the steps to compute the signature parameters (r, s):
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r =o€ modp (2)
s=(x—d.r) (Ke*—1) mod (p— 1) €))

Where: X = Plain Text (Decrypted) Message

Ke™ = Ephemeral Key Multiplicative Inverse

The signature consists of the pair (r, s). Both have roughly the same bit length as (p).

e Signature Verification

Equations (4), (5) illustrate how a parameter (t) is computed then used to check whether the computed signature is valid
or invalid:

t=p"r* modp Q)
t = o*modp ®)
If equation (5) is fulfilled, so a signature is valid, otherwise signature is invalid.

2.1.1. Elgamal Digital Signature scheme attacks

Elgamal Digital Signature scheme attacks are summarized as follows:

1)  Reuse of Ephemeral Key

The attacker can generate a fake message, say, "Please transfer 1000 Euros into Oscar account™. He could behave as the
sender, could use random (Kg), and generate (s) by simply applying the scheme [9].

The same Ephemeral Key (Kg) should not be reused. This is eliminated using the proposed system (STCVS) by using
randomly generated Ephemeral Key (Kg). Hence, this attack is not working for STCVS.

2)  Existential Forgery Attack

The attacker can generate a signature that looks like a valid signature to the recipient, but cannot control the message.
To overcome this attack, certificates as described in the following section should be used [9]. This is achieved for the
proposed system (STCVS).

2.2. Certificates application for STCVS

Public Keys authentications are essential for all asymmetric protocols, e.g., by applying certificates. Otherwise
man-in-the-middle attacks are possible. Certification is a means for a trusted third party (TTP) to bind the identity of
a user to a public key.

MITM (Man in the Middle) attack works against all Public Key (PK) schemes. The attacker (Oscar) shares a session
key with the sender (Alice) and another one with the recipient (Bob). However, Alice and Bob still think that they are
talking to each other. Oscar has now full control over the communication between Alice and Bob.

The problem here is that the public keys are not authenticated, so, identification for the sender (Alice) for example,
should be used. (ID,) is used to indicate (A) is Alice's Public Key. (ID,) is accompanied with (A), it could be e-mail,
name, address, employee no... etc. It is an identifying information [8] [9].

Using standard digital signature, this attack could also run. Public key is sent over the channel, is replaced by Oscar,
who puts his verification key. So, Oscar can replace the public key with his own one in every asymmetric protocol
(Elgamal, RSA, EC, DH... etc.). This powerful, universal attack takes only 10 minutes". So, Certificates are used as
countermeasures. The idea is to use a crypto "tool" that provides authentication, such as:

1)  Using DS.

2)  Using Message Authentication Codes (MAC).

The first method is the efficient one, since MAC is based on using symmetric cryptography. A need to protect
asymmetric schemes without having the problems of key exchange should be considered. DS is the way to prevent
MITM attack [8] [9].

For the proposed system (STCVS), digital signatures are computed and verified for both the public key, and the
pass-code thus providing voter's authentication.

The problem here is that DS is based on PK, and attack works against any PK scheme. As DS is needed to repair other
PK schemes, this conflict could be solved by using a Centrally Trusted Authority: Certificate Authority (CA) "As Key
Distribution Center (KDC) for symmetric schemes" [7] [8] [9].

For the proposed system (STCVS), the Higher Committee of Elections, and the Human Rights Association represent the
CA. The message to be signed "elector no." is too short (6 bits as plain text, so it is max. 50 bits as cipher text).

"Invalid Certificate. Unsecured Channel. Please use another device for voting" are the alert messages shown on the web
browser when either the digital signature for the public key or the voter's pass-code is not verified, so voting procedure
could not be achieved. Otherwise, "Valid Certificate" alert message is shown on the web browser and voting form is
accessed for the voter to achieve his voting procedure by selecting the candidates' numbers.
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2.3. Data masking

Data masking is applied to obscure specific data elements within data stores. The objective is to hide sensitive user's
information, so it could not be accessed outside of the authorized environment. It replaces these data elements with
a similar-looking fake data. Data masking is used to generate a realistic data set for development, testing and user
training purposes. This is a one-way irreversible transformation similar to a one-way cipher.

Data masking does not apply encryption, thus no decryption key is used. Best ciphers can be cracked (may be in million
years using recent technologies), while masked data cannot be unmasked. Resulting masked data set does not contain
any references to the original data. That makes it absolutely useless for the attackers [5].

2.3.1. Avalanche Effect

AE refers to a cryptography desirable property to evaluate cryptographic algorithms, typically block ciphers and
cryptographic hash functions. Good AE is obviously attained if when an input is changed slightly (for example, by
flipping a single bit), the output changes significantly (e.g., half the output bits flip). In the case of well-designed
cryptographic systems based on block ciphers, such a small change in either the key or the plaintext should cause
a great change in the cipher text.

Data protection from attacker hacking is ensured by reaching intermediate probabilities for the AE. A null probability of
change of output bits means that the hash output does not change when the input tested pattern has a single bit flipped.
Similarity, a very high probability of change of output means that the bit is bound to reverse upon flipping one bit in the
input [25].

The Strict Avalanche Criterion (SAC) is a generalization of the Avalanche Effect. It is fulfilled if, whenever a single
input bit is complemented, each of the output bits is flipped with a "50%" probability. This concludes that the designed
system has a good AE [25] [26] [27].

Avalanche characteristics studies are essential to ensure that a cipher is not vulnerable to statistical attacks. The strength
of system avalanche characteristics may evaluate the randomness of the ciphertext [27] [28].

If a block cipher or cryptographic hash function does not reveal the desired AE, then it has poor randomization, hence
a cryptanalyst can predict the input knowing only the output. This may lead to partially or completely break the
algorithm [27].

3. STCVS

3.1. STCVS methodology

STCVS Website
Accessing (Start Stage)
iy Encrypted
/— Masked
s \oting Data
' Cell-Phone company E:dcwﬁetded
. S KE
(Intermediate Stage) Voting Data

l

Encrypted
Masked
Voting Data

Encrypted

Masked
\oting Data

Supervision Site

ISP "STCVS Server” (End Stage)

“Internet Service Provider” .
(Intermediate Stage)

STCVS Website
Accessing (Start Stage)

Fig. 1: STCVS Block Diagram

Fig. 1 illustrates the proposed technique to achieve a secured computerized voting procedure. In the "Start Stage"”, the
user (Voter) would access the proposed Secured Transparent Computerized Voting System (STCVS) website using
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a smart phone, laptop, PC, tablet or any computerized communication device. He would enter his login data, i.e. his
full-name, pass-code as saved in the STCVS database.

Voter's authentication by verifying his login data to access the STCVS website should be successfully achieved.
Furthermore, the digital signatures for his pass-code, public key (certificate verification) is a must to access the voting
procedure, i.e. selecting the candidates numbers.

Voting Data (selected candidates numbers) would be masked using "LFSR", then encrypted using "Elgamal
Asymmetric Encryption Protocol" (Public-Key). These procedures are used to prevent voting data attack while being
sent from any computerized communication device to the next stages.

Encrypted masked voting data would be sent via either a cell-phone company or an Internet Service Provider (ISP)
"Intermediate Stage", depending on the STCVS website access procedure, to the STCVS "Host" Server representing the
(Supervision Site) "End Stage". The latter represents the supervision sites ("Higher Committee for Elections™ and the
"Human Rights Association" in the proposed system).

The accessed (cell-phone company or ISP) would only transmit the encrypted masked voting data as it is to the STCVS
server. The latter would decrypt the voting data using "Elgamal Asymmetric Encryption Protocol” (Private-Key).
STCVS protects the Voting Data since the later would be sent Encrypted from the Client-Side where the user would
achieve his voting and until the Host Server representing the Supervision Site. Encryption is achieved using an
asymmetric cryptography algorithm (Elgamal) via Public-Keys. Decryption for the voting data is achieved by the Host
Server using Private-Key. Each key (public / private) has approximately (20 — 25 bits).

The user gets a feedback (acknowledgement e-mail) from the STCVS website to his registered e-mail, also saved in the
STCVS database. This e-mail consists of his voting data (decrypted selected candidates numbers).

Vote Attack could not be achieved since the voter pass-code is used once, it would be expired after each election. Thus,
it could not be used by another voter or by the same voter for a next election. Also, voting duplication would not be
allowed since the user could achieve voting once using the proposed system (STCVS).

Finally, the recorded percentages for the candidates numbers for each round are displayed as voting charts by accessing
either of the "two™ Supervision Sites accounts from the STCVS server. For security, correlation could be achieved
easily between both voting charts for the "two" sites as a final verification before voting results official publishing.

3.2. STCVS database

STCVS uses MySQL database, which is an open source and free. As shown in Table 1, the STCVS database consists of
"six" fields (Username — Password — Postalcode — Email — Address — Hasvoted). This table represents a snapshot from
the STCVS database.

Table 1: STCVS Database
Uid username password postaicode email address hasvoted

1/Abdelnalim Zekry | 1f4a04e5543d8760660bb0802260400987b88d47 | 12513 aaazekry@hotmail.com Elharam 0
2 EnasElbarbary  9653be2baeadstaaeri61499705e784981ech694 12511 enas_elbarbary@yahoo.com  NasrCity 1
3| Yassin Mahmoud | 71abb71599649c5d2b327¢9100d9f7d7d9f2324 12513 yassin_mahmoud@gmail.com | Elharam 1
4 Khaled Nader thade9693c96ce3142a327d79f7bbade2035df3a 12511 k_nader@yahoo.com NasrCity 0
5| Rania Aly a2fb50af0332fec4b5134abcaredd6d158d5n79 12511 rania.aly@hotmail.com NasrCity 1
6 Peter Meijer 1542e4604284d43696dc2bed51cb797d1e17ddd | 12511 pater_mejjer@yahoo.com  NasrCity 1
7|Ingy Ashraf 719be3e0ae6dbd8820802d915eaddcfa27db220 | 12512 ingy.ashraf@yahoo.com Maadi 0
8 Arigue Ashraf abceb17294657a091deb8adb3e5acdb74adiba94 12512 arigue.ashraf@yahoo.com  Maadi 0
9| Muhammad Khaled 1d92a3915dcddf4d9851aaatadalficf2d1492981 | 12512 m.khaled@gmail.com Maadi 1

10 LougyAnmed  057a596588120336195c{13026bb1b2afa6218dd 12512 lougy ahmed@yahoocom  Maadi | 1

"User Identifier" (Uid) field represents simply an index for the voters stored in the database. "Username" field consists
of the voters names stored in the STCVS database. "Password" field consists of the voters pass-codes, values shown in
the above table are the (SHA-1") values for "ten" digits decimal number for each voter pass-code.



332 International Journal of Engineering & Technology

"Postalcode" field is related to the "Address" one. The proposed system is tested using "three" postal-codes (12511,
12512, 12513) for "three" different addresses (Nasr City, Maadi, Elharam). They represent "three" different voting
rounds. STCVS was tested for “300" voters.

"E-mail" field consists of the voters registered e-mails to which the STCVS website will send the feedback e-mail
(acknowledgement) as described in the next section.

"Hasvoted" field is (0/1) value, where "0" indicates that the voter has not yet vote, "1" indicates that the voter has
already vote, this is used to prevent a voting duplication as will be discussed in the next section.

3.3. STCVS website

3.3.1. Voting Login

The voter would access the STCVS website using the URL: http://stcvs.no-ip.org, then login by entering his full-name,
pass-code as shown in Fig. 2. Login data will be matched with that stored in the database; also a valid certificate will be
verified for the voter by verifying the digital signatures for his pass-code, public key. So, voter authentication is verified.

STCVS x \

= C A [3 stovs.no-iporg/indexhtm

Voting Login

Voter Name
enas elbarbary

Pass-code

Login

SuperVision Login

Fig. 2: STCVS Login Webpage

In case that the login data matching is achieved, and that the digital signatures for the public key and the voter's pass-
code are verified, i.e. valid certificate is verified, a message box "Valid Certificate" will be displayed.

If the digital signature for either the public key or the voter's pass-code is not verified, voting procedure could not be
achieved. Two error message boxes will be displayed consecutively "Invalid Certificate”, "Unsecured Channel. Please
use another device for voting".

According to each voter's postal-code stored in the database, a voting webpage as shown in Fig. 3 will be displayed
where candidates numbers belonging to the voter's round could be selected [6].
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Logout
Voting Form

(Wasr City Round)

Presidential Elections

® Candidate 1
Candidate 2
Candidate 3

Parliamentary Elections
Pleaze | Choosze "2" (Individual) candidates from the following :
» Candidate 4

* Candidate 3
Candidate 6

Pleaze . Choose only "1" (Menus) candidate from the following :
Candidate 7
Candidate 8
# Candidate 9
Local Elections
Pleaze | Choose "2" (Individual) candidates from the following
# Candidate 10
Candidate 11
¥ Candidate 12
Pleaze | Choose only "1" (AMenus) candidate from the following -
Candidate 13
Candidate 14
® Candidate 13

Vote

Fig. 3: STCVS Voting Webpage
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A message box as shown in Fig. 4 will then be displayed as a confirmation that the voting procedure was achieved
successfully. It consists of the voting data, i.e. the candidates numbers that the voter selected. Finally, it confirms that
a feedback e-mail (acknowledgement) was sent from the STCVS website to the voter's e-mail registered in the STCVS

database.
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stevs.no-ip.org/decrypt.p! %

€« C f [ stovsno-iporg/decryptphp

Vou have Voted Successfully. Thank you
(Voting Data): Pres.Cand. 1, Parl.Cand. 43,9, Lo Cand. 10,12,13

Feadback (Acknowledgement email) sent to enas_elbarbary @yahoo.com

Fig. 4: STCVS Feedback E-mail (Acknowledgement)

Error message boxes are shown as alerts in case of any incorrect choice procedure, so that the voter can correct it to

complete his voting procedure. These error messages are either concerning login or voting procedure as follows:

o Login error messages:

Login error message boxes are displayed in the following cases:

1) If the voter enters his full-name incorrectly, i.e. not as stored in the STCVS database. An error message box "That
Voter does not exist in our Database™ will be displayed. Voting login webpage shown in Fig. 2 will be displayed
again to allow the voter a next login trial to achieve his voting procedure.

2) If the voter enters his pass-code incorrectly, i.e. not as stored in the STCVS database. An error message box
"Incorrect Pass-code. Please try again™ will be displayed indicating that this pass-code is not matched with that
stored in the database. Voting login web page shown in Fig. 2 will be displayed again to allow the voter a next
login trial to achieve his voting procedure.

3)  If the voter tries to press the login button in the Voting login webpage shown in Fig. 2 without entering the login
data. An error message box "Please Login to Vote" will be displayed indicating he has not yet login to vote.

4) If the voter has already achieved a successful voting procedure, then he tried to login again to vote, duplication
will not be allowed. So, an error message box "You have already Voted" will be displayed indicating that he has
already achieved his voting procedure.

o Voting error messages:

Voting error message boxes are displayed in the following cases:

1)  If the voter has any missed field in the Voting form shown in Fig. 3. An error message box "Please, fill all the
required fields to vote™ will be displayed.

2)  If the voter while using the Voting form shown in Fig. 3, has selected another number rather than "two" for
(Parliamentary candidates [Individual]). An error message box "Please, choose [2] candidates from
{Parliamentary Elections} checkboxes" will be displayed.

The same is achieved regarding the (Local candidates [Individual]).

3.3.2. Supervision Login

Supervision Login webpage shown in Fig. 5 is accessed from the Voting login webpage shown in Fig. 2 by pressing the
"SuperVision Login" hyperlink.

The supervisor will enter his name, password to login. Login data should be verified to allow a supervisor login;
passwords are verified as (SHA-1") values for "twenty" letters password length, otherwise access will be denied as
described in the previous section for the voting login.

The supervisors represent the ("Higher Committee for Elections" and the "Human Rights Association™ in the proposed
work). So, "two" supervisors accounts could be accessed from the webpage shown in Fig. 5.
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[ Supervision Lagin % \

L

C A [} stovsno-ip.org/supervisionloginphp

SuperVision Login

Supervisor Name
supenisiont
Password

Fig. 5: STCVS SuperVision Login Webpage
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Each of the "two" supervision sites has a table in the STCVS database in which voter selected candidates numbers
(voting data) will be recorded as shown in Table 2 which represents a snapshot from the STCVS database. "Vote_id"
represents only a serial number for the voting action. "Voter_id" represents the "Uid" described in the STCVS database

in Table 1.

Table 2: STCVS Records

271
272
273
274
275
276
277
278
279
280

vote id voter id1 2 3 4 5 6 7

11 1 4| 5| 8(10|12|13
12 2 4| 6| 7(10|11)|15
13 228 29 31 34 36 39
14 11 4| 5| 8({11|12|15
8 116 18 19 23 24 26
18 1129|30(32|35|36|39
19 3 29 30 32 35 36 38
22 1128|29(32|35|36|39
20 1 4| 5| 7(10(11|13
10 1(16|17| 9(23|24|25

The fields (1 to 7) consist of the "seven" candidates numbers that the voter has to select from the Voting form described
in Fig. 3. So, the voting data will be saved in the supervisors' database tables. According to these last fields, voting
percentages will be recorded. If the supervisor login is succeeded, the supervisor will then be able to get the voting
percentage for each candidate by the charts shown in Fig. 6. This is available for the presidential elections, also for each
round separately regarding the (Parliamentary / Local) elections. Hence, our aim to protect the voting data will be
achieved since it will be available only with the supervision site ("Higher Committee for Elections" and the "Human
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Rights Association™). They are trusted to be the owner of the Host Server for the proposed system (STCVS). The later
posses the code, and the keys' generation, will decrypt the voting data and send the confirmation (feedback e-mail) to
the voter. Furthermore, the supervision sites will be responsible for any updates in the system like the database, the
candidates numbers updating.

Presidential Elections

B Candidate [1]
B Candidate [2]
I Ccandidate [3]

Parliamentary Elections (Masr City Round)

M Candidate [4]
M Candidate [5]
I Candidate [6]
B Candidate [7]
M Candidate [8]
B Candidate [9]

Local Elections {(Hasr City Round}

B Candidate [10]
B Candidate [11]
I Candidate [12]
M Candidate [13]
W Candidate [14]
B Candidate [15]

Fig. 6: Presidential / Parliamentary / Local Elections Charts

3.4. STCVS platform

The proposed system (STCVS) has been tested on a laptop with the specifications shown in Table 3. Code is written in
Hypertext Preprocessor (PHP), JavaScript.

Table 3: Used Laptop Specifications

System Specifications

Model TOSHIBA Satellite P200
Processor Genuine Intel(R) CPU 1.87 GHz
Installed Memory (RAM) 2.00 GB

HDD 500 GB

System Type 32-bit operating system
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4. STCVS performance measurements

This section will present the proposed system performance measurements have been discussed in section 2. They
include the input data masking using LFSR to protect the voting data and the Avalanche Effect results comparison for
randomness testing using (LFSR/NLFSR) for data masking and finally without using data masking. AE is also tested
for public key to test the system randomness as a design.

4.1. Plain text masking (LFSR)

LFSR are used to increase the randomness and hence to enhance the proposed system (STCVS) Avalanche Effect
results as will be discussed in sub-section 4.2.1. It is used also for increasing the system security by applying data
masking to protect the input data (voting data).

Table 4 presents the results of applying NLFSR, LFSR on (6 bits) input data (plain text) length. By flipping only one bit
over the input data length as required for Avalanche Effect test, it is found that actually by applying masking (NLFSR /
LFSR), a greater number of bits is flipped over the input data length. By using NLFSR, number of flipped bits over the
input data length is found to be (2 or 3 or 4 or 5). Using LFSR, it is (3 or 4 or 5).

Table 4: Input Data Masking Effect

Initial Data Value

43/101011 9/001001 31/011111
Input Data Input Data Input Data
Without Masking Masked (NLFSR) Masked (LFSR)
(Decimal / Binary) (Decimal / Binary) (Decimal / Binary)
Input Data after
Bit No."1" Change 427101010 50/110010 42/101010
Input Data after
Bit No."2" Change 417101001 36 /100100 1/000001
Input Data after
Bit No."3" Change 477101111 5/000101 34/100010
Input Data after
Bit No."4" Change 35/100011 27/011011 17 /010001
Input Data after
Bit No."5" Change 59/111011 34/100010 2/000010
Input Data after 11 /001011 49/ 110001 57/ 100101

Bit No."6" Change

Input data masking effect could also be analyzed by column charts as shown in Fig. 7. The charts show the number of
input data changed bits due to one-bit change in an input data pattern consisting of (6 bits). Tests were achieved using
LFSR/NLFSR for input data masking.

Number of Input Data Changed Bits

5 _
4 -
3 7] LFSR
, m NLFSR
1
0 T T T T L 1

6 5 4 3 2 1  BitDPosition

Fig. 7: Input Data Masking Effect Analysis
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From the above results, clearly applying LFSR gives a higher number of flipped bits over the input data length than
using NLFSR. This would enhance the Avalanche Effect results as will be discussed in sub-section 4.2.1.

For the input data tested pattern, the following functions were used for LFSR/NLFSR respectively:

LFSR applied function = Z, xor Z, xor Zs.

NLFSR applied function = Zy xor Z, Xor Z;.Zs X0r Z4 X0r Zo.Z.Z3.

Where Z, to Zs represents the "6" bits for input data, Z,: LSB, Zs: MSB.

4.2. Avalanche Effect results

AE was tested for the proposed system (STCVS) on both input data, public key as will be discussed in the following
sub-sections.

To illustrate the reached AE results for input data, public key, different highlighting colors were used for the AE results'
ranges. Green highlighting is used for AE range: (40-60%), yellow highlighting is used for AE ranges: (30-40% or
60-70%) and red highlighting is used for AE range: (<30% or >70%). This will be shown in Tables 5, 6.

4.2.1. Input data test

This test is based on flipping one bit over the input data length while keeping all other parameters fixed, and record the
percentage of change in the output (cipher-text). The effect on output (cipher-text) would be due to "one-bit bit change
in input data”. Cipher-texts here are (21 bits).

Table 5 presents the Avalanche Effect percentage for testing (6 bits) input data length, tests are achieved without using
masking, using NLFSR, LFSR for input data masking.

As shown in this table, by using NLFSR, (40-60%) percentage, which is the closest range to the ideal (50%) AE value
is reached for (3) flipped bits only over the input data length. Using LFSR, this percentage is reached for (5) flipped bits
over the input data length. So, using LFSR ensures better Avalanche Effect results.

Table 5: Input Data Avalanche Effect

Input Data Changed Avalanche Effect Percentage

Bit No. Input Data Without Masking Input Data Masked (NLFSR)  Input Data Masked (LFSR)
Bit No."1" 13/21 ~ 62% 11/21 ~52.4% 12/21 ~57.15%

Bit No."2" 11/21 ~52.4% 9/21 ~ 42.85% 8/21 ~ 38.1%

Bit No."3" 11/21 ~ 52.4% 14/21 ~ 66.67% 12/21 ~57.15%

Bit No."4" 12/21 ~57.15% 9/21 ~ 42.85% 10/21 ~ 47.62%

Bit No."5" 7/21 ~ 33.34% 8/21 ~38.1% 10/21 ~ 47.62%

Bit No."6" 11/21 ~52.4% 13/21 ~ 62% 9/21 ~ 42.85%

Input data AE could also be analyzed by column charts as shown in Fig. 8. The charts show the AE percentages due to
one-bit change in an input data pattern consisting of (6 bits). Tests were achieved using LFSR/NLFSR for input data
masking, and also without applying data masking.

Input Data AE Percentage
70 A
65 A
60 A LFSR
55 A
B NLFSR
50 A
] B Without
45 7 Data
Masking
40 A
35 A
30 =1 -1 1 r T
6 5 4 3 2 1 BitPosition

Fig. 8: Input Data Avalanche Effect Analysis
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4.2.2. Public key test

This test is based on flipping one bit over the public-key length while keeping all other parameters fixed, and record the
percentage of change in the output (cipher-text). The effect on output (cipher-text) would be due to "one-bit change in
public key", tested public-key lengths are (23 bits). Corresponding cipher-texts lengths are also (23 bits).

Table 6 shows the Avalanche Effect percentage for this test. From these results, (40-60%) percentage which is the
closest range to the ideal (50%) AE value is reached for (15) flipped bits over the (23) public-key length. Furthermore,
the average AE percentage over the public-key length is (48.58%) which is so close to the ideal (50%) AE value.

Table 6: Public Key Avalanche Effect

Public Key Changed Bit No. Avalanche Effect Percentage
Bit No."1" 13/23 ~ 56.52%
Bit No."2" 12/23 ~52.17%
Bit No."3" 14/23 ~ 60.87%
Bit No."4" 10/23 ~ 43.48%
Bit No."5" 11/23 ~ 47.83%
Bit No."6" 13/23 ~ 56.52%
Bit No."7" 6/23 ~ 26.1%
Bit No."8" 9/23 ~ 39.13%
Bit No."9" 13/23 ~ 56.52%
Bit No."10" 8/23 ~ 34.78%
Bit No."11" 15/23 ~ 65.21%
Bit No."12" 9/23 ~ 39.13%
Bit No."13" 12/23 ~52.17%
Bit No."14" 10/23 ~ 43.48%
Bit No."15" 11/23 ~ 47.83%
Bit No."16" 11/23 ~ 47.83%
Bit No."17" 11/23 ~ 47.83%
Bit No."18" 12/23 ~52.17%
Bit No."19" 14/23 ~ 60.87%
Bit No."20" 13/23 ~ 56.52%
Bit No."21" 9/23 ~ 39.13%
Bit No."22" 11/23 ~ 47.83%
Bit No."23" 10/23 ~ 43.48%
Average 48.58%

Public-key AE could also be analyzed by column charts as shown in Fig. 9. The charts show the AE percentages due to
one-bit change in a public-key pattern consisting of (23 bits).

Public Key AE Percentage

65 1

55 7

45 -~

35 +

25 17
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2322212019 1817 16 1514 13121110 9 8 7 6 5 4 3 2 1 BitPosition

Fig. 9: Public Key Avalanche Effect Analysis
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4.3. STCVS runtime

Tests were achieved using (300) registered voters for the proposed system (STCVS) database. The runtimes taken for
voting, displaying the voting charts are as follows:

. Runtime / Vote = (1) min.

. Runtime / Voting Charts displaying =~ (30) sec.

The system was tested at real-time as a pilot using a laptop to simulate the Host Server. Public, private keys used for
tests were (20 — 25) bits in length.

5. Conclusion

In this paper, STCVS has been proposed as an improvement methodology for conventional voting systems. STCVS
could be accessed from everywhere, using a smart phone, laptop, PC, tablet or any computerized communication device.
This is achieved by accessing the STCVS proposed website http://stcvs.no-ip.org to follow the voting process.

The proposed system maintains a real-time recording for the voting procedure to an allocated STCVS's database that
could be accessed only by the supervision parties. While achieving voting transparency, the proposed system is capable
of denying access to any illegal voter/s who is not registered in the proposed system database, or who enters an
incorrect voting pass-code. Furthermore, STCVS prevents multiple votes by the same voter.

Moreover, the proposed voting system offers a simple to use website to assure voter’s convenience. The voter gets
a feedback (acknowledgement e-mail) consisting of his selected voting data.

The security of the proposed system is provided through the use of encryption/decryption and signing/verification
mechanisms based on Elgamal public-key cryptography.

The experimented work describes the proposed STCVS results discussion and analysis as introduced in section 4. This
section represents the proposed system performance measurements. It includes the input data masking using
(LFSR/NLFSR) to protect the voting data. Furthermore, the AE results comparison for randomness testing while using
(LFSR/NLFSR) for data masking. AE results without using data masking are also recorded. AE is also tested for public
key to evaluate the system randomness as a design purpose. Finally, required processing time for voting/tallying is
recorded.

Testing was achieved for input data. It was clear that applying LFSR gives the higher number of flipped bits over the
input data length than using NLFSR. This enhances the Avalanche Effect results as described.

For better performance and more reliability, integrating biometrics with the proposed system would be suggested for
more security. Biometrics is used in computer science as a form of authentication and access control. Voter fingerprint
authentication, voter iris recognition could be integrated with the proposed system. This would surely increase the
system cost since additional hardware, and software would be needed.

More security for such an elections system could be increased by increasing the private key size. This also necessities
more advanced system specifications with definitely higher cost to support such larger key size.

A more realistic performance test with a larger network setup and a larger number of voters could be performed. This
would provide a more realistic election system. Furthermore, it necessities more advanced system specifications with
definitely higher cost to support such as larger database.

Finally, to improve the performance of the proposed system (STCVS) in respect to vote selling/coercion, though the
proposed system design focuses on security and anonymity of the voting process. Therefore, to enhance the system
design, ways of mitigating this issue have to be examined.
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