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Abstract

The encryption and decryption processes to secure data transmission and protection in cryptography are very useful in a communication
system for authentication and privacy. Recently, integral transform techniques have been used by many researchers to increase the strength
of encryption and decryption processes in cryptography. In this paper, the ability of Rohit integral transform (RIT) is shown for the
encryption and decryption processes in cryptography and in general, in the field of data security through practical application.

Keywords: Cryptography; Rohit Integral Transform (RIT); Encryption and Decryption Processes.

1. Introduction

Cryptography is a critical technique to secure data transmission and protection for authentication and privacy [1]. It is adiscipline concerned
with communication system confidentiality [2]. Recently, researchers have been working to protect and preserve data from penetration by
attackers. They are finding new techniques of encryption that are sufficient to protect the data of governmental and non-governmental
organizations, where encryption plays an important role in data security and protection [3]. Cryptography enables us to store sensitive
information or transmit it over insecure internet networks so that it can only be read by the intended recipient [4]. In the field of
cryptography, integral transforms have been applied to the exponential functions of prepositions in encoding and decoding operations [5-
9]. In this paper, the Rohit integral transform has been applied in the field of cipher, a method of writing in which a secret pattern of a
particular set of letters or symbols is used to represent other letters or symbols [10], for the encoding of a plain text, and then decoding this
cipher for obtaining the original text.

The Rohit transform [11], [12] of a function g(t) is defined by the integral equations as R{g(t)} = G(r) = r3 fom e tg(t)dt,t =0,ry <
r < r,, provided that the integral is convergent, where r may be a real or complex parameter and R is the integral Rohit Transform operator.
The variable r in this transform is used to factor the variable t in the argument of the function g. The integral Rohit transform when applied
to a function, changes that function into a new function by using a process that involves integration [13, 14].

The RT of some elementary functions [15] is given by

1) R{1}=rd fom etdt=-r?(e®— e %=-r?0-1) = r?
Hence R {1} = r?

2 R{t"}=1r3 fom et dt = 3 fooo
R{t"} = rr—:fooo e~ (z)"dz
Applying the definition of the gamma function,
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2. Proposed cryptographic methodology

The steps carried out at the transmission end (where the data is encrypted) are as follows:
o Before beginning the encryption process, the sender and receiver must agree on a key called R Key (say).
e The plain text message is organized as a finite sequence of numbers.
Forexample, A=1,B=2,C=3,D=4....... 7 =126.
o If we consider that the number of terms can be represented in the plain text as (t+1), then we can form a polynomial g(t) of degree t
with an operand considered as a given sequence term.
Take the Rohit integral transform of a polynomial obtained above.
Find the remainders gs such that gs = Qs mod 26, where s =0, 1, 2...
The values of remainder gs for all s will be the encrypted message.
e  Find the keys Ks such that (Qs- gs)/26= Ks for alls=0, 1, 2...
The steps carried out at the receiver end (where the received data is decrypted) are as follows:
e  Consider the cipher text and key received (R Key) from the sender.
e  Convert the given cipher text to the corresponding finite sequence of numbers using the given keys Ks v s =0, 1...., assuming (Qs-
gs)/26=Ks for alls=0, 1, 2.....
e Apply the inverse RIT.
e  After converting the numbers in the preceding finite sequence to alphabets, the original plain text is obtained.

3. Practical application of RIT in cryptography

Here, the practical application of RIT in cryptography for the encryption and decryption of plain text will be shown.

3.1. Encryption (encoding) stage

This stage is implemented through the transmitter, encryption is applied to the information to convert it from consistent to inconsistent
information.

The plain text is transformed into their corresponding serial numbers i.e.

A=1,B=2,C=3D=4,...... ,Z=26.

The text is arranged as a bounded series. For instance, the characters of text: RESEARCH are transformed into their corresponding serial
numbers:

R=18,E=5,S=19,E=5 A=1,R=18,C=3 H=8.

So, the bounded series of the text is: (18, 5, 19, 5, 1, 18, 3, 8).

If we consider that the number of terms can be represented in the plain text as (t+1), then we can form a polynomial g(t) of degree t with
an operand considered as a given sequence term. In the given case, the bounded series contains (7+1) terms, so the polynomial g(t) formed
is of degree 7 and is written as

g(t) = 18+ 5t+ 19t2+ 53+ 1t* + 18t5 + 3t + 8t7.

Applying RIT [16, 17] to the above equation, we have

=18 ¢ 04542 qg 538, g7
G(q)_18q+5q+19(2!Q)+5q+q2+18q3+3q4+8q5

G(a)= 1807+ 50+ 38 qP+ T+ 2+ 20+ 204 TR = 5 &)
Now finding gswhere gs = Qsmod 26 for all s =0, 1, 2.....7, we have

go= 18 mod 26 = 18.

g1=5mod 26 =5

g2 = 38mod 26 = 12

g3=30mod 26 =4

ga= 24mod 26 = 24

gs= 2160 mod 26 = 2

gs = 2160 mod 26 = 2

g7= 6720 mod 26 =12

So Qs = 26Ks + gs. Here the keys Ksforall s =0, 1, 2............ 7is
Ko=0,Ki=0,Kx=1,Ks=1,Ka=0, Ks =83, Ks =83, K7= 258
The encryption operation created a new bounded series as:
{00,01,02..... 97} = {18, 5,12, 4, 24, 2, 2, 12}

3.2. Decryption (decoding) stage
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This stage is implemented on the encrypted text to convert it into consistent information.

The encrypted text is received from the transmitter via a secure route. For instance, the encrypted text, here is RELDXBBL, and the key is
{0,0,1,1,0, 83, 83, 258}.

The received encrypted text is transformed into the equivalent finite sequence of the numbers:

{90,01,02...... g7} = {18, 5, 12, 4, 24, 2, 2, 12}
Hence Qs = 26Ks+ gsforalls=0, 1, 2........ 7.

Applying the inverse RIT to the equation (1) i.e.

=18 g%+ 5q! 0 +53, 2 38,82 i
G(@)=180*+5¢q +19(2!q)+5q +qz+18 q3+3q4+8q5,weobta|n
g(t) = 18+ 5t+ 19t%+ 53+ 1t* +18t5+3t6+8t7

If we look closely at the polynomial coefficients, it is found that we have obtained g(t). They can be considered as finite sequences, and
thus the numerals of the above bounded sequence can be converted to their equivalent characters, to get the genuine transmitted text
RESEARCH.

4. Discussion and conclusion

In this work, the strength and success of the Rohit integral transform in the field of cipher has been proven, as it was applied in encrypting
the plain text and converting it to an unclear cipher text, and when using its inverse proved the ability to return the cipher text to the original
understandable text. The proposed work introduces a new cryptographic scheme based on Rohit integral transform (RIT) with a key which
is extremely difficult to trace.
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