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Abstract

Despite the early start that Iraq had in the e-government project and its launch in 2004, the pace of development is rather slow. This study
aims to identify the main themes of the technical challenges hindering the development of e-government in Irag. Systematic literature
review was employed in this study to collect and analyse papers published on e-government in Irag to reveal the main themes of the
technical challenges in e-government projects. The result obtained from the systematic literature review revealed six themes of technical
challenges. These identified challenges are important to be addressed to accelerate the progress of e-government in Iraq.
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1. Introduction

The leaps in information and communication technology are
making it possible for governments to further apply and realise e-
government projects [1]. E-government is directed to three
categories of stakeholders, namely, citizens (G2C), business
organisations (G2B), and government agencies (G2G) [2]. These
three stakeholders are considered as the main benefactors of e-
government systems. E-government has the ability to provide
shortcuts to people in their daily lives. The benefits of e-
government can be delivered to the stakeholders in the form of
services and information [3]. These benefits provide users with
convenience and comfortable abilities in accessing various kinds
of information and services. Daily schedules for each user might
vary a lot, thus, adhering to the operation hours of government
offices is not convenient for most users.

The advancement of e-government has made it easier to look for
information online and do transactions at home rather than going
all the way to the perspective department to process some papers.
For the e-government benefits to be successfully implemented, it
is vital to develop an e-government system based on realistic
considerations [4].

2. E-Government Challenges

E-government challenges are the real world limitations which
might contradict the initial purposes of e-government. Replication
of e-government experience might encounter several issues in the
implementation phase due to the variation in user demands and
restrictions imposed by the community and governments. Without
clear goals prior to the implementation phase, e-government
projects might even be considered as failed experiments. The
failure of the post-implementation phase might be manifested as e-
government projects have less impact on citizens’ life compared to

the initial estimated impact [5]. Once the implementation phase is
completed, the development phase is initiated to comply with the
users’ needs. The developers should recognise and overcome the
challenges which hinder the development of e-government.

Since its launch in 2004, the present state of e-government in Iraq
is in an infancy stage when compared to other countries [6]. This
study will facilitate the progress to the next stage of e-government
development as outlining the existing obstacles makes it possible
to devise solutions. The systematic literature review conducted in
this study aims to identify the technical challenges that have an
impact on e-government development in Irag. In the latest survey
by United Nations [6], Irag was ranked 41 out 192 countries; with
(e-government development index) EGDI of 0.3334 and (online
service index) OSI of 0.3551.

E-government projects do not always deliver the full promised
benefits and users do not automatically use available e-
government services[7]. Most of the e-government projects fail
because the gap is still wide between the initial design and
realistic implementation[5]. The success of e-government depends
on the ability to match the available benefits with the demands of
the stakeholders. It will be easier to come up with the plans
needed to implement the required projects with the knowledge of
experts in the field. These plans are then translated into realistic
designs that follow the same demands direction as the benefactors.
This study sheds light on the current challenges of e-government
in Iraq to realise the full potential of e-government benefits. E-
government benefits have a great impact on society by saving time
and money which enhances efficiency [8], promotes citizen
participation [9], and increases transparency[10]. Although many
studies [11, 12] have discussed the issues of e-government
implementation and development, different countries have
different strategies for e-government. E-government development
can be achieved through re-engineering of government
transactions and optimising the flow of information and services
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[13]. Hence, the main objective of the study is to identify the
technical challenges of e-government development in Irag.

3. Systematic Literature Review Methodology

Systematic literature review was conducted based on the
methodology adapted from [14]. The search was conducted in
December 2017 to identify journals published in English from
2010 to 2017 using three databases: Scopus, IEEE Explore, and
Google Scholar. The keywords for the search criteria were “e-
government”, ‘“challenges”, “development”, and “Iraq”. The
criteria for inclusion were journal articles published between 2010
and 2017, written in English, and the challenges of e-government
in Iraq were stated. The exclusion process of non-related papers is
explained in “Fig. 1”.

Exclusion process

Identified 419
papers

Using the search

criteria

Excluded 360
papers

Screening the title
and abstract

Excluded 4
papers

Screening to exclude
duplicates

Reading the papers
carefully to identify
their suitability

Excluded 43
papers

12 papers were
included in the
analysis
Fig. 1: The exclusion process of non-related papers in the systematic
literature review

In the first stage, 419 papers were identified and screened to
exclude papers which are not related to e-government in Irag. The
first screening was done based on the title and abstract of the
papers which resulted in the inclusion of 59papers that relate to e-
government in Irag. The second screening process involves
excluding duplicated papers which resulted in the exclusion of 4
papers. The third screening was done by thoroughly reading the
papers which resulted in 43 papers being excluded as they are not
journal papers or not related to the challenges of e-government in
Irag. A final number of 12 papers were found to meet the criteria
of this study and these papers discuss the technical challenges of
e-government in Irag.Each paper was read with careful
consideration to identify the technical challenges. The analysis of
the gathered literature resulted in the identification of the current
technical challenges of e-government development in Iraq. The
challenges were found to form six main themes, namely,
telecommunication infrastructure, database, e-government website,
security, user’s participation, and IT skills.

4. Results and Discussion

The development of e-government in Iraq is facing a number of
challenges. Thus, this should be addressed to take e-government to
the next level. In this study, the technical challenges in the
development of e-government in Irag were identified using a
systematic literature review. The technical challenges are divided
into six main themes. These themes reflect the main points that
should be addressed in the future to improve the current e-

government in Irag. The analysis of reviewed papers took into
consideration all the factors affecting e-government in Irag. These
factors were grouped into themes based on their technical
perspectives. It should be mentioned that the aim of this study was
to discover the technical challenges only. The results gathered
from the analysis revealed the existence of non-technical
challenges and were eliminated because they were out of the
scope of the current study.Recognising the technical challenges
gathered in this study will assist e-government in Iraq to advance
to the next level. At the moment, the limitations placed on e-
government in Iraq restrict the ability to make online payments
and limit the number of citizens’ online transactions. Challenge
themes, characteristics of each theme and the possible solutions to
each challenge are shown in “Table 1”.

Table 1: Technical Challenges of E-government in Irag

Challenge themes

Characteristics

Possible solutions

Telecommunication | Advanced ICT tools | Upgrade the current

infrastructure cannot be utilized due | telecommunication
to the existing | infrastructure to
outdated utilize new ICT tools
telecommunication
infrastructure.

Database Current databases in | Merge scattered
every government | databases, enable
agency is different and | information  sharing
do not have proper | between government
security measures. agencies, and

establish security
measures for data
retrieval.

E-government

E-government

Constant update on

and citizens’ database.

website websites have outdated | the current e-
information due to the | government websites
lack of constant | to provide essential
updates. service, up-to-date t
Existing services are | information and
few. necessary contents.
Improper websites | Design user-friendly
designs. interface that strives

for simplicity and
great layout.

Security Lack of  security | Provide security
measures in e- | measures to ensure
government websites | users’ privacy and

data protection.

User participation

Complaints from users
are usually ignored
and users do not have
the ability to establish
a proper
communication  with
e-government
developers.

Enable the real role of
users as potential
testers and the source
of feedbacks.

IT skills

The current IT skills in
the population are
quite low with no
proper knowledge of
the usage of e-
government.

Share more
information on the
services available on
e-government

websites and improve
the population’s IT

skills through
education and
training.

4.1. Telecommunication Infrastructure

Iraq suffered from major setbacks after the war in 2003 which
held back the development of the basic requirements needed to
develop e-government and the telecommunication infrastructure in
specific. Obsolete existing telecommunication infrastructure has a
negative impact on the stability of the Internet connection which is
the backbone of e-government development. Upgrading the
current infrastructure offers a faster connection that can be utilised
by advanced ICT tools [15]. Exchange of information is essential
in every society regardless of the development level. Exchange of
information might not occur without the availability of advanced
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ICT tools. Currently, outdated telecommunication infrastructure in
Iraq is considered one of the main challenges standing in the face
of e-government development [16, 17, 18, 19, 20, 21, 22, 23].

4.2. Database

The existence of a database to store the huge amount of data
processed in and out of the government agencies is a necessity to
establish a successful e-government system. E-government
depends on the right dissemination of data and the connection
provided to many agencies to securely transfer that data. The
importance of a database is cemented since data processing and
information retrieval are mainly used for the benefit of citizens’
transactions. The exchange of information on a large scale might
be a hard task to achieve without the existence of a centralised
database. Irag has many databases that were built over a long
period of time and in different sectors of government offices. For
e-government of Iraq, the challenges concerning database are the
absence of a centralisation[19], availability of data [24],
interoperability [19, 25, 17, 16, 24], data encryption[26],
authentication to access database[20], and the right distribution of
data[20]. It is a difficult task to solve all the issues concerning
databases which are scattered around the government agencies in
Iraq. However, solving these issues is essential to remove any
redundancy in the records, protect each user’s data, and track
citizens’ transactions.

4.3. E-government Website

In Iraq, e-government websites suffer from inadequate content [24,
16], absence of important services and functions [22, 26, 16, 23],
and non-optimised performance, and also poor design [22, 20, 26].
The criteria to assess e-government websites are different
depending on the evaluation measures used in each study[27].
Since websites are considered the main interface for users to
access e-government services, the design and performance of such
websites should be top notch. Website design has a great impact
on users since it involves arrangement of information, navigation
map, and visuals [28]. Great functionality presents the user with
the ability to acquire a service or search for information
effortlessly on e-government websites [29]. The arrangement of
information and the method used to display that information (i.e.
website design) can be used to shape users’ perception and their
views on e-government websites [30, 31]. There are other things
that have to be taken into consideration when talking about e-
government websites, namely, quality of contents, structure of
pages, number of e-services provided, and visibility on search
engines.

4.4. Security

With the advancement in technology such as cloud computing and
the Internet can provide new capabilities to the existing e-
government systems. These new technologies present some
benefits along with compromises to the users’ data and the ability
to control that data. The major challenges concerning security in
Iraq are the lack of security measures[16, 20, 21, 26, 23] such as
confidentiality of user’s data [22, 26] and proper authentication of
user’s identity [26]. Security is the protection from unauthorised
access, modification of data, and disclosing information to third
parties. This protection extends to cover information, systems,
assets, and preserving control over them. Security is one of the
fundamental requirements of e-government. The usage of e-
government services will be at minimum levels without any
proper security measures. Enabling security measures such as
identification or authentication can help in fulfilling security
requirements and promotes the feeling of “being secured” to the
users.

4.5. User Participation

User participation in the system development is considered
essential and poses a great challenge to the development of e-
government in Iraq [17, 20, 22]. While it is possible for the system
developers to design a great system, the features and services
introduced in that system might not be a real necessity for users.
However; e-government system will be abandoned by users if
such system introduced confusing functions and needless services.
Faulty systems such as that will happen in the absence of user
participation. The ability to participate in the system development
process will present developers with insights and feedback from
users which will serve as guides to identify defects in an e-
government system. In information system, user involvement in
the development process is expected to contribute to its success,
especially when the users find the system to be relevantly
important to them. User involvement in the software development
is the feeling of importance and relevance of the system to the
user. On the other hand, user participation refers to the user taking
part in the activities of system development alongside the
developers. It is notable that system developers think about users
when designing a system yet user participation is also important in
deciding the direction of system development.

4.6. 1T Skills

For users of e-government websites in Iraqg, the lack of IT skills
needed to navigate websites and request a service is what makes it
an essential challenge [16, 17, 19, 21, 32, 23]. The process of
acquiring most of the basic IT skills are also overlooked by
governments [33]. While no fancy skills are required to upload a
photo or share personal information, the skills to protect that data
are still necessary [34]. For instance, giving permission to access
private data to apps or programs without the proper knowledge of
the risks might compromise user’s privacy. Some of the user’s
personal information might be disclosed to third parties without
their consent or knowledge. For users to acquire the basic IT skills,
more information can be provided by the government on the basic
uses and threats from using online tools.

5. Discussion and Conclusion

This study employed a systematic review to present rich data on
the cause of setbacks in the e-government development in Irag.
The main objective was to specify the main themes of technical
challenges which obstructs e-government development in Irag.
The data collected from papers were analysed to prove the
existence of the six themes of challenges. The identified six
themes are low IT skills, old telecommunication infrastructure, no
e-government database, lack of security measures, no user
participation, and poor website design and performance.

The ability to reach the next stage of development becomes
possible when the challenges are made known to the e-
government developers. Since the themes of these challenges were
identified, it is easy for the people-in-charge to focus their
improvements on certain areas in the current e-government of Iraq.
Telecommunication infrastructure in Iraq is not as developed to
the point where users can enjoy uninterrupted access to the e-
services provided by the government. According to a survey
published by [6], similar cases are found in other developing
countries where the telecommunication infrastructure index
registered lower.

The first phase of development should be the enhancement of
telecommunication infrastructure and connecting the scattered
databases which are considered to be the most important
challenges to be solved in the beginning stages. Since outdated
telecommunication infrastructure can slow down any development
made on e-government, it was one of the necessary challenges that
must be solved as quickly as possible. The database challenge is
considered a necessity because, without a suitable centralised
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database, information sharing between government agencies can
be limited or non-existent. The second phase of development can
be initialised by adding more e-services to e-government websites
and enhancing the websites for a better user experience. The
second phase of development should include applying security
measures to protect users’ data and transactions. With the
inclusion of security and enhancement of the websites, the two
basic and important goals of e-government can be achieved which
are the provision of information and services. The last phase of
development comprised of the involvement of user in the
development process of e-government and improving the IT skills
of users. With new threats to the users’ data and daily
technological updates, it might be possible to conclude that
knowledge and IT skills are constantly evolving. The change
extends to the users’ preferences and requests which in time may
ensure the pairing between users’ needs and developers’ insights
is continuous. The third phase of e-government development will
be the last phase and it can be counted as the non-stopping phase
as users’ needs and knowledge are regularly changing.

The findings of this study revealed the existence of six main
themes of challenges as the cause of issues in the development of
e-government in Irag. The issues found in the literature were
grouped together based on the type of their impact on e-
government development. As a result, each theme represents
specific parts of the technical challenges gathered from the
systematic literature review. Recognising the technical challenges
gathered in this study will assist e-government in Iraq to advance
to the next level. At the moment, the limitations placed on e-
government in Iraq restrict the ability to make online payments
and limit the number of citizens’ online transactions.Also, the
gathered literature from the systematic review of the literature
showed the existence of non-technical challenges, however, they
were excluded since they did not meet the scope of this study.
Future possibilities of e-government might be seen through
empowering Societies and enabling users’ customisation of their
services.
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