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Abstract

Steganography is one area in information security that is able to conceal the secret message in any media to avoid the intruders. In this
paper, the review of steganography is done in certain media such as image, text, audio, and video. It analyses some of the techniques that
applied steganography to discover the development of the techniques to cover a secret message. It is expected that this paper is able to
describe the implementation of steganography by previous researchers on their efforts.
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1. Introduction

Basically, the historical meaning of steganography is originated from the Greek words steganos (secret) and graphy (written), in which
the former is understood linguistically while the latter is practically an art. However, the combination of both words means that it is a
way for secret information to be hidden and protected from parties that might seek for material, destructive or political interests. Appar-
ently, it is the way in which data can be disguised in a fake container that appears to be visible and exposed to unauthorized parties. Be-
sides, it also carries the meaning of the art and science of concealing secret data in any medium that enables the embedded data to be

hidden of its existence. [1-5].
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Fig. 1: General Principle of Image Steganographic System
2. Steganography

Steganography is the process of hiding confidential information in any kind of public data and can be integrated into encryption for con-
fidential data. It becomes more difficult to discover the authorized bug as the information can be hidden in various digital media. To
begin with, the confidential information to be hidden must be transferred to a binary system. Digital media is also transferred to the bi-
nary system for easy handling and integration. In general, digital steganography is a multidisciplinary field because it synthesises digital
signal and data compression methods, signal coding theory, information theory, digital communication theory, cryptography, digital sig-
nal processing, and the theory of human visual perception. All these are utilised to conciliate information security.[6-9]. In the security
system there are three classifications in steganography in encryption and watermark, which will be explained in Fig. 1 below.
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There is one general principle of steganographic system described by the following example which contains the sender (Dhay) and the
receiver (Ali). The sender intends to send a message to the receiver, and he must choose a cover file (c) in order to hide the secret mes-
sage (m). In this atmosphere, to secure the recipient does not have any discovery of the unauthorised persons to know the information
sent. Hence, to increase the safety of the sender (Dhay), stego key (k) is used.

Dhay gets the stego file (k) which must be indistinct from the cover file (c) neither by a human nor by a computer system. The stego file
(s) represents the original (cover) file (c) along with the secret message (m) which is embedded inside this cover file.

2.1. Steganographic Methods in Image Medium

One of the most common and commonly used types of information hiding is through hiding information inside an image. This method is
applied by replacing the less affected bits with the image and replacing them with the letter bits to be included in the image. It is most
common because the data representation is uncomplicated (by simply flipping the low order bit, the image itself remains completely
unaltered visually), [10, 11]. Steganographic methods that alter image files for information hiding is shown in Table 1.

Table 1: Review of Image steganographic implementation
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2.2. Steganographic Methods in Audio Medium

This study discusses digital audio in the computer and modern technologies in order to know that the sound, as a voice signal, can be
converted in multiple ways into a format that interprets the computer in binary representation (1 and 0).

Table 2: Review of Audio medium steganographic

Method Summary
LSB Coding LSB is considered as the easiest technique in
[37, 40, 43, 44] implemented in information hiding of digital

audio. LSB Coding can be done by simply replac-
ing the LSB of each sampling point by hidden

data
Phase Coding[ Phase Coding works by substituting the phase of
[37, 40, 43, 44] an initial audio segment with a reference phase,

this phase represents the hidden data. Instead of
breaking a signal down into individual samples,
the parity coding method breaks a signal down
into separate regions of samples and encodes ecach
bit from the secret message in a sample region's
parity bit. If the parity bit of a selected region does
not match the secret bit to be encoded, the process
flips the LSB of one of the samples in the region
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Spread Spectrum Spread spectrum (SS) is technique designed to
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the encoded data across as much of lh
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The acoustic signal is generated by sampling the samples of analog and continuous signals at a specified rate within a specific waveform
PCM (Pulse Code Modulation), which is the most widely used and most popular for storing digital sounds or transforming live sounds
into digital formats [10, 11].

Meanwhile, audio uses digital audio formats such as MPEG, AVI MIDI,WAVE.[12, 13]. Hence, to secretly embed data into digital audio
file, there are several methods that have been introduced earlier. The lists of the methods [13-18] are summarized in Table 2.

2.3. Steganographic Methods in Video Medium

This type of data carrier is only recently known. The segregation of video into audio and images or frames has resulted in the data hiding
method efficiency. In comparison with other types, the use of video information is more convenient (combination of pictures) to be used
as a carrier for information hiding through video steganography uses formats such as AVI, MPEG, Mp4, H.264 and others [10, 19-22]
which is shown in Table 3.

Table 3: Review of Video medium steganographic

METHOD

SUMMARY

TRANSFORM
DOMAIN

EMBEDDING

[1, 4, 33,35, 47, 49]

This is a more complex way of hiding information
in an image. Various algorithms and transfor-
mations are applied on the image to hide infor-
mation in it. DCT (Direct Cosine Transformation) is
one such method, which is used in JPEG compres-
sion algorithm to transform successive 8x8 pixel
blocks of the image, into 64 DCT coefficients each
0.

DCT helps separate the image into parts (or spectral
sub-bands) of differing importance (with respect to
the image's visual quality), embedding in DCT
domain is simply done by changing DCT coeffi-
cients, for example by changing the least significant
bit of each coefficient. One of the constraints of
embedding in DCT domain is that many of the 64
coefficients are equal to zero and changing too
many zeros to non-zero values will have an effect
on the compression rate. That is why the number of
bits one could embed in DCT domain, is less that
the number of bits one could embed by the LSB
method

LEAST
SIGNIFICANT BIT
INSERTION
[3, 37]

This is a very popular method because of its sim-
plicity, in this method; the LSB bit of 1 byte in the
image is used to store the secret data. The resulting
changes are too small to be recognized by the
human eye The extraction of the data from the video
file illustrated by read the video frames, then the
desired frame can be identified by it sequence
number, after identifying the frame number the
extraction function can be started.

CONSIDER-
ING VIDEO AS
SEPARATE
IMAGES

[3, 37]

In this method, each video frame is considered as a
separate image, in which information is hidden. The
main advantage of this method is the possibility of
using the algorithms used in image steganography
and watermarking for video, but it requires a large
amount of computation.

REAL-TIME
VIDEO
STEGANOGRAPHY
[3, 37]

This technique involves hiding the information on
the output image of the instrument (such as image
displayed by an electronic advertising billboard). If
the pixel colors of the blocks are similar, it changes

the color characteristics of a number of these pixels
to a certain extent, so data information is hidden in
the image. In the following section the embedding
of data into video-based steganography. The em-
bedding of data within video file start by selecting
the desired video, after selecting the video. the
system should read all the video frames and assign
frame number to each frame and then the desired
frames can be selected for further processing.

2.4. Steganographic Methods in Text Medium

One of the least types that contains noise is the text is used to hide the data. However, there are disadvantages of the techniques that will
be discussed. Hiding in the text is usually of a small capacity in the data, and this will be discussed in this part as well. In a primitive
Word processor where spaces have fixed size, a bit can be hidden at the end of each sentence by appending one or two spaces to the sen-
tence, where one space indicates a hidden 0 and two spaces indicate a hidden 1. Since a sentence ends with a period, every period in the
text, even those in a context such as “Mr. Smith,” hides one data bit and must be followed by one or two spaces. Appending one or two
spaces to the end of each line is also a simple data hiding method. Such spaces do not show up when the text is printed but can be easily
identified by the Word processor.

There are various methods of text steganography. The first method is Selective Hiding (SELH) that hides the characters on the first or
any specific location of the words to combine that characters and help in extracting the text. Nevertheless, this technique requires a huge
amount of plain text. The second method is HTML Web Pages (HWP) that hides the text by using the attributes in HTML. The character
is then used to retrieve the original text. The third method, Hiding Using Whitespaces (HUW), has a smaller number of whitespaces be-
tween words which can determine the whitespace is 0. However, if there are more numbers of whitespaces between words, this may be
determined by the last method, Semantic Hiding (SEMH), that uses synonyms to hide the message [41]. A potential problem may arise
when the text is processed by programmers that remove extra blank spaces. Text steganography techniques can be classified into three
basic categories.[23, 24]
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Table 4: Review of Text medium steganographic

METHOD

SUMMARY

SYNTACTIC METHOD

Moreland discussed about text steganography by
using punctuation signs such as full stop or period
(.), comma (,), semi colon (), quotes (,,,”) etc. in
the text of encoding a secret message. The use of
punctuation sign is ite common in a normal
English text and he: J es difficult for the
intruder to recogn resence of the secret

message in the text document. [16

[11, 12, 16, 45, 52]

In this method, the line of text is vertically shifted
to some degree and information is hidden by
creating a unigue shape of a text.

WORD SHIFTING [39]

In this method, the information is hidden by
shifting the words horizontally or by changing the
distance between the words.

ABBREVIATION [39]

In this method very, little information is hidden in
the text : example : only a few bytes of data can be
hidden.

SYNONYM METHOD
(12, 16]

In this method, certain words along with their
synonyms are used to hide the secret message in
the text.

WORD SPELLING [3]

This method is used for hiding data in English text.
In this method, word spelling in US English are

spelt differently from UK English.

3. Conclusion

The above table with Steganography techniques of data in this study is able to be observed in the first type of Image Steganography, and
its multiple technologies of high imperceptibility. This study can apply them in substitution domain method, transform domain, and
spread spectrum either in statistical method or the imperceptibility. Currently, this study has led to utilising Robustness to hide data in

images. However, the most powerful and safest way is to use the transform domain.

Meanwhile, the intermediate way is spread spectrum. The rests are substitution domain method, statistical method, and distortion method.
They are considered the weakest and least secured, and through this discussion the first type of Steganography is steganography in image.
Hence, it can be concluded that the spread spectrum method is the strongest as it contains (High Imperceptibility, Medium Robustness,
and High Payload Capacity). The weakest technique, however, is Distortion method because it contains Low Imperceptibility, Low Ro-

bustness, and Low Payload Capacity.

Table 5: Summary of multi steganographic medium

TYPE OF METHOD ADVANTAGE DISADVANTAGE
STEGANOG-
RAPHY
IMAGE Substitution domain High Imperceptibility and Low Robustness
STEGANOG- High Payload Capacity
RAPHY — = = —
Transform domain High Imperceptibility and Low Payload Capacity
High Robustness
Spread spectrum High Imperceptibility.
Medium Robustness and
High Payload Capacity
Statistical method Medium ibility Low Rob
Payload Capacity
Distortion method Low Imperceptibility,
Low Robustness
And Low Payload
CuE:lcily
AUDIO LSB Coding High Payload Capacity Low Robustness
STEGANOG- and Low computational
RAPHY complexity
Phasc Coding Basic technique Low Payload Capacity
an,
easily by the attack
Parity Coding Medium Robustness and Low Robustness
more of a choice in
Spread Spectrum Difficult to detect by delay when applied
unauthorized users and
provide a high level of
Robustness It is one of
the requirements of good
data concealment
Echo Hiding casy to implement. prone to inevitable
mistakes, such as the
echo from the host signal
Transform domain 1t is a difficult way to Used on a method DCT
VIDEO embedding hide data Which affect the rate of
STEGANOG- data that can be hidden
RAPHY compared to the method
Least significant bit very popular method You need a lot of time to
insertion because of its simplicity figure out the video
frame in which the data
was hidden in order to
extract it
Considering video as can using the algorithms requires a large amount
separate images used in image 2 of
raphy and watermarking
for video,
Real-time video provide more security delay when applied
steganography
TEXT STE- Syntactic method The amount of infor- Hidden data can easily be
GANOGRA- mation is very few found for ordinary people
4 compared to other
methods
Line shifting method text OCR (character When OCR applies
recognition) This method hidden data lost
is appropriate and good
Word shifting Specify spaces between In the case of someone
words to fill in data who knows the design of
the algorithm it will be
casy to detect it
Abbreviation it's a kind of any limited only for small
abbreviation present ata
Synonym method use different terms of It takes a lot of time to
words that hide data change one word to
properly. another
Word spelling zood method for data less secure than new
hiding not only for synonyms text method
clectronic document but
also for printing text.
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