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Abstract 
 
One of the important requirements in preparing for an information security risk management system is to construct a threat profiling 
model that can be used to identify and classify threats. The threat profiling model provides an organization with a complete set of infor-
mation including pattern of threat scenarios and analysis on the threat they encounter. However, an organization must set objectives and 
results of a threat profiling, as well as metrics in order to measure, appreciate and counter the potential threats. The main contribution of 
this paper is the framework of the threat scoring which extends our previous findings on combinations of components found in referred 
threat models. Furthermore, to the best of our knowledge, threat scoring framework has not been investigated by any previous approach-
es. In fact, the computed threat score enables the quantification of the degree of threat severity which is an important benchmark for an 
organization to plan their countermeasure actions. Therefore, a scoring matrix framework for Threat Factor Profiling (TFP) model that 
includes identification and classification of threat is proposed. The purpose of this framework is to identify threats based on activity with-
in an information system of an organization. The Threat Profile Report presents the collected data of threat based on the predetermined 
matrix. 
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1. Introduction 

The advancement of communication technologies has enabled 
organizations to interact and transmit data across networks. Gov-
ernment, financial, medical and business organizations collect, 
process and store unprecedented data in computers and other de-
vices. These data or information assets may be in the form of in-
tellectual properties, financial data, personal data or other types of 
data that can be sensitive information which could cause signifi-
cant harm to an organization if it falls into the wrong hands. Thus, 
information security has become an essential element that organi-
zations should include in their internal control system.  
One of the important requirements in preparing for an information 
security risk management system is to construct a threat profiling 
model that can be used to identify and classify threats. This is 
because threats can cause harm to an organization and can result 
in exploitation of the vulnerability of an asset or assets [11]. 
Threat profiling is important for an organization because it aids in 
identifying the information assets that require protection and the 
required degree of protection [5].  
Therefore, threat profiling provides organizations a complete set 
of information and analysis on the threats encountered in their 
information infrastructure. Besides, threat profiling can also pro-
vide a pattern of threat scenarios. The organizations can then con-
struct an effective incident management system to overcome the 
threat. However, an organization must set goals and outcome of 

threat profiling, as well as the metrics in order to measure, under-
stand and counter the potential threats.  
In [2], one of the opinion that emphasis threat agents as techniques 
to mitigate and approaches to plan are dependent upon the inten-
tion and capability of the attackers. Most studies focus on asset or 
vulnerability analysis, leaving behind the analysis of threat agents. 
While according to [13], good threat measurement supports good 
risk management. Unfortunately, the practice of defining and ap-
plying good threat metrics remains immature.  
According to [12], one of the most important strategies for protec-
tion of networks is knowledge of types of attacks employed, to 
develop a metrics to access vulnerability to each attack type, and 
then use the metrics to guide for the requirement of additional 
controls that are most effective in the prevention of attacks. Be-
sides, our previous comparative analysis had suggested that to 
have a better threat profiling model that can identify and mitigate 
risk threat, is to have all components found in each existing threat 
model combined [6] and [7].  
Therefore, in this paper, we propose a scoring matrix framework 
for Threat Factor Profiling (TFP) model that includes the identifi-
cation and classification of threat. In order to define the scoring 
matrix, it is important to understand how metrics in the profile can 
describe threat and be framed to establish a model. The paper is 
organized as follows. The first part introduces the threat profiling 
models. The second section elaborates the frameworks relevant to 
threat profiling, followed by the proposed model and discussion in 
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the section three and four respectively. The conclusion is provided 
in the last section. 

2. Related Works 

The Threat Factor Profiling (TFP) Model is proposed to assist an 
organization in examining the security aspects of an application 
[7]. The five (5) main components that have been identified for 
adoption from existing models are (i) threat sources, (ii) threat 
motives, (iii) threat outcomes, (iv) threat agents and (v) threat. 
These components were integral parts or elements identified with-
in the model that contributes to the function of the model.  
Based on our literature review, studies that emphasized on threat 
profiling are scarce. Our previous analysis had identified a number 
of information security threat models [6], and found that DREAD, 
OWASP and CVSS had used scoring systems to measure the risk 
using different approaches.  
DREAD [14] comes from the initials of the five categories namely 
Damage potential, Reproducibility, Exploitability, Affected users 
and Discoverability. Using these five categories, DREAD pro-
vides a mnemonic for risk rating security threats. Based on the 
parameter, values can be calculated for the given threats and then 
risk can be categorized high, medium and low with the values 3, 2 
and 1 respectively. The sum of all ratings for a given threat can be 
used in prioritized threat, however the limitation identified is the 
inconsistency of threat rating [14], [19], and [20]. 
The Open Web Application Security Project (OWASP) (OWASP, 
2014) is widely used. According to [18], among OWASP’s most 
famous projects are the OWASP Top 10 and the Application Se-
curity Verification Standard (ASVS). The security measurements 
used by OWASP include vulnerabilities and associated risk to the 
business. Thus, OWASP risk analysis includes likelihood and 
impact [15] and [22].  
Common Vulnerability Scoring System (CVSS) is a scoring and 
assessment risk model. CVSS provides a tool for the quantifica-
tion of a vulnerability’s severity and risk to an information asset in 
a computing environment [23]. In comparison with DREAD, 
CVSS is more complicated as its objective is to calculate the risk 
of vulnerabilities to deploy software and environmental factors [8], 
[10] and [21]. 
CVSS’s metrics for vulnerabilities are divided into groups of base, 
temporal and environmental and each consist of a set of metrics. 
The base metrics captures the most basic features of a vulnerabil-
ity which include Access Vector (AV), Access Complexity (AC), 
Authentication (Au), Confidentiality Impact (CC), Integrity Im-
pact (IC), and Availability Impact (AC). The temporal metrics 
represent the time dependent features of the vulnerabilities in-
cludes Exploitability (E), Remediation Level (RL), Report Confi-
dence (RC), and Modified Base Metrics. While the environmental 
metrics measure those vulnerabilities characteristics that are rele-
vant and unique to a particular user’s environment and determined 
by the corresponding base impact (CR, IR and AR) metrics [23] 
and CVSS v2.0 and v3.0. Further work is required to benefit from 
the scoring system such as profiling based on each threat models 
components. 
Therefore, CVSS scoring system was adopted in severity level 
determination in the proposed TFP model because CVSS provides 
clear metrics and implement quantitative scales that are expressed 
numerically. According to [13] as stated by Andrew Jaquith as a 
security professional, good metrics should express results using 
numbers, and also supports decision making and precludes subjec-
tive interpretation. The TFP model fills the gaps in CVSS to pro-
vide better decision making support. 

3. Proposed Scoring Matrix Framework 

The proposed model is named Threat Factor Profiling (TFP) 
which consists of three main parts, which are (i) threat sources, (ii) 

threat profile and (iii) threat profile report. It contains the five 
components (threat sources, threat motive, threat outcomes, threat 
agents and threat) adopted from previous research. These compo-
nents are expected to aid in identifying and classifying threat, as 
well as in proactive risk management plan.  
The purpose of this framework is to identify threats based on the 
activity within an information system of an organization. We have 
conducted a simulation to evaluate the process flow and present an 
analysis of the threats, and mitigation strategies implemented. The 
source of data is from network security devices, and further ana-
lyzed for collecting, identifying and categorizing threats based on 
identified components or metrics. Information data collected will 
be presented in Threat Profile Report based on the predetermined 
matrix. Figure 1 depicts the flow of the proposed framework for 
TFP Model. 

 
Fig. 1: The proposed framework for TFP Model. 

3.1. Step A: Threat Source Identification 

Threat sources are the cause of threat events. The manipulation of 
a vulnerability, or a situation or technique that could inadvertently 
manipulate the vulnerability and the intention and method targeted 
is described as a threat source. In general, threat sources can be 
categorized according to hostile cyber or physical attacks, human 
errors of omission or commission, structural failures of organiza-
tion-controlled resources (e.g., hardware, software, and environ-
mental controls), natural and man-made disasters, accidents, and 
failures beyond the control of the organization, as well as various 
taxonomies of threat sources. 
In identifying the threat sources of the TFP Model, we examined 
the logs of all connections from network security devices as an 
input data. The input source included data from Internet and Intra-
net. We selected this higher-level data because it was readily 
available. A threat source was identified through the logs and is 
further analyzed for the identification and categorization of threat 
source, type, impact, and severity level. 

3.2. Step B: Threat Profile Identification 

The profiling of threat consists of information about threat actor, 
threat agents, assets which are critical and scoring of severity level. 
Threats are often events which occur in relation to numerous 
threat scenarios and attacks towards an organization [9]. Therefore, 
when profiling a threat, all this information should be included in 
order to present a clear visualization of threat patterns and behav-
iors [11].  
Thus, the threat profile identification consists of five activities, 
which are Threat Actor Identification, Threat Agent Identification, 
Critical Asset Identification, Severity Level Scoring, and Threat 
Metric Determination.  
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3.2.1. Threat Actor Identification 

A threat actor, which is also known as a malicious actor, is an 
entity that can be partially or wholly responsible for an incident 
that effects, or has the potential, to effect an organization's securi-
ty. In threat intelligence, actors are generally categorized as exter-
nal, internal or partner. Thus, we identify threat actor by analyzing 
the source IP extracted from the log.  
The selected Source IP from the log is analyzed through DNS look 
up. The source IP can be used to determine whether the attack was 
from an internal or external source. Detailed information of the 
external threat sources can be obtained by referring to open source 
web references such as whatismyip.com.  Table 1 shows the in-
formation of threat sources extracted from the log based on the 
selected source IP.  

 
Table 1: Threat Actor Information1 

Item Data Value Information Details 
Source 
IP:172.8.129.201 
 

External 
attack 

Country:United State 
ASN:AS7018 AT&T Services, 
Inc 
 

3.2.2. Threat Agent Identification 

The term threat agent can represent one person or, many people 
collectively or an entity that may impose a threat to the system, or 
with and intention and capability to cause impact. The potential 
agents include human, natural disasters and technological threats. 
Threat agent identification is important because it helps to identify 
those who have the intention to abuse the assets of a company, and 
how the exploitation will be carried out. Besides, it must be a con-
tinuous process as threat agents have different intents, abilities and 
access to resources, and their attributes change constantly. Thus, 
collection and combination of information from different sources 
must be carried out, and threat agents should be identified and 
classified according to their nature and the scope of the assessment.  
In the TFP Model, based on the log, detailed information of threat 
agents is further analyzed by referring to open source web such as 
cvedetails.com. Common Vulnerabilities and Exposures (CVE) is 
an industry standard for vulnerability and exposure names. CVE 
Identifiers are unique, common identifiers for publicly known 
information security vulnerabilities that include specific identifier 
number. The CVE Identifiers are used by service vendors or in-
formation security products and researchers as a standard method 
for identifying vulnerabilities and for cross-linking with other 
repositories. The main objective of CVE is to share data across 
separate vulnerability capabilities (tools, repositories, and ser-
vices).2 
Therefore, for this TFP the threat agents to be identified include: 

i. Threat motive 
Motive can be intentional or non-intentional. Most deci-
sion are analyzed by a security officer of an organization. 

ii. Threat category 
Threat category includes Force Majeure, Acts which are 
deliberate, Human Failure, and Technical Failure.  

iii. Threat impact 
Outcome or impact is the instantaneous result of viola-
tion of the security requirements of an asset. This conse-
quence or effect of threat scenarios falls into these cate-
gories: 
• Sensitive information disclosed or viewed 
• Sensitive and important information modified 
• Important information lost or destructed, hardware, 

software 
• Access to important information interrupted, soft-

ware, applications, or services 

                                                 
1 https://whatismyip.com 
2 https://www.cvedetails.com  

Table 2 shows the threat agent information of threat name Ge-
neric_HTTP-URI-Directory-Traversal that has been extracted 
from the log with further analysis through cvedetails.com. The 
three main information requested for threat agents were identified 
by looking at the CVSS Scores and Vulnerabilities Types found 
on the open source web. There are two main metrics that contrib-
ute to CVSS Scores which are exploitability metrics (At-tack Vec-
tor, Attack Complexity, Privileges Required and User Interaction), 
and vulnerability impact (Confidentiality, Integrity and Availabil-
ity).   

Table 2: Threat Agent Information 
 Details Information 
Threat 
name  

Generic_HTTP-URI-Directory-Traversal 

Threat 
Category 

CVE-2008-2439: Directory traversal vulnerability in the 
UpdateAgent function in TmListen.exe in the OfficeScanNT 
Listener service in the client in Trend Micro OfficeScan 7.3 
Patch 4 build 1367 and other builds before 1372, OfficeScan 
8.0 SP1 before build 1222, OfficeScan 8.0 SP1 Patch 1 
before build 3087, and Worry-Free Business Security 5.0 
before build 1220 allows remote attackers to read arbi-
trary files via directory traversal sequences in an HTTP 
request. 

Threat 
Impact 

Impact Type Allows unauthorized disclosure of infor-
mation 

Vector (AV:N/AC:L/Au:N/C:P/I:N/A:N) 
Confidentiality 
Impact 

Partial (There is considerable informa-
tional disclosure.) 

Integrity Im-
pact 

None (There is no impact to the integrity 
of the system) 

Availability 
Impact 

None (There is no impact to the availabil-
ity of the system.) 

Access Vector Network exploitable 
Access Com-
plexity 
 

Low (Specialized access conditions or 
extenuating circumstances do not exist. 
Very little knowledge or skill is required 
to exploit. ) 

Authentication 
 

Not required (Authentication is not re-
quired to exploit the vulnerability.) 

Gained Access None 
Vulnerability 
Type(s) 

Directory traversal 
 

CWE ID 
(vulnerability) 

22 
The software uses external input to con-
struct a pathname that is intended to 
identify a file or directory that is located 
underneath a restricted parent directory, 
but the software does not properly sani-
tize special elements that can resolve to a 
location that is outside of the restricted 
directory. 

Product Af-
fected 

Type:Application 
Vendor:Trend Micro 
Product:Officescan and Worry Free 
Business Security 
Version:7.3,8.0(Sp1Patch 1),8.0(SP1) 
and 5.0 

Threat 
Motive 

Intentional 

Reference https://www.cvedetails.com 
https://nvd.nist.gov/vuln/detail/CVE-2008-2439 
https://cve.circl.lu/cve/CVE-2008-2439 

3.2.3. Critical Assets Identification 

In managing information security, one of the important step is to 
identify and understand the critical assets to protect. A critical 
asset is a specific entity that is valuable and important to an organ-
ization. The organization will suffer an adverse impact if a critical 
asset is disclosed to unauthorized people, modified without au-
thorization, lost or destroyed. The critical assets include infor-
mation in electronic or physical form, information systems, pa-
tents/copyrights, customer sale information, corporate financial 
data, scientific research and subject matter experts, etc. IT Assets 

http://www.cvedetails.com/cwe-details/22/cwe.html
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that are commonly compromised and used during attacks include, 
but are not limited to network components, user devices, servers, 
storage media, people, network and system design specifications, 
and VPN configurations.  
In the TFP Model, the identified critical assets were the assets 
with confidentiality, integrity, and/or availability impact, and sup-
ported business mission and functions. The assets can be divided 
into three categories namely information assets as shown in Table 
3, software assets, and physical assets or services. 

 
Table 3: Critical Asset Information 

Item Domain Name Note 
Destination 
IP:172.16.240.151 
 

upmws1.upm.edu.my 
(information asset) 

Security officer will 
decide the category of 
asset being attacked by 
the domain name. 

3.2.4. Severity Level Scoring 

To assess the threat impact, a scoring mechanism is required to 
designate the severity level. Therefore, CVSS will be used for the 
computation of the score. Table 4 shows the CVSS rating that can 
be used as reference table. Table 5 shows the CVSS Score of 
threat extracted from the log that is further analyzed through cve-
details.com. The score of 5.0 is medium based on the CVSS table 
reference version 3.0. 

Table 4: CVSS version 3.0 rating3 
Rating CVSS Score 
None 0.0 
Low 0.1 - 3.9 
Medium 4.0 - 6.9 
High 7.0 - 8.9 
Critical 9.0 - 10.0 

Table 5: Scoring Determination4 
Threat Scoring 
Generic_HTTP-URI-Directory-
Traversal 

CVSS Score 5.0 
Impact Subscore 2.9 
Exploitability Sub-
score 

10.0 

According to CVSS v3.0, the first step in the scoring process is 
base metrics calculation according to the base equation, which 
delivers a score ranging from 0 to 10. Base equation is derived 
from two sub equations namely Impact subscore equation, which 
is derived from Base Impact metrics (Confidentiality, Integrity 
and Availability), and Exploitability subscore equation, which is 
derived from Base Exploitability metrics (Attack Vector, Attack 
Complexity, Privileges Required, and User Interaction).          
Optionally, the base score can be refined by assigning values to 
the temporal and environmental metrics. Scoring CVSS metrics 
also produces a vector string that contains the values assigned to 
each metric, and it is used to communicate exactly how the score 
for each vulnerability is derived.    

3.2.5. Threat Metric Determination 

Based upon attributes from threat scenarios and critical assets, a 
threat metric shall be produced. A metrics is a standard of meas-
urement, and by using a consistent metrics, it helps to improve 
understanding of threat, to control and to enhance defense against 
threat. A good metrics shall be clear and unambiguous, as well as 
supports decision-making and precludes subjective interpretation. 
Table 6 presented the information of Threat Metrics for TFP mod-
el.  

 
 
 

                                                 
3 Source: https://www.first.org/cvss/specification-document 
4 https://nvd.nist.gov/vuln/detail/CVE-2008-2439 

  

Table 6: Threat Metrics Information 
Items Metrics Measure / Value 

Source Type Internal, External 
Country Local, International 

Asset Type Normal, Critical  
CVSS 
Score 

None 0.0 
Low 0.1-3.9 
Medium 4.0-6.9 
High 7.0-8.9 
Critical 9.0-10.0 

Impact Confidentiality None, Low, High 
Integrity None, Low, High 
Availability None, Low, High 
Access Vector Network, Adjacent Network, Local, 

Physical 
Access Com-
plexity 

High, Medium, Low 

Authentication Multiple, Single, None 
Type Disclosure, Modification, Destruction, 

Interruption 
CWE ID 

Agents Motive Intentional, Non-intentional 
Category Force Majure, Deliberate Act, Human 

Failure, Technical Failure 
The metrics and values were based on CVSS version 2.0 and 3.0. 
The metrics for source are namely type of threat (internal or exter-
nal, and country origin of the threat (local or international). The 
metrics for asset are normal or critical assets. Critical asset is the 
most valuable asset to the organization and needs to be protected 
appropriately. Metrics for CVSS score is based on the scoring 
metric provided by CVSS v3.0 namely none, low, medium, high 
and critical. Metrics for impact are confidentiality, integrity, avail-
ability, access vector, access complexity and authentication that is 
adopted from CVSS version 2.0 and 3.0.  
Type of impact is presented based on the four categories suggested 
from our previous literature review.  CWE ID is included as it 
provides vulnerability information that helps in the decision-
making process. Metrics for threat agents namely motive and cat-
egory. The values presented were also the categories suggested 
from our previous literature review. Thus, threat impact type, 
threat motive and threat categories will be analyzed and decided 
by the security officer of an organization.   
The threat matrix for the TFP model will be generated by using 
these threat metrics. The matrix is to aid in the analysis of the 
characterization and differentiation of threats based upon their 
overall capabilities. Collectively, with threat scoring, the threat 
matrix could produce strategic information. 

3.3. Step C: Threat Profile Report 

The threat profile comprises of a compilation of scenarios that 
form the threat matrix. In other words, the matrix is a framework 
or model of a set of defined metrics that assists in categorizing and 
identifying the threat. The threat profile displays the pattern of 
threat scenarios that pose a threat to the critical assets, the result-
ing effect, and countermeasure for the organization. Collectively, 
they provide a representation of the security risk(s) the organiza-
tion is facing.  

Threat Profile Report 
Source Country Asset  

Internal  External Local International Normal Critical 
Severity Level Vulnerability 

CVSS Score CWE ID 
Impact 

Confidentiality Integrity Availability 
Access Vector Access Complexity Authentication 

Type 
Agents 

Motive Category 
Fig. 2: Threat Matrix as Threat Profile Report 
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The Threat Profile Report as depicted in Figure 2 consists of in-
formation namely source of threat, origin country of threat, asset 
being attacked by the threat, threat severity level, threat vulnera-
bility, threat impact and threat agents. All the information is useful 
to assist an organization to anticipate appropriate strategic action.   
Threat source is categorized into internal and external source; 
while country is identified as local or international. Asset being 
attacked is identified as normal or critical to an organization. 
Threat severity level is referred to CVSS score and threat vulnera-
bility is referred to CWE ID. Threat impact information includes 
confidentiality, integrity, availability, access vector, access com-
plexity, authentication and type of impact. Threat agents are cate-
gorized into motive and category. 

4. Discussion 

Information security is a critical issue to an organization to pre-
serve the confidentiality, integrity and availability of the infor-
mation. Thus, a threat profiling is a method to help an organiza-
tion in understanding information security threats they face and to 
help in designing the appropriate strategies to mitigate threat in-
cluding putting appropriate configurations, controls, training, and 
defenses in place. 
The Threat Factor Profiling (TFP) model is aimed to identify and 
classify threat, as well as to help in mitigating risk through threat 
matrix. Making reference to our previous comparative analysis, 
threat metric is one significant element in the development of a 
threat profiling model because it helps in threat severity calcula-
tion and providing threat level information [1] and [6]. While a 
threat matrix helps to identify attributes that could aid an analyst 
in the characterization of threats based on their overall capabilities 
into a common group [13]. 
According to [13], usage of proper metrics in a system can provide 
insight and control for an organization, as well as ensuring a very 
cost-effective action. While generic threat matrix allows analysts 
to identify potential attack paths that could be supported by the 
asserted capability and identify proper mitigation steps to hinder 
attacks. 
Therefore, we introduce the framework of TFP model with ad-
vantages of threat sources determination, threats categorization 
and differentiation, severity level determination and threat scenar-
ios identification that constitute the full threat scenario campaign. 
Besides, the TFP model can also be customized for a particular 
organization because each organization may have different defini-
tions of critical assets and different interpretation of severity lev-
els. Threat scoring in the TFP model unifies the vulnerabilities and 
risk components in order to produce vital information for strategic 
decision making.    
Attributes in identifying behavioral pattern of the threats may vary 
from organization to organization. Thus, it is suggested to further 
analyze threat attributes that lead to identification of the pattern of 
threats and expected security risks that the organization may en-
counter.  

5. Conclusion  

Proactive decision making for threat assessment and counter-
measures requires the profiling of the threats. However, existing 
works have provided incomplete solutions to facilitate effective 
decision making. In our previous finding, we presented that the 
combinations of the components in threat models provide compre-
hensive view of the threat information. This paper extends our 
previous works by providing a TFP framework that represents all 
the threat model components and we give emphasis on the scoring 
of the analyzed threat which constitutes the threat severity quanti-
fication. The matrix consists of the information of threat actor, 
threat agents, critical asset and severity level scoring. This infor-
mation shows the trend of threat scenarios that threaten the assets 

that are critical and the probable impact it may have. The TFP 
model can be further explored to compare the variation of threat 
profiles across organizations. 
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