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Abstract

As the use of smart phones and mobile devices in our daily lives continues to increase today since they were launched in the late 1990s,
so do cybercrimes. Because mobile users can use their devices anytime and anywhere and almost without any constraints, mobile devices
give users much greater access to the Internet, websites, and mobile applications, and the more users link to networks, the more exposed
they are to cyber security issues. Such user mobile network environments have degraded the perceived security of mobile applications.
Conventionally, users of mobile banking applications are exposed to potential cybercrimes and sometimes actually experience cyber
security incidents. Once users recognize the potential for cybercrimes, they may hesitate or even refuse to use these applications to pro-
cess their monetary transactions. Under these circumstances, users’ perceptions of cyber security issues could limit their loyalty to their
mobile banking applications; that is, users could stop using these applications before they even ever form any brand loyalty to the appli-
cations. Therefore, it can be inferred that users’ loyalty to mobile banking applications is likely to depend on the applications’ perceived
cyber security. Many information systems (IS) and business researchers have addressed that accessibility and security are critical IS qual-
ity attributes. In short, ease of access to mobile banking applications could directly and indirectly affect not only users’ perceptions of
cyber security and usability but also their loyalty to the applications. But a comprehensive IS and business literature review finds little
research on the effects of mobile banking apps’ perceived accessibility, security, or usability on user loyalty to the apps. Therefore, The
aims of this study are as follows: (1) to examine the direct and indirect effects of the perceived accessibility and cyber security of mobile
banking applications on user loyalty to the apps and (2) to find the causal relationships among the perceived accessibility, cyber security,
and usability of mobile banking applications and user loyalty to the applications. Structural equation modeling (SEM) was used to ana-
lyze the data collected by a survey. The results of analyses show the direct and indirect effects of accessibility of mobile banking apps on
the perceived cyber security and usability of the apps as well as on user loyalty to the apps. The results emphasize the importance of per-
ceived accessibility and security in understanding the factors that affect user loyalty to mobile banking applications. The results of this
study also indicate that mobile banking applications should provide users with highly accessible but secured systems that make it possi-
ble for users to process essential transaction-related information and functions quickly as well as safely.
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1. Introduction

As the use of smart phones and mobile devices in our daily lives continues to increase today since they were launched in the late 1990s,
so do cybercrimes. Cybercrimes refer to any illegal acts using advanced information technologies, computers, mobile devices, and net-
works including the Internet. The range of cybercrime is wide from unauthorized access and use, malware and spyware, viruses and
hackers, to online theft and fraud [11]. According to some research, millions of cybercrimes take place around the world daily, and these
cyber security incidents have tremendous negative effects on the global economy as well as the circumstances of individuals, firms, soci-
eties, and countries. Some computer and mobile device activities such as online shopping, banking, and social networking can even put
users' safety at risk; whether wired or wireless, as long as users of computer and mobile devices are linked to networks, they need to be
aware of cyber security concerns [11].

Because mobile users can use their devices anytime and anywhere and almost without any constraints, mobile devices give users much
greater accessibility to the Internet, websites, and mobile applications. Accessibility can be viewed as the "ability to access" and benefit
from some system or entity [7]. The concept of accessibility in this study focuses on enabling access for people with special needs, or

enabling access through the use of mobile devices . But the more users link to networks, the more exposed they are to cyber security
issues [52]. Security mostly refers to the absence of harm or protection from hostile forces [53]. The perception of cyber security in this
study is the degree of the absence of harm or the level of protection from any hostile cyber attacks that mobile banking application users
perceive when they use their mobile banking apps. Such user mobile network environments have degraded the perceived security of mo-
bile applications [52]. Thus, the following hypothesis is proposed and examined.
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Hypothesis 1: The accessibility of mobile banking applications positively affects the perceived cyber security of the applications.

Mobile application users, especially users of mobile banking applications, need to be more careful than PC or ordinary mobile applica-
tion users.

Conventionally, users of mobile banking applications are exposed to potential cybercrimes and sometimes actually experience cyber
security incidents. Once users recognize the potential for cybercrimes, they may hesitate or even refuse to use these applications to pro-
cess their monetary transactions. Some researchers have stated that the accessibility to and security of mobile applications enable users to
communicate safely and quickly with these systems, leading to high perceived usability of the applications [11] Other researchers also
have noted that a system’s accessibility and security have effects on systems’ usability [52].Based on the discussion above, the following
hypothesis are proposed and examined.

Hypothesis 2: The perceived cyber security of mobile banking applications positively affects the usability of the applications.

Under these circumstances, users’ perceptions of cyber security issues could limit their loyalty to their mobile banking applications;
that is, users could stop using these applications before they even ever form any brand loyalty to the applications. Therefore, it can be
inferred that users’ loyalty to mobile banking applications is likely to depend on the applications’ accessibility, usability, and/or per-
ceived cyber security.

Based on the discussion above, the following hypotheses are proposed and examined.

Hypothesis 3: The perceived cyber security of mobile banking applications positively affects the user loyalty to the applications.
Hypothesis 4: The accessibility of mobile banking applications positively affects the perceived usability of the applications.
Hypothesis 5: The perceived usability of mobile banking applications positively affects the user loyalty to the applications.

Hypothesis 6: The accessibility of mobile banking applications positively affects the user loyalty to the applications.

Many information systems (1S) and business researchers have addressed that accessibility and security are critical IS quality attributes.
Wang and Strong [18] emphasized the importance of the role of information systems in their data quality framework study and concluded
that information systems must be accessible but secure [18]. It can be inferred from their conclusions that the users of mobile banking
applications also expect highly accessible but secured applications; when users of these applications realize that the applications are easi-
ly accessible but fully secured, then they willingly use the apps to process their financial transactions.

In contrast, when the applications are not easily accessible or secured, users may suspect the usability and usefulness of the applica-
tions, which in turn, will have negative effects not only on user intention to use but also on user loyalty to the applications.

In short, ease of access to mobile banking applications could directly and indirectly affect not only users’ perceptions of cyber security
and usability but also their loyalty to the applications. Thus, the aims of this study are as follows: (1) to examine the direct and indirect
effects of the perceived accessibility and cyber security of mobile banking applications on user loyalty to the apps and (2) to find the
causal relationships among the perceived accessibility, cyber security, and usability of mobile banking applications and user loyalty to
the applications.

2. Methodology

This study explored the impacts that accessibility, perceived cyber security and usability of mobile applications have on the loyalty of the
apps. The study achieved this by assessing the levels of accessibility, security, and usability of mobile banking applications that users
perceive in the smartphone environment. In this study, these variables were considered mediating variables. A survey was conducted to
collect data. Survey is a method or technique aimed at extracting specific data about thoughts, opinions, and feelings from a particular
group of people [53].It has been commonly used in the fields of social science for collecting quantitative information about items in a
population [5]. Thus, survey is viewed suitable for this study to collect data about the degree of accessibility and security of mobile bank-
ing applications that users perceive. Since the smartphone penetration rate is quite high in Korea, the survey was not limited to a certain
group of people, but only to the group of people who use mobile banking applications.

This study used Structural equation modeling (SEM), which has been traditionally used to analyze multivariate models [4, 6], so this
study employed it to to examine the proposed multivariate research model above. This study also used SPSS Statistics and AMOS ver.
18 as the statistical software for the analysis.

3. Data Analysis and Results

A total of 300 college students and practitioners volunteered to participate in the survey. Two hundred and twenty five students (75% of
the participants) answered the questions. The student participants majored in business administration, economics, and computer science
at three universities in Korea. The gender ratio of the participants was 60.3% male to 39.7% female (see Table 1). The majority of the
participants (77.7%) were in their twenties.

Table 1. Participant Characteristics

Characteristics Frequency Percent
Gender Males 181 60.3
Females 119 39.7
Total 300 100
Age 20-29 233 77.7
30-39 55 18.3
40 Above 12 0.4
Total 300 100
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Job Students 225 75.0
Practitioners 75 25.0
Total 300 100

First, the study tested the measurement model by examining the reliability of the individual survey items. The loadings of all items on
their respective constructs had to be above 0.6 or ideally 0.7 to comply with the reliability requirements, [6]. The results of analysis
showed that all of the loadings were of 0.7 or higher, which satisfies the cutoff level of 0.6 (see Table 2). Thus, the results suggest that
the reliability is adequate.

Table 2. Standardized Regression Weights of Observable Variables, Composite Reliability (CR), and Average Variance Extracted (AVE)

Latent Estimates Variance C.R. Composite AVE
Variables Reliability

Accessibility .795 9.512 .933 .746
.891 7.013
.903 6.419

Perceived .844 7.979 .928 .720
security .876 6.919
.826 8.455

.832 8.728 .955 749
Usability .875 7.468
.890 6.798

Loyalty .867 7.512 .895 711
.828 8.717
.843 8.235

This study also examined the convergent and discriminant validity of the measurement model. The composite reliability (CR) and the
average variance extracted (AVE) for the constructs were first analyzed to test the convergent validity. With respect to the values of CR
and AVE, AMOS ver. 18 does not provide the functions to calculate the values, so they were manually calculated with the formulas, as
suggested below by Fornell and Larker [4] and Hair et al. [6]. The results of the analyses showed that the CR values of all constructs
were greater than the recommended level of 0.7 (see Table 4). In addition, the results also showed that the values for the AVE of all con-
structs in the model were 0.7 or higher, which is well above the recommended level of 0.5 (see Table 4). Therefore, the measurement
model demonstrated a satisfactory convergent validity.

CR = (¥ Standard Regr. Weights)? / er (1981)
( 3 Standard Regr. Weights)? + (3" Var.)). [4]
al. (2006)
AVE = (3 Standard. Regr. Weights?) /
N. [6]

On the other hand, the discriminant validity for the measurement model was tested by comparing the square root of the AVE with the
correlations among the constructs. The results of analyses for the discriminate validity showed that each construct had a square root of
the AVE greater than the correlations between the construct and the other constructs (see Table 3). This indicates that the measurement
model of this study satisfies the requirements of the discriminant validity.

Table 3. Correlation Coefficient Value between Constructs and AVE

Constructs AVE 22 22 22 22 22 @2
Perceived 746 .318 .257 477 401 423 1.000
Accessibility
Perceived security .720 214 .204 .430 401 1.000
Perceived 749 .299 .287 416 1.000
Usability
Loyalty 711 .245 .249 .1000
Table 4. Construct reliability and AVE
Variables C.R. Fornell & Larcker‘s AVE Hair et al.'s AVE
Perceived
Accessibility S S D
Perceived Security .986 .948 .610
Perceived Usability .990 .963 712
Loyalty .990 .962 .730

Next, the structural model was tested by examining the indices for the goodness of fit that include x3/df, GFI, AGFI, NFI, TLI, CFI, and
RMSEA, and the results are as follows: x¢/df = 2.712, GFI = .874, AGFI = .830, NFI = .909, TLI = .928, CFIl = .940, and RMSEA = .082.
Based upon the overall fit statistics, the proposed structural model can be considered to have a fairly good fit.

Finally, the path coefficients were examined to check the causal effects between the variables. To do so, the significance of the relation-
ships between the variables in the proposed model was analyzed. As predicted in the hypotheses, perceived accessibility had a significant
influence on the perceived security (B = .255, p <.0001), perceived security also had a significant influence on the perceived usability (B
=.289, p <.0001), and the perceived security was a significant determinant of the loyalty (B =.289, p <.0001). Thus, all of the hypothe-
ses were supported.. Table 5 shows the results of the test of the structural model and Figure 2 below also presents the results of the struc-
tural model analyses with R2 values.
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Figure2: Research Model
Table 5. Hypothesis Test
Paths Coeff. Stand. P Results
Coeff.
H1: Accessibility ->
Perceived Security .255 271 001 Accept
H2: Perceived Security -> .258 001 Accept
Perceived Usability .289
H3: Perceived Security -> .289 .265 001 Accept
Loyalty
H4: Accessibility -> .268 .357 001 Accept
Perceived Usability
H5: Perceived Usability -> 422 .503 002 Accept
Loyalty
H6: Accessibility-> Loyalty 338 472 001 Accept
Table 6. Varimax Rotation of Four Factor Solution
Component 1 Component 2 Component 3 Component 4
Perceived Accessibility Perceived Security Perceived Usability Loyalty
ACC1 .822
ACC2 .901
ACC3 .900
ACC4 .891
SEC1 747
SEC2 .856
SEC3 .838
SEC4 .835
USA1 751
USA2 T77
USA3 .817
USA4 .815
LOY1 .831
LOY2 .869
LOY3 .829
LOY4 .826
% of Variance 20.14 19.30 17.98 19.48
% of Acc. 20.14 39.44 57.34 76.82

Next, the structural model was tested by examining the indices for the goodness of fit that include x2/df, GFI, AGFI, NFI, TLI, CFl, and
RMSEA, and the results are as follows: x?/df = 2.712, GFI = .874, AGFI = .830, NFI = .909, TLI = .928, CFI =.940, and RMSEA = .082.
Based upon the overall fit statistics, the proposed structural model can be considered to have a fairly good fit.
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4. Conclusion

This study empirically investigated the direct and indirect effects of accessibility of mobile banking applications on the perceived cyber
security and usability of the applications as well as on user loyalty to the applications and found significant direct and indirect effects.
The results emphasize the importance of perceived accessibility and security in understanding the factors that affect user loyalty to mo-
bile banking applications. In other words, the results of this study indicate that mobile banking applications should provide users with
highly accessible but secured systems that make it possible for users to process essential transaction-related information and functions
quickly, easily, as well as safely. When developing mobile banking applications, developers might consider the findings of this study to
improve the perceived quality of security systems and the usability of mobile banking applications, thus improving users’ mobile bank-
ing experiences and enhancing the usefulness of the applications, as well as making it more likely that users will process their financial
transactions with the applications.

In the technology acceptance model (TAM), often employed in information systems and information technology related studies to exam-
ine information technology users’ behavior, usefulness is one of two important determinants of users’ decisions whether or not to adopt
technologies [14, 15]. Based on TAM-related prior research, users of mobile banking applications are expected to adopt these applica-
tions as online transaction systems. Specifically, when the users of mobile banking applications perceive that the applications are easily
accessible, secure, and fully usable, then, the users will think that the applications are useful; accordingly, consumers will not only adopt
the applications to use, but also form loyalty to them. However, when they are not satisfied regarding the access to and security of the
applications, users will rate the apps’ usability as low, which will in turn negatively affect their loyalty to the applications. In sum, one of
the interesting findings in this study is that users’ perceptions about the security and usability of mobile banking applications were found
to be important mediating variables between the applications’ accessibility and the users’ loyalty to the applications. One of important
contributions of this study is the fact that this study not only proposed a research model for cyber security in a mobile banking applica-
tion context, but also empirically validated the model. In the IS literature, little empirical research has been undertaken on the effects of
perceived accessibility and cyber security, which are the main determinants of user loyalty to mobile banking applications in the model.
In addition The study also contributes little to our understanding of cyber security strategies for meeting the requirements and expecta-
tions of mobile banking application users.
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