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Abstract

Current technology is offering lot of services at the finger tips. 10T is becoming a part of daily life without us being actually aware of the
vulnerability to attacks. In this paper issues with choice of security algorithm is discussed. A secure computational approach is designed

to overcome the issues with security.
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1. Introduction

The internet has been around for a while, largely for the better-
ment of the human lives. The data, images, recordings, games,
books and commerce has been created for the people, by the peo-
ple and about the people. The internet is one of the most important
and transformative technologies ever invented. The internet is not
just about connecting people, it’s about connecting things (devic-
es), called as Internet of Things (IoT). A network of things con-
nected to internet, capable of data collection and data exchange
operating with the aid of sophisticated embedded sensors, together
constitute 10T. This Internet of Things refers to connecting objects
to the Internet. The objects refer to physical or virtual devices as
in hand held devices, sensing nodes, gateway nodes etc. The data
collected can be from X-ray, biomedical devices, pharmacy dis-
pensing, pacemakers, which are all a part of loT. Various applica-
tions and their vulnerability to attack is discussed in depth in [1].
The analysis of the data stored and sharing of large amount of
monitored data could be at security risks[2]. This is possible in
wearable devices as used by new born or the elderly health moni-
toring system. Tracking of pet’s, human or vehicles using GPS
and misguiding their directional movement could be of threat.
The devices which provide convenience can also be a threat. In a
rush to deploy the new technology the security of the devices was
not adhered to. A compromised device can collect personal infor-
mation, launch denial of service attack, life-threatening attacks.
Medical data should be protected against disclosure of information,
alteration, deletion or unauthorized access.

2. Literature Review.

Security and efficiency go hand in hand. They define each other in
a very prominent manner. Security issues are highly disturbing
and suggestive solutions have to be obtained to protect data in loT
environment  from  various sources like sensors and
application[1][2]. The architecture of IoT being a very crucial
aspect and the study of the communication protocols[3][4] exist-
ing in the 10T environment gives us an open platform to takes
measures in the security area and also to render new solutions to
mitigate security threats.[5][6]

Gentry's methods are employed to convert a plain "somewhat
homomorphic" encryption algorithm utilizing elementary modular
arithmetic[7]. The main aim of the methodology is that it is con-
ceptually simple. A new modulus technique of switching for the
Dijk, Gentry, Halevi and Vaikuntanathan's (DGHV) methodology
is described along with the foremost objective which is a compres-
sion technique where there is a reduction in the size of public key
of DGHV’s fully homomorphic scheme[8][9] .As an alternative to
traditional cryptographic namely RSA, the use of elliptical curve
cryptography has an enormous amount of advantage in terms of
performance in the wireless framework where-as the voluminous
and vigilant study of the software administration on the work-
stations of the elliptical curves over binary fields is carried out and
recommended by NIST[10][11]. For the reduction of the key size
and to improve the efficiency, a new strategy for the compression
of public key size is advocated using. Fully homomorphic encryp-
tion (FHE). It is having its origin from quadratic parameters along
with corrections incorporated with it. To operate on real numbers
an advanced FHE scheme is proposed. This methodology gives us
the advantage of accuracy along with efficiency[12][13]. An en-
cryption scheme is formulated where it differentiates the creden-
tials of private and public keys. End to end secure connectivity
can be obtained with protocols and apt architecture [14][15].

The work discussed in the related field deal with encryption in
different domains where data is fragile. The current paper address-
es the issues of security in the 10T environment providing en-
hanced security using multiple levels.

3. Methodology

Data is collected from sophisticated sensors. This is achieved by
calibrating the sensors with Arduino/raspberry pi 3 boards. Figure
1 gives the flow chart of the project. For experimental purposes
DHT11 which is a temperature and Humidity sensor and soil
moisture sensor is used to collect data.

After the collection of the data. data is encrypted using the encryp-
tion process, by using the security paradigm as shown in Figure 2.
Using three security algorithms i.e., light weighted encryption
technique, secured hash function, elliptical curve cryptography
(ECC) and fully Homomorphic encryption (FHE) security issue

Copyright © 2018 Authors. This is an open access article distributed under the Creative Commons Attribution License, which permits unrestricted
use, distribution, and reproduction in any medium, provided the original work is properly cited.



http://creativecommons.org/licenses/by/3.0/
http://www.sciencepubco.com/index.php/IJET

102

International Journal of Engineering & Technology

has been addressed. XOR is used to secure the data from brute
force attacks. Secured hash function is used to ensure that the data
is not modified.
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Figure 2: Computational flow.
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The main focus of this project lies on two important algorithms
providing multilayered security using ECC and FHE. The proper-
ties of Elliptical curves are used to generate the keys in ECC.
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Figure 3: Elliptic curve of ECC.

Elliptical curves have two main properties, which are foundation
for computing the data, i.e., A) with horizontal symmetry, at any
point on the curve, it gets be reflected over the x-axis and it will
still be on the curve. B) Any non-vertical line that is drawn on the
curve will intersect this curve at the max, three times. Using these
characteristics, the key generation, encryption and decryption are

done using the formulas from equations (1) to (3).

Key generation:

Q=d=p )

Where, Q is public key, P is the point on curve and d is the private
key respectively.

Encryption formula:
(l=Ksp,(2=M+K=Q @)
Decryption formula:
M=C2-d=C1 ®3)

The most desirable feature of multilevel encryption is that it must
be able to perform computations on encrypted data without the
necessity to decrypt it. This is achieved by the using FHE.

FHE is an operation performed on a set of cipher texts such that
decrypting the result of the operation is the same as the result of
some operation performed on the plaintexts. The encryption and
decryption process uses the equations (4) to (5)

Encryption formula:
Cipher text for m € {0,1}

C=gqp+2r+m 4)
Where r and q are random integers, p is the secret key.

Decryption formula:
{:E’ mod p}mud 2=m (5)

After the whole decryption process the data is mounted on to the
Roof. Roof is an amalgamated networking and computational
archetype for IoT, which is invariably accessible for real time
context building, on site operation facilitation. As a software plat-
form roof is implemented on various devices that proxy the things
and also their 10T services to the remaining part of the world.

Data is collected at the local server. Values above and below the
required threshold are being updated on to the cloud on encryption.
The end user can access this data through an end device as and
when needed (continuously or at specific time interval, or aver-
aged data within some interval). An app is designed to provide the
user the ease of access. When the end user accesses the data it is
decrypted in the same sequence as it was encrypted before.

4. Implementation.

Data is read and collected from sensors interfaced with raspberry
Pi 3/ Arduino board and stored in the system in the form of a file.
Application specific sensors can be used. Other devices which can
send text, image etc. can also be taken into account. In the current
scenario, humidity, temperature and soil moisture content detector
are used. The baud rate chosen in this example is 3600baud. Fig-
ure 4A and 4B illustrate the set up of sensors with Arduino. The
Data collected is shown in the figures 5 and 6. Experiments are
carried out using Raspberry Pi 3 board as well.

Figure 4: A.Temperature and humidity sensor connectivity with Arduino.
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Using a DET11 humidity and temperature sensor
Date:05.1.201¢8,Place:Manipal, Karnataka

flTemp = 22.00
Humidicy = 43.00
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Figure 5: Measured temperature and humidity sensor data.
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Figure 6: Moisture sensor data.

Four levels of encryption are applied to the collected data. As an
example the following is the input, figure 7.

Temp = 22.00
Humidity = 43.00

Aeannhenid
Figure 7: Input to the algorithms.
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Figure 8: Level 1 encrypted data.

At the first level a simple light weight encryption standard is used
whose output is as shown in figure 8. The input to the file is the
humidity and temperature information. The security at the next
level is obtained using the secure hash function whose input is as
from figure 8. The output generated by the SHA algorithm as
shown in figure 9.

Temp = 24.00
Humidity = 57.00

EEEE L L Ly

Hex format : 2cAc831845e@e1a9610c

Figure 9: Second level of encryption.
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Figure 10: ECC Output.

The output generated by the hash function is verified for modifica-
tion and the output of the light weight encryption is fed to ellipti-
cal curve cryptosystem. The Elliptical curve cryptosystem output
is as shown in figure 10 and is fed as the input to the last and final
level of security; fully homomorphic encryption algorithm.

As the computation process is completed and the data is encrypted,
the obtained encrypted data is put on to the roof, shown in figure
11,12 and 13.

Figure 11: Screen shot of data on the roof.
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Figure 12: Screen shot of uploaded temperature data
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Figure 13: Screen shot of uploaded humidity data
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The data above or below the threshold is then transferred on to the
cloud as shown in the figure 14.

Figure 14: Data on the cloud.

When the user/client wants to access the data, the decryption pro-
cess is carried out in the reverse order to retrieve the original data.
To make it available to any user an app is developed as shown in
figure 15, with the decryption algorithms running in the back-
ground providing the user the availability of data by a single click.

J(rhrrrrke i Temn =

Temp = 24 00HUMid Ity = 57

24 00Humidity =

/ QQrrrr=Tamn = 24 00Humidity = 57,00 i+

Figure 15: Screen shot of the app

5. Conclusions

A system of multilevel security for the data collected from loT
devices is proposed in this paper. In doing so, the security level is
enhanced mitigating the attacks i.e. masquerade, man in the mid-
dle, data modification, denial of service etc. The first level of en-
cryption ensures security from brute force attacks. The second
level of encryption prevents data being modified. The third level
of encryption increases security using public key for encryption
operation. The key generation grows exponentially. Fourth level
ensures that other attacks are not possible as it employs relatively
a shorter key. The short key is faster, entails less computation of
power and ensures transfer of the data faster. An app is developed
for ease of access of data for the user from the cloud. The cloud
obtains the customized data from the roof. The roof collects the
data as per the required data rate from the sensing device after the
first level of encryption. The whole process ensures that the data is
securely transmitted and received without any modification of data
during the process.
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