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Abstract

The existing financial and economic situation in the world and in Russia impacts the activities of all sectors of the economy, includ-
ing posing challenges for banks. In the conditions of prolonged instability, the banking community has to pay great attention to the
risks taken and to manage them. Among all the risks that the bank is exposed to, operational risks represent a separate group due to
its specifics, a lack of a systematic approach to analysis and a lack of identification criteria requiring more detailed study. The opera-
tional risk is unique in that, although it affects virtually all areas of the credit institution, it is difficult to establish and separate it from
other bank risks. It should be noted that every year there appear all new types of operational risk that have a strong impact on the
activities of the credit institution due to the development of information and computer systems, the complication of the instruments of
the stock market and the improvement of business methods. Therefore, regulators of all countries try to constantly improve the regu-
latory framework related to the management of the operational risk of a commercial bank, based on the recommendations given by
the Basel Committee on Banking Supervision.

The article is aimed at developing an effective system for managing the operational risk of a commercial bank.

The empirical level research methods used in this article are a description of what operational risk is, its types, tools and methods of
assessment; comparison of operational risk management systems in the studied banks; generalization, analysis and synthesis of the
information received; the hypothetical-deductive method is used at the theoretical level.

Modernization and improvement of the operational risk management system helps stabilize the bank, increase stability and increase
profitability, reduce the provision of capital for operational risk, and increase the attractiveness of banking services for consumers,
thus benefiting a credit institution among competitors. In today's financial environment, the effective operational risk management is
inherent in the long-term development strategy.

Keywords: risk, operational risk, operational risk management system, Basel Committee, assessment method.

the Basel Committee are related, among other things, to the pro-
vision of capital to cover operational risk.

There are unsolved issues that relate to the methods of assessing
and managing the operational risk of the bank. It is very im-
portant to take into account the size of the credit institution in

1. Introduction

The relevance of the article is predetermined by the fact that the
modern world does not stand still, there are not only positive,

but also negative changes. The global crisis, the imposition of
sanctions, political tension are the factors that leave a trace The
existing financial and economic situation impacts the activities
of all sectors of the economy, including posing challenges for
banks. In the conditions of prolonged instability, the banking
community has to pay great attention to the risks taken and to
manage them. Among all the risks that the bank is exposed to,
operational risks represent a separate group due to its specifics, a
lack of a systematic approach to analysis and a lack of identifi-
cation criteria requiring more detailed study.

Regulators of all countries try to constantly improve the regula-
tory framework related to the management of the operational
risk of a bank, based on the recommendations given by the Basel
Committee on Banking Supervision. The recommendations of

the process of managing this type of risk, which is not being
done now. Top-10 banks have more resources for assessing and
managing the operational risk than top 50 banks Top 50 banks
often cannot afford to take advantage of advanced approaches
because of the high cost of the software or do not have a suffi-
cient base for operational risk events. All these factors make it
necessary for commercial banks to manage the operational risk,
and the topic of the article is relevant.

The issues studied in the article have been considered by out-
standing Russian and foreign economic experts. Among Russian
scientists, O. V. Boronikhin, N. I. Valentseva , Ye. L. Zolotarev,
A. V. Kulikova, O. I. Lavrushina should be noted Foreign sci-
entists studying operational risk management include D. Allen,
H. Cading and K. Frost.
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In Russia, the issues related to the management of operational
risk in a commercial bank are covered in the regulations of the
Central Bank. In foreign experience, the recommendations on
operational risk management are provided by the Basel Commit-
tee on Banking Supervision. In addition, the rating agencies, like
Standart & Poors and Fitch Ratings, and the "Big Four” audit
companies are actively engaged in this matter.

2. Goals and Objectives

The goal of the article is to develop an effective system for man-
aging the operational risk of a commercial bank.

To achieve the goal of this article, the following tasks have been
set: to determine the economic and legal aspects of managing the
operational risk in the bank; to study the methodological bases
of operational risk management in the bank used abroad and in
Russia, as well as in two banks under consideration; to establish
possible directions for the development of operational risk man-
agement in the studied banks.

The article poses practical importance for the studied banks and
will be useful for all those who are interested in the issues relat-
ed to the management of the operational risk in a commercial
bank.

3. Methods and Materials

In carrying out their activities, banks are constantly faced with
various types of risks, to which the changing environment of the
functioning of banks are exposed.

It is known that the risk is inherent in the activities of any bank
and is briefly interpreted as the possibility of loss or damage, as
well as the degree of danger [3].

Among all types of banking risks, the relatively new operational
risk has recently begun to play a big part. Despite the low level
of knowledge, this type of risk has already brought serious loss-
es to the banking sector around the world. According to the re-
search by ORX Association, a Swiss non-profit industry associa-
tion dedicated to improving the measurement and management
of operational risk in the global financial services industry, for
October 2014, global losses totaled 7.8 billion US dollars (see
Figure 1). It should be noted that the indicators of losses from
the operational risk and, consequently, the frequency of their
occurrence has tended to decrease since July 2015 So, in Sep-
tember 2015, the total losses for all countries amounted to just
under 1 billion US dollars. This decline is caused by the "dead"
summer season in the banking sector, and it should not be taken
as a long-term trend, since losses from this type of risk will grow
in the coming months [4]. The study involved 75 credit institu-
tions from Africa, Asia, Eastern and Western Europe, Latin and
North America.

In 2015, the global average loss from 47,000 recorded events of
the operational risk amounted to 608,000 US dollars. The dis-
tribution of losses from operational risk events in the banking
sector is shown in Figure 1.

As follows from Figure 1, during the whole period, the most
frequent operating losses occurred within the “corridor” of 20-50
thousand dollars. In the remaining cash intervals in 2015, year-
on-year, there was an increase in the frequency of the occurrence
of operational risk events.

In 2015, the global average loss from 47,000 recorded events of
the operational risk amounted to 608,000 US dollars.
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Fig.1: Total losses of the banking sector from the occurrence of the
operational risk and the frequency of losses for September 2014 till
September 2015 according to the ORX association. Compiled by the
author on the basis of ORX association data: ORX News Monthly Top 5
Stories - September 2015 [electronic resource]. Access mode:
https://www.orx.org/Pages/LatestNews.aspx. ~ (date  of  inquiry:
1/10/2018)

The distribution of losses from operational risk events in the
banking sector is shown in Figure 1.

However, the results of another study conducted held by the
above-mentioned ORX association, which were announced at
the forum on the development of common standards of opera-
tional risk, innovative research and collective learning, indicate a
fairly large amount of operational losses around the world (see
Table 1).

Thus, the operational risk is a specific type of risk posing signif-
icant losses to the banking sector, an information base and a
systematic approach to analysis of which is not fully developed,
which makes its study more relevant.

In Russia, the detailed interpretation of the operational risk is
presented by the Regulator.
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Fig. 1: Distribution of losses by operational risk events,%. Compiled by
the author on the basis of ORX association data: 2015 ORX Report on
Banking Operational Risk Loss Data [electronic resource]. Access mode:

http://www.orx.org/pages/ORXData.aspx. (date of inquiry: 1/10/2018)

Table 1: Global losses from operational risk by region in 2009-2015,
million EUR.

Losses in

Losses in 2015,

20002014, | SN % | i | Share, %
Region million USD Usb
Africa 0.87 0.50% 0.35 0.50%
Asia and Oceania 6.94 4.30% 1.03 3.60%
Eastern Europe 4.39 2.70% 0.89 3.10%
Latin America 4.78 3.00% 1.20 4.20%
North America 80.41 49.90% 9.67 33.80%
Western Europe 63.88 39.60% 15.64 54.70%

Compiled by the author on the basis of ORX association data: ORX News
Monthly Top 5 Stories — January 2016 [electronic resource]. Access mode:
https://www.orx.org/Pages/LatestNews.aspx. (date of inquiry: 1/10/2018).

The operational risk is unique in that, although it affects virtual-
ly all areas of the credit institution, it is difficult to establish and
separate it from other bank risks. n addition, this type of risk is
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of a dual nature: on the one hand, it contains losses for the bank
and, on the other hand, it carries a possible profit.

The operational risk management system depends on the nature,
complexity and size of the risk, and it must also correspond to a
single process of risk management in the bank.

Let's consider the operational risk management system, the ele-
ments of which are presented in Table 1.

Table 2: Elements of the operational risk management system [5].

Item

Essence

Risk Identification

Assessment of the potential of new risk products.

Identification of operational risk for all systems and equipment, business lines and products.
Structuring information about potential losses and applying preventive measures to high-risk events.

Use of internal tools of communication for transmission of data on operational risks.

Risk assessment
Provisioning and limitation.

Construction of own models.

Basic and advanced approaches to risk measurement.

Continuous monitor-
ing tional risk.

Introduction of automation elements in the management process. Constant verification of business lines for exposure to opera-

Development of internal reporting on operational risk.

Observation, verifica-
tion and minimization

Qualitatively elaborated internal documents.
Regular checks by the internal audit service.

Application of risk minimization methods.

Unified management Operational risk management.

operational risk.

Creation of a database on operational risk events.

Creation of a system of unified information flows, which will help the board of directors to effectively and operatively manage

All new products of the bank should be checked for exposure to
the operational risk. This is extremely important, especially
when it comes to transactions of mergers and acquisitions. These
transactions often undermine the bank's ability to assess the
operational risks [6].

The bank'’s activities in managing the operational risk in Russia
are based on both Russian and international legislation.

In Russia, the issues related to the management of operational
risk in a commercial bank are covered in the regulations of the
Central Bank.

The complexity of using advanced approaches in Russian prac-
tice lies in the absence of a base for operational risk events as
well as the shortage of human resources, the high cost of tech-
nology and the inadequate development of the corporate culture
of operational risk management in small banks. Moreover, the
management system for this type of risk must comply with in-
ternational and Russian requirements (Basel 111 and the Central
Bank).

The Based Indicative Approach (BIA) is an approach that is
mandatory for all credit institutions in Russia, in which the oper-
ational risk included in the capital adequacy ratio of 100% is
calculated by the following formula:

OP = 0,15+ 2=/t

n

where OP is the amount of operational risk;

n is the number of years preceding the reporting date (usually 3
years);

J1 is the income of the bank, equal to the amount of net interest
and non-interest income.

In addition to the basic indicative approach, large Russian banks
apply a standardized approach (TSA). The activity of a credit
institution under this approach is divided into 7 business lines:
corporate finance, sales, retail business, commercial business,
settlements and payments, brokerage operations and asset man-

agement. The gross revenue for each of the business lines is
determined by the cumulative total under the following formula:

B/l = (YIIJ + YHIIT) — PBII— OP —
P /T

where B]I is the gross business line income,

UI1/ is the interest income (net),

YHII[ is the non-interest income (net),

PBIT is the cost of reserves for possible losses,

OP is the operating costs,

I1P is other costs,

I is the other income.

There is an alternative standardized approach (ASA). It differs
from the standardized ratio m = 3.5%, which weighs the portfo-
lios of loan debt of legal entities and individuals, used as the
main indicator for the retail and corporate banking business,
which makes it possible to be more objective in the calculations
and focus more on these areas of banking activities.

The formula for retail business is:

KPb = f_Pb *m = KA_Pb,

where KPB is the capital reserved for the retail business,

B_Pb is a beta for retail business,

m is the coefficient established by the Basel Committee on
Banking Supervision,

KA_Pb is the total amount of outstanding loans and loans for
retail including reserves and not weighing by risk (average for 3
years).

Substituting the corresponding values for corporate banking
clients, we obtain capital requirements for this line of banking
activity.

So, international approaches to managing the operational risk
can only be applied by large Russian banks in view of the com-
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plexity and these methods are costly. But even they are not al-
ways expected to use advanced approaches,sometimes there
would be enough to use a simple, but understandable, and most
importantly working model.

4.Results and Discussions

Let's consider the methods used in the studied banks, which are
included in the top 50 by assets.

The first bank on which this research is based is Public Joint-
Stock Company Transcapitalbank (PJSC BANK TCB).

The concept and classification of the operational risk according
to the risk management declaration presented on the bank's offi-
cial website comply with the concept and classification of the
Central Bank of the Russian Federation.

Within the existing system of operational risk management, the
bank adheres to the following principles: reasonable conserva-
tism, i.e. regardless of the chosen business development strategy,
the operational risk should not exceed the maximum allowable
risk, regardless of the size of the potential benefit; awareness of
risk; decisions on any operation are made only after a compre-
hensive analysis of risks, including. Operational risk, arising as a
result of such operation.

According to the bank's documents, the level of operational risk
equal to 20% is considered normal. All that is lower is a "low"
risk and all that is higher is a "high” risk and requires minimiza-
tion, according to the bank's documents, reputational and legal
risks are included in the operational risk.

PJSC BANK TCB includes operational risk as one of the types
of non-financial risks in calculation of the total risk appetite
indicator and the subsequent formation of a risk map. The cumu-
lative level of risk appetite, each type of risk / valuation of capi-
tal / assessment of profitability is estimated on a scale from 1 up
to 3. Depending on the assigned score, the risk category is
placed in one of the three risk areas (see Table 3):

Table 3: Bank risk areas [7].

No. Risk area Range Exposure level
1 Green 1-1.5 scores Satisfactory
2 Yellow 1.6 - 2.5 scores Increased
3 Red Over 2.5 scores High

Green area: the level of risk is satisfactory.
Yellow area: the level of risk is increased.
Green area: the level of risk is satisfactory.
Red area: the level of risk is high.

CP = Z{:Gl * Bi * Hij:
where Oi is the score of the capital / estimation of profitability /

strategic risk / liquidity risk / credit risk / market risk / non-
financial risks;

Bi is the weight of the Oi estimate, for non-financial risks, equal
to 0.1;

Ki is the increasing coefficient, assigned depending on the risk
area, where the risk-appetite index is located,; it takes the follow-
ing values: green area - 1 point; yellow area - 1.5 points; red area
- 2 points.

Further, a risk map is drawn up and an appropriate assessment is
carried out.

In general, it can be concluded that the Bank's analytics with the
use of accumulated data helps manage and minimize risks more
effectively; however, it needs to be improved.

Public Joint Stock Company “Vozrozhdenie Bank” is another
bank under study. The quality of risk management of the bank,
including such type as operational risk plays an important role in
high positions held by this bank. In recent years, the internal
regulatory framework regarding the collection and processing of
information on risk events has been updated, and the system for
monitoring compliance with maximum exposure targets has
been modernized and tightened.

In order to reduce the bank's liability for operational risk associ-
ated with withdrawing money from compromised bank cards,
the bank issues chip cards, which according to the rules transfer
responsibility to the cardholder. ATMs are equipped with alarm
and CCTV cameras, which reduces one of the main operational
risks, i.e. cash theft [8].

The classification of operational risks used by this bank is con-
sistent with the approach of the Central Bank of the Russian
Federation. As an expression of this type of risk, the bank under-
stands: decrease in the value of assets; preliminary disposal of
assets; cash payments due to litigation; cash payments to coun-
terparties and customers for compensation in extrajudicial mat-
ters; other losses.

The bank has a system for controlling and monitoring risks, as
well as an information system and a system for setting limits and
making decisions. In order to minimize the operational risk, a
number of procedures is carried out, such as: audit of user ac-
tions; double entry of data by bank employees to verify the accu-
racy and correctness of information; automation of data entry;
protection against unauthorized use of data; control over the
execution of documents; connection of automatic verification
procedures and setting for error diagnosis.

The studied banks (PJSC "Transcapitalbank” and PJSC Bank
Vozrozhdenie) follow the world trends. While assessing risk
with simple methods, they also apply qualitative assessment of
operational risk along with the quantitative assessment. This is
expressed in the construction of a risk map, assigning a rating to
risk events on the basis of judgments of experts and setting lim-
its. However, the methods of managing this type of risk in these
banks are imperfect and require improvement.

In order to better analyze the studied banks, we will examine
their systems in more detail.

Operational risk management bodies in PJSC BANK TCB are represented in Figure 4
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Fig. 4: Operational risk management bodies in PJISC BANK TCB [9].

Operational risk management bodies in PJSC Bank VVozrozhdenie are represented in Figure 1.5
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Fig. 5: Operational risk management bodies in PJSC Bank Vozrozhdenie [10].

It can be concluded that both banks have all the criteria for as-
sessing the operational risk. Despite this, the studied banks still
need to improve existing systems.

4. Conclusions

Credit institutions around the world are becoming increasingly
aware of the importance of operational risk management in eve-
ry day operations. The likelihood of operational risk events is
also growing due to the increasing integration of international
financial institutions and the expansion of the range of banking
services. The operational risk management capable of minimiz-
ing this risk and maintaining it at the required level is relevant.
Ignoring the processes of managing operational risk impacts the

financial stability of the credit institution, leading to a lack of
benefits or even loss of business reputation.

The operational risk management is impossible without taking
into account its characteristics, which include classification,
effects, areas. Factors, objects and subjects of risk. The com-
plexity of identification is a specific feature. This risk is ambig-
uous, that is, in addition to the inherent losses, it touches profit
as well. All this must be taken into account in the process of risk
management.

Operational risk is paid attention both in international and in
Russian legislation. The Basel Committee on Banking Supervi-
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sion and the Central Bank of Russia have issued a number of
regulatory documents in this area, the latest of which are the
"Principles for the Sound Management of Operational Risk"
BCBN and the Directive of the Bank of Russia.

To date, there are both international and Russian approaches to
managing the operational risk. The first group includes the so-
called advanced methods recommended by the Basel Committee
on Banking Supervision and requiring that the credit institution
has an extensive base on events of the operational risk and ex-
pensive software for making calculations. This includes the In-
ternal Measurement Approach (IMA), the Loss distribution ap-
proach (LDA), a method related to probability distribution, and
the Scorecard approach (SCA) or a method based on evaluation
cards. For many small credit institutions, the use of advanced
methods is impossible because of the high monetary costs and
the lack of accumulated data. For them, there are simple assess-
ment methods that are also used abroad and popular in Russia:
the basic indicative approach (BIA), which is mandatory for all
credit institutions in the country, the standardized approach
(TSA) and an alternative standardized approach (ASA).

All of the above methods are quantitative, but there also exist
qualitative approaches. Each bank chooses that method of as-
sessing the operational risk, which it considers most acceptable
by the cost/result ratio and satisfies its strategy.

The application of only one method of risk assessment is not
enough. The credit institution must have a comprehensive man-
agement system. When constructing the operational risk man-
agement system, the credit institution must comply with the
principle of business continuity, which is of great importance to
its counterparties.

Using the example of two banks under study, the research in this
paper has examined operational risk management systems.

It has been found that the management of this type of risk in
both banks is built similarly. Each of them determines for itself
what the operational risk is, distinguishes classification charac-
teristics, as well as goals, objectives and management principles.
The article proposes an "optimal” model based on foreign and
Russian practices. The created management model has gradually
begun to be introduced in banks and has already managed to
bring some results. So, since the 1st quarter of 2015 the risk
level calculated by the basic approach has been decreased by
13% at PJSC BANK TCB and by 4% at PJSC Bank Vozrozhde-
nie. Actual operating losses has been decreased by 23% and by
15%, respectively. It can be concluded that the proposed model
effectively works and is needed by the said banks.

PJSC "Transcapitalbank™ and PJSC Bank Vozrozhdenie will be
able not only to minimize its exposure to the operational risk
with the help of an improved management system, but also to
obtain more profit by reducing costs, and, therefore, to carry out
activities more efficiently.
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