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Abstract

Nowadays; the adoption of Internet of things (loT) technologies and applications in everyday is rising. 10T technology such as Near Field
Communication (NFC) is vastly adopted due to its short range frequencies, making it a good candidate for token based security access control
applications such as door systems and attendance systems. However, due to the miniature size of NFC tags; its clear text contents and
unprotected communication channel between tag-reader-database; NFC technology is prone to security attacks such as the man in the middle;
denial of services (DOS) and etc. These attacks lead to leakage of user critical data which could impact any organization adopting NFC
applications and technologies. In this paper; NFC vulnerability, causing both security and privacy attacks studies in depth. By focusing on
attacks such as DOS and data corruptions; existing risk assessment models are evaluated using Analytical Hierarchy Process (AHP) approach.
Best practice in mitigating these attacks is presented as well. A case study on an existing NFC access control application is then used to

demonstrate the effectiveness of best practice solutions proposed.
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1. Introduction

Near Field Communication (NFC) is a wireless communication
technology extension of Radio Frequency Identification (RFID)
technology that operates in short range communication[1, 2]. RFID
mainly used for tracking and identification by transmitting the radio
waves. NFC operates on low-range 13.56 MHz frequency within
distance from 4cm to 10cm and has a maximum data rate of 424
kilobits per second (kbps) [2-4].

NFC applications can be categorized such as touch and go, touch
and confirm, touch and connect, and touch and explore. The usage of
NFC in real life applications does not really ensure a secure
application. Thus, NFC technology has its own challenges to face
such as RFID security threats are applicable to NFC because NFC is
a counterpart of RFID and all NFC devices act as readers or writers
which could create various threats.

Another factor leading to security vulnerability in NFC is due to lack
of an NFC specification which covers all the countermeasures for
x.800 security services such as authentication and access control.
Current specification is only to provide guideline for NFC
developers of applications to secure data and communications within
NFC devices. Next the privacy issues raised when using NFC such
personal information of users that stored in NFC devices could be
leaked to malicious attacks. For instance, user using NFC as a
digital wallet to store their bank account information are prone to
data privacy attack when information on wallet are captured by
attacker without any knowledge of user at anytime and anywhere

[5]. As NFC technology faces challenges, security concerns are
rising for a secure environment.

There are many NFC applications are developed with a contactless
payment application that works in 2 ways which are in touch and
confirm, and touch and go application. The examples of contactless
payment application are Google Wallet [6] and Visa Paywave [7].
Google Wallet is an NFC touch and confirm application that require
PIN code confirmation to perform the transaction [6, 8]. While,
Visa Paywave is a type of NFC touch and go application that enables
Visa cardholders to simply wave their card or NFC-enabled
smartphone at a contactless payment terminal to make a payment
without making any confirmation of the payment. Previous research
has identified the vulnerability of the contactless payment in Visa
contactless card that the card does not recognize foreign currency
outside United Kingdom and lead to fraudster in the contactless
transaction [9]. Thus, security becomes a concern in contactless
payment of NFC particularly in touch and go application that
perform tasks without any confirmation during the transaction.

Thus the aim of this paper is to identify security risks occurring in
touch and go application particularly. The objectives identified in
this research are: (1) to identify related security vulnerability for
NFC-enabled smartphone in covering NFC security challenges in
depth; (2) to evaluate and test the vulnerability risk assessment
occurring in NFC touch and go application by using risk modeling
tools and gaining insight and awareness of experts; (3) to propose a
secure NFC-enabled smartphone architecture of touch and go
applications based on risk modeling outcome and NFC attacks
solutions guidelines. The main significant of this research is the
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ranking of various security attacks by using CVSS framework and
AHP model and to provide guideline in tackling attacks which have
the highest risk level. The rest of the paper is organized as follows.
In Section 2, a taxonomy of NFC technology is presented. Next, a
risk assessment and MCDM methods are described. In section 4, the
research methodology to conduct the research is described. In 5 and
6 section, the results of risk assessment analysis and MCDM
analysis are presented. Finally, in section 7 the conclusion and future
work of this research is presented.

2. Background

In this section, an NFC taxonomy is presented. The taxonomy is
designed by covering few main factors such a NFC vs RFID,
different types of operation modes and application, ISO standards
and security attacks. Next, the taxonomy will be presented by

describing each factor in depth.
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Fig. 1: NFC Technology Taxonomy
2.1 NFC and RFID

NFC is closely related to RFID as it an extension of RFID
technology. RFID is used for the purposes of identification and
tracking RFID tags attached to objects from distance. Both NFC and
RFID operate at the 13.56 MHz frequency. NFC works when NFC
devices touch to each other to establish communication between the
devices. Two main differences between these technologies is
scanning distance and method of communication. The NFC system
consists of two modes operations, similar to RFID, which are active
mode and passive mode. In active mode, both NFC devices generate
their own radio frequency to carry data. In passive mode, only one
NFC device generates the radio frequency field. According to NFC
Forum [2, 10], NFC communicate in two way communication or
peer to peer communication, meanwhile RFID only has one way
communication which operates only between active and passive.

2.2 NFC Operation Modes

There are three operation modes of NFC [2]:

Card Emulation Mode: This mode enables NFC-enabled device to
act like smart cards. It allows users to perform transactions such as
purchases, ticketing, and transit access control.

Reader/Writer Mode: NFC-enabled device is capable to read
information stored on NFC tag embedded in smart posters and

displays. User can retrieve tag information that stored in the tag for
further uses.

Peer-to-peer Mode: This mode enables two NFC-enabled devices
communicate with each other to exchange information and share
files.

2.3 NFC Applications

NFC applications can be categorized into the behavior of NFC
communication. There are four categories of NFC applications
involved, which are i) touch and go, ii) touch and confirm, iii)
touch and connect and iv) touch and explore [8]. The functionality of
the application are as the following:

Touch and go application - requires users to bring close or touch
the NFC devices to the NFC reader to run the tasks that implemented
in the application. The example of NFC touch and go application is
public transportation ticketing where NFC users scan and touch their
NFC devices to access the transportation system.

Touch and confirm application- requires user to confirm the
interaction by entering password or accepting the payment
transaction for system confirmation.

Touch and connect application- provides a connection between
two NFC devices to enable peer-to-peer data transferring such as
exchanging images between two NFC-enabled smartphones.

Touch and explore - allows user to find and explore applications
and devices capabilities.

2.4 NFC Security Attacks

The security attacks and risks that could occur in NFC are due to the
physical nature of the NFC sensors and its operating mechanism
which uses the insecure communication channel [3]. Figure 2

illustrates the security attacks that occur in NFC technology. Next,
each attacks will be discussed in depth.
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Eavesdropping: As NFC communication takes place in wireless
communication, the communication can be easily get attacked and
enable the attackers to eavesdrop the NFC communication out of
their reach [11, 12]. Eavesdropping can happen in card emulation
mode and peer to peer mode of NFC operation mode [12]. In card
emulation mode, the data content can be read by malicious attacker
if the function of NFC devices is not in use. While in peer to peer
mode, if the data is transmitted without secure protection, the
communication is risked for eavesdropping by an attacker.

Ticket Cloning: NFC technology is useful in ticketing service such
as e-ticket or digital ticket. Ticket cloning from NFC can happen if
the tickets have been copied and shared to other before verified [12,
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13]. Everyone can use the cloning ticket as new ticket such as for
getting discount in purchasing products. If the ticket has been
verified, it can be used until the ticket expired. The cloning case can
occur in two different ways which is depending on the ticketing
system design. The goal of the ticket cloning is to share the ticket
until its expiration.

Use Only Single ID: Each contactless smart card chip has a unique
ID. The ID is needed for collision avoidance during the process of
contactless reading [1, 12] The ID could be used for identification as
it is unique. There is neither encryption nor authentication to read
the ID with the NFC reading device. An attacker can capture or copy
the unique ID to gain access to the ID since only one ID is used.
Spoofing: Attacker can spoof the tag content by supplying false
information such as fake domain name, false URL or email [3].
Smart poster URI spoofing allows for attacks against web browser,
URLs and mobile telephony services using SMS URIs, telephony
URIs and etc [14].

Phishing: Phishing attacks could easily be performed when the NFC
tags were modified or replaced with the other tags. Phishing in NFC
is done by social engineering. Attacker tries to mislead NFC users
by social engineering. If the tags are altered, it is easy to deceive the
users to reveal their personal information by mislead them into
malicious applications [1, 12].

Relay Attack: Both standards 1SO14443 and 1SO18092 are open to
relay attacks which can neither be recognized by the card nor by the
reader [1, 15, 16]. Smart card functionality could be relayed if the
battery of NFC device is removed. When the battery is removed, the
communication could not be occurring unless the functionality
without the device being powered on should be considered. The
attack can be achieved by using Application Protocol Data Unit
(APDU) commands [3]. Malicious application can get the APDU
commands from network socket. A basic relay attacks system that
builds using two devices such as ghost and leech [17] The ghost is a
device that fakes a card to the reader; meanwhile the leech is a
device that fakes a reader to the card. Bidirectional communication
channel was created by the ghost and leech and providing
transparent communication channel through reader and tag.

Data Corruption: Data corruption may happen if the data
transmitted over an NFC interface are modified by attacker [11, 18].
The data corruption can be considered as denial of service when the
attacker changes the data into unrecognized format. The
communication between user and receiver can be disturbed. If the
data stored on NFC tag is corrupted, the tag will be useless and the
device need to retrieve the data again. Data corruption can be
performed by malicious software that running on a smartphone.
Data Modification: The attacker can manipulate and change the
actual data to incorrect data especially during data transmission of
NFC devices [11, 18]. The manipulated data could be received
during the data transmission between NFC devices. This type of
vulnerability requires expertise from the attackers in the field of
wireless and radio communication which can handle the amplitude
modulations of the transmission.

Data Insertion: Any unwanted data can be inserted by attacker in
the form of messages especially during data exchanged between
NFC devices [11, 18]. The attacker needs to respond to the device
before legitimate device wants to establish its communication. The
received data would be corrupted when both devices of legitimate
and spoofed transmit data at the same time.

Denial of Sevice(DOS): DOS attack in NFC happens when there is
incoming of continuation of flooding access request to NFC secure
chip and malicious application in mobile phone [1, 12]. The function
for access the secure chip will be locked until attacks stops to send
massive asking message. All the installation process of the
application will be aborted. At that time, the secure chip could not be

used for transaction and it may lose its function. Besides that, DOS
could happen when NFC device is touched with empty tag [1].
When the empty card of NFC is touched to NFC reader, there is
possible a flooding error messages to occur that can affect NFC
devices or services to go into suspended status.

Next, various techniques regarding Risk Assessment and MCDM
methods will be discussed in Section I11.

3. Risk Assessment & Multi-Criteria Decision
Techniques

In this section, risk assessment and MCDM techniques will be
discussed. Comparison between various types of risk assessment and
multi-criteria decision making is done thoroughly.

3.1 Risk Assessment Methods

Risk assessment is a scientific and technologically based process
which consisting steps of risk identification, risk analysis and risk
evaluation [19].

Table 1: Risk assessment method/tool Comparison

Method Description Advantages Disadvantages
CVSS An open framework | Usable by anyone, Does not reduce
[20] for communicating | easy to understand number and
the characteristics and can be improved | severity of
and severity of by anyone to score possible attack
software vulnerabilities [21]. [22].
vulnerabilities [20].
OCTAVE | A methodology for | Help a large Large and
[23] identifying and organizations with complex as
evaluating 300 or more many
information employees [23]. worksheets and
security risks [23]. practices to
implement [22].
TRIKE A conceptual Good as In experimental

communication
methods [24].

[24] framework that use
for security

stage as not
been fully

auditing which Designed to tested against
view from risk support automation real systems
management to the greatest [24] [24].
perspective [24].
STRIDE A classification STRIDE look for can be very
[25] scheme for threats and consider challenging and
characterizing the effect the threats | frustrating to
known threats [19] categorize
(spoofing identity, threats using
tampering with STRIDE [25].
data, repudiation,
information
disclosure, DOS
and elevation of
privilege) [22].
TARA Risk assessment Analyse and Only list of
[26] methodology that prioritize the most likely possible
was developed by critical risks and attack. [26]

narrow down to
most likely attacks.
[26].

Intel Information
Technology (IT)
[26].

Table 1 displays the example of risk assessment method based on its
advantage and disadvantages.

Accordingly, CVSS stand as the best option for risk assessment due
to the fact of its capability which is focused in calculating various
different types of scores such as temporal, base and environment.
This is applicable to be adopted as a risk assessment for a
technology based applications such as NFC. Meanwhile, OCTAVE
only focuses on organizational risk as it is designed for organizations




International Journal of Engineering & Technology

301

instead of technological risk and, it is hard to implement because
there are many practices that need to implement. Although, CVSS
does not reduce the number of attack, it evaluates the attacks with
rating score.

3.2 Multi Criteria Decision Making (MCDM) Methods

MCDM is a decision making technique that make best decision
among a set alternative decisions [27]. The aim of MCDM is to rate
and determine the priority among different alternatives of decisions.
MCDM for risk assessment have been applied to solve many issues
of risk in e-business development, software development, healthcare
and etc. Based on study, AHP and MACBETH support pairwise
comparisons between criteria and options but AHP is evaluated on
ratio scale while MACBETH use interval scale. TOPSIS can be used
when only ideal and anti-ideal options are required. ELECTRE and
VIKOR are based on similar principles on concordance analysis
such as consideration of a certain global measure (concordance and
global utility) and the other minority criteria is not too strong to
oppose (non-discordance). SMAA determines if the information of
decision is accurate as to protect wrong decision due insufficient
information.

For MCDM method, [28] describes that application of AHP as a
highly flexible and powerful method for a guidance to those who
responsible in making decisions especially for better implementation
of information security policy. So, AHP is selected because it able to
handle larger problem and has control on the consistency of
judgment while comparing to TOPSIS that has difficulty to keep the
consistency of judgement. [29] SMAA able to handle flexibly the
whole range of uncertain, imprecise or partially missing information
and provide accurate information for decision making. So, SMAA is
selected because it can handle ignorance in parameter values through
probability distribution or ordinal information such as ranking
information. 10 security attacks that have been listed previously
happen in NFC payment application and those attacks are evaluated
using a risk assessment method, ETSI TISPAN TVRA and an
MCDM method of SMAA-TRI that resulted on risk acceptability for
each security attack in NFC.SMAA-TRI produces category
acceptability indices for all pairs of alternatives and categories by
allowing uncertainty on parameter values [30]. Past research had
presents a CVSS risk level estimation model to estimate security risk
level by combining frequency and impact estimates from CVSS
[31].

4. Research Methodology

A case study for each security risk is designed and included in the
survey questionnaire. The purpose of the survey is to evaluate the
vulnerability by using the risk assessment method. Then, the
interview is conducted as to achieve the objective of this research
which is to gain views from NFC experts in the NFC security for
this research.

There are 32 participants involved in the survey and 2 individual of
NFC experts for the interview. All the participants are
knowledgeable in the security field. This include 2 employees of a
well-known NFC organisation which tackle the NFC technology
development and maintenances of high end projects. The risk
assessment process for this research has been designed by referring
to [19], risk assessment framework that provide risk determination
and control measures. The security risks of NFC in this research are
determined by evaluation of CVSS and SMAA-TRI method. After
the higher risk is determined through the evaluation, a few of
preventive measures are suggested to avoid the security risks

according to the study. AHP method is used to select the best
preventive measures for the risk.

5. Result and Discussion of Risk Assessment
Analysis

This section describes the result and discussion on the risk
assessment in the research.

5.1 Likelihood and Impact Estimation of Vulnerabilities
using CVSS

Likelihood estimation is calculated using base metrics group and
temporal metrics group of CVSS meanwhile impact estimation is
calculated using base metrics group and environmental metrics
group of CVSS [31]. The result of likelihood and impact estimation
are derived from survey data that requires respondents to evaluate
each case study for each security risk. There are ten case studies are
designed for each security risks that identified in the research. The
data of the survey is composed into discrete probability distribution
that assigned probabilities for each individual outcome for each
rating group of Low, Medium and High of CVSS. In order to respect
the score inputs from all participants, the scores are aggregated in a
probability distribution since the participants score the CVSS with
different values for each CVSS metric. The process to calculate the
probability, P(x) is presented as follows [32, 33]:

(i) Step 1: Determine total n value, ¥, g4y, for each rating group

(Low, Medium, High) and total number of participants, N

(ii) Step 2: Calculate probability using equation,

_ anraup

P(x) = =t @)
After the probabilities for each rating group are calculated, the
SMAA-TRI method is used to calculate and produce category
acceptability indices for all pairs of alternatives and categories. The
SMAA-TRI method is calculated and simulated through JSMAA, an
open source JAVA program that implement the SMAA-TRI method.
The results for the SMAA-TRI method are displayed in Table 2 and
Table 3 and illustrated in Figure 3 and Figure 4.

Table 2 displays the results from the likelihood estimation for each
case study. There are many case studies that evaluated from survey’s
participants are categorized in Medium as they are likely to occur in
NFC according to participants’ evaluation. The case studies that
evaluate in Medium category are included eavesdropping (0.7628),
modified data (0.8135), spoofing (0.9282), ticket cloning (0.7684),
relay attack (0.7227), phishing (0.7227), using a single ID (0.8214)
and insertion of unwanted data (0.5201). There are 2 case studies
that most likely to occur in NFC, in High category, according to
participants evaluation which are DOS attack (0.7438) and data
corruption (0.512).

Table 2: Likelihood estimation for each case stud

Alternatives Low Medium High Likelihood
Eavesdropping 0.0758 0.7628 0.1614 Medium
Data corruption 0.0000 0.488 0.512 High
Modified data 0.0000 0.8135 0.1865 Medium

Spoofing 0.0000 0.9282 0.0718 Medium
Ticket cloning 0.0353 0.7684 0.1963 Medium

DOS 0.0000 0.2562 0.7438 High
Relay attack 0.0160 0.7227 0.2613 Medium
Phishing 0.0801 0.7227 0.1731 Medium
Using Single ID 0.0369 0.8214 0.1417 Medium
Insertion of unwanted data | 0.0000 0.5201 0.4799 Medium
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Table 3: Impact estimation for each case study

Table 4: Risk level for each case study

Case Study Likelihood Impact Risk
Eavesdropping Medium Medium Medium
Data corruption High High High
Modified data Medium Medium Medium

Spoofing Medium Medium Medium

Ticket cloning Medium Medium Medium
DOS High High High

Relay attack Medium Medium Medium

Phishing Medium Medium Medium

Using Single ID Medium Medium Medium

Insert of unwanted data Medium Medium Medium

Alternatives Low Medium High Impact
Eavesdropping 0.0849 0.7537 0.1614 Medium
Data corruption 0.0000 0.4581 0.5419 High

Modified data 0.0000 0.7955 0.2045 Medium

Spoofing 0.0000 0.9282 0.0718 Medium

Ticket cloning 0.0438 0.7165 0.2397 Medium
DOS 0.0000 0.2562 0.7438 High

Relay attack 0.0160 0.7227 0.2613 Medium

Phishing 0.0900 0.7369 0.1731 Medium

Using Single ID 0.0476 0.8545 0.0979 Medium

Insert of unwanted data 0.0000 0.5373 0.4627 Medium

Table 3 displays the results from the impact estimation for each case
study. The case studies that are likely to happen in NFC are included
eavesdropping (0.7537), modified data (0.7955), spoofing (0.9282),
ticket cloning (0.7165), relay attack (0.7227), phishing (0.7369),
using a single ID (0.8545) and insertion of unwanted data (0.5373).
There are 2 case studies that most likely to occur in NFC according
to participants evaluation which are DOS attack (0.7438) and data
corruption (0.5419). The acceptability of likelihood and impact are
calculated from the participants’ evaluation of case studies in the
online survey.

Impact acceptability
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Fig. 4: Impact acceptability

5.2 Risk Assessment Analysis Outcome

The risk level in Table 4 is determined by likelihood and impact
estimation (Table 3 and Table 3) since risk is a function of
likelihood multiply with impact. From the result of the risk
assessment process, there are two case studies that have higher risk
which are data corruption and DOS attack. Case studies for data
corruption and DOS attack display high likelihood and impact which
indicate that the case studies have high risk. The other case studies
such as eavesdropping, modified data, spoofing, ticket cloning, relay
attack, phishing, using single ID and insert of unwanted data are
categorized into medium risks as they have medium likelihood and
impact.

The results in Table 4 are concluded by the evaluation results from
the participants of the survey. Different participants involved could
have impacted the results on the risk determination as each
participant has their own interpretation to evaluate for each case
study, so there is a possibility that likelihood and impact are rated as
low, or likelihood is rated high and impact is rated as medium, or
vice versa.

6. Dos Attack & Data Corruption Attack
Countermeasures & Selection Using Mcdm

Data corruption involves data manipulation as attacker disturbs the
NFC communication or transmission through NFC interfaces and
devices. Since data is corrupted, the data is unreadable to other NFC
devices. Data corruption can be prevented as NFC devices can check
and observe the radio frequency field while transmitting data. This
attack can be detected because higher power is needed to corrupt
data than sending data, so NFC devices can detected any sending
data that use power significantly higher during data transmission
[34]. DOS attack occurred when an NFC device touches empty or
corrupted NFC tag and error messages will occupy the NFC devices
until suspended. It also could happen from malicious application in
NFC-enabled smartphone [12]. The preventive measures to
minimise the risks of data corruption and DOS attack are by signing
tags appropriate encryption technique, using cryptographic tag
authentication protocols and establish secure channel between NFC
devices [3, 18]. Securing NFC channel is a best approach to secure
NFC communication and defend against all types of attacks on data
during communication [11].

6.1 MCDM Analysis is AHP Approach

AHP method is used to select the highest priority of NFC risk
countermeasures. AHP is used to develop priorities for alternatives
and the criteria is used to judge the decision alternatives. AHP
procedure consists of [35]:

(i) Step 1: Develop the weights for the criteria by developing
a single pairwise comparison matrix for the criteria;
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(i) Step 2: Develop the ratings for each decision alternative
for each criterion by developing a pairwise comparison matrix;
(iii) Step 3: Calculate the weighted average rating for each

decision alternative. Choose the one decision alternative with the
highest score.

The pairwise comparisons are used to establish relative priority for
each criteria against criteria or even against decision alternatives. It
uses the AHP scale rating from equal importance to extreme
importance as shown in Table 5.

Table 5: Scale rating using AHP

channel also more important than using the protocol. Meanwhile,
using the protocols is slightly important than signing tag with
encryption. The priority to establish a secure channel is 0.7172,
using the protocols is 0.1947, and using a tag with encryption is
0.0881.

Table 6: Overall priority of AHP calculation to select preventive measure

Alternatives | Confidentiality | Integrity | Availability | Overall priority
P1 0.7611 0.7503 0.7172 0.7429
P2 0.1663 0.1714 0.1947 0.1775
P3 0.0726 0.0782 0.0881 0.0796

Scale (Intensity of importance) Explanation

Equal importance

One is slightly important to the other.

One is important to the other.

One is very much more important to the
other.

~ |o|w|~

One is absolutely more important to the

. other.

2,4,6,8 When compromise is needed

A decision hierarchy had been designed to decide the highest
priority of NFC countermeasures as presented in Figure 5. On the
comparison to provide confidentiality, establishing secure channel is
very much more important than using cryptography and
authentication protocol. Establish a secure channel also absolutely
more important than using the protocol. Meanwhile, using the
protocols is slightly important than signing tag with encryption.

Select risk
preventive
measures

[Cmﬂdmti&lﬂv} Waﬂw} [AvailabilityJ Crteria

|

Goal

Establish Using Signing tag
secure channel cryptograpictag | | appropriate Alteratives
between NFC authentication encryption

devices protocol technique

Fig. 5: Decision hierarchy to select preventive measure of data corruption
and DOS attack

The priority resulted from the comparison shows that establish
secure channel have priority is 0.7611, using the protocols is 0.1663,
and using a tag with encryption is 0.0726.0n the comparison to
provide integrity, establishing secure channel is very much
important than using cryptography and authentication protocol.
Establishing a secure channel also absolutely more important than
using the protocol. Meanwhile, using the protocols is slightly
important than signing tag with encryption. The priority to establish
a secure channel is 0.7503, using the protocols is 0.1714, and using a
tag with encryption is 0.0782. On the comparison to provide
availability, establishing secure channel is more important than
using cryptography and authentication protocol. Establish a secure

The AHP overall priority for each alternative in Table 6 is calculated
with all the pairwise comparison of alternatives with respect to CIA.
The highest weight or priority that obtained through the AHP
calculations is to establish a secure channel that has a priority of
0.7429 which is 74.29%. Preventive measures such as using
cryptography and authentication protocol has priority at 0.1775
(17.75%), signing tag appropriate encryption techniques has priority
at 0.0796 (7.96%). Thus, from the overall priority, establish secure
channel has higher priority at 74.29% that makes it is the best
solution for risk countermeasures to prevent data corruption and
DOS attack in NFC.

From the AHP result, the solution to prevent data corruption and
DOS attack is to establish a secure channel which has the highest
priority of 74.29%. From the study, securing channel in NFC
communication is the best way to prevent all type of attacks,
eavesdropping and also included to protect from DOS attack [18,
34]. Protocols that could be used to establish secure channel in NFC
are Diffie-Hellman (DH) based on RSA or Elliptic Curves
Cryptography (ECC) [18]. Asymmetric keys like 3DES or AES for
key sharing and provide confidentiality, integrity and authenticity.
From interview data that obtained through research, the NFC
participants suggested to use 3DES or AES algorithm for a shorter
transaction which is shorter response time, and RSA is applied when
longer time of transaction is needed. An AHP method has been
approached to weight and score the priority among the cryptography
algorithms. The factors or criteria have been considered for the AHP
method such as key size, speed, complexity, security and cost. The
alternatives for the AHP method are the cryptography algorithms
such as AES, 3DES, RSA, Diffie-Hellman (DH), and Elliptic Curve
Cryptography (ECC).

The highest priority for key agreement protocol is using ECC which
has priority at 0.788 (78.8%) than DF that has priority at 0.212
(21.2%). Meanwhile, the highest priority to use key sharing
technique is using AES which has priority at 0.761 (76.1%), 3DES
at 0.183 (18.3%), and RSA at 0.056 (5.6%). All the priority vector
for each alternative have been considered by taken into factors such
as key size, speed, security, complexity and cost. From decision
making of AHP, for key agreement protocol, ECC is the best key
agreement protocol compared to DH because it has shorter key size,
faster speed, more secure and cheaper in cost, although ECC is more
complex than DH. For key sharing algorithms, AES is chosen as the
best algorithm because it uses low key size, has faster speed than
other algorithms, more secure, less complex, and cheaper in cost.
Meanwhile, RSA is the worst among AES and 3DES because it use
longer key size, that make its speed become slower, less secure, has
complexity and expensive in cost. Thus, ECC and AES are the best
solution to establish secure. Based on the finding to establish a
secure channel in the NFC, the cryptography algorithms that selected
from the AHP approach in this research are similar and correlated to
ECMA-386 standard. The ECMA-386 standard specifies
cryptographic mechanisms to use the elliptic curve Diffie-Hellman
(ECDH) protocol for key agreement and the AES algorithm for data
encryption and integrity as to establish secure channel in NFC [36].
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7. Case Study — Multi-Factor Identification
Attendance System (Midas)

After risk countermeasures are determined from AHP approach, a
solution guideline is proposed by designing a secure NFC
application architecture to prevent the most likely security attacks
that could happen in NFC. The existing NFC touch and go
application that has been selected is Multifactor Identifications
Attendance System (MIDAS) [37]. The aim of using a case study for
NFC touch and go application is to prevent data corruption and DOS
attack using MIDAS as solution essential. MIDAS is a prototype of
attendance system for university that using NFC and authenticate
biometric via face. It can be accessed through web-browser and
Android based mobile application. The target users of this system
are included student and lecturer in university. Student use NFC card
as student’s identity card and NFC-enabled smartphone to take
attendance. Lecturer only can check students’ attendance in MIDAS
system using smartphone or internet browsers. The devices that are
used in this system are involved NFC-enabled smartphone for face
authentication and mobile application, NFC card as student identity,
NFC reader to scan and read NFC card and computer laptop as local
server and NFC reader application.

ECC cce
A1 . L N
< Secure channel > < Secure channel >
5 A ¥ N O
—

NFC reader

Local server NFC card/

smartphone

AES (data encryption)
DI et SO > B

Fig. 6: Secure channel in MIDAS

Secure channel of NFC devices are establish from the interaction of
NFC devices. Figure 6 shows secure channel that establish in the
proposed NFC-enabled smartphone architecture of MIDAS
prototype. All the channels between NFC devices are secure using
ECC protocol and AES provide data encryption between the NFC
card or smartphone to local server. NFC reader acts as a pinpoint to
pass the data from NFC card to local server. All the communication
channels between NFC-enabled smartphone, NFC reader and server
are secured.

8. Conclusion & Future Work

There are two contributions in this research: (1) Based on significant
of the study and research method, the likelihood of NFC security
risks had been determined by evaluating the risks using the risk
assessment method. Through the evaluation, the highest risks that
had been determined are data corruption and DOS attack. The other
security risks from the study had been classified as medium risks. (2)
A guideline of solution is proposed using MIDAS system (a touch
and go application) to secure the NFC application. From the findings
in this research, ECC and AES algorithms are the best techniques to
establish a secure channel in the NFC as well as to prevent data
corruption and DOS in NFC. We found that the findings, results of
cryptographic algorithms are similar and correlated to ECMA-386
standard for NFC cryptographic mechanism.

The limitation of this research involves the number of participants
that participate in online survey and the number of NFC experts. The
outcome results from risk assessment process is correlated to the
number of sampling size. Different sampling size or group can
impacted the outcome results. For further research, different risk

assessment method can be used to evaluate the security risks in
NFC. Other MCDM methods can be considered to implement in this
research as to decide the best solution to prevent security attacks.
Besides touch and go application of NFC, other NFC application can
be tested as to determine the likelihood of its security risks.
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