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Abstract

The direct and two-way communication between energy suppliers and high-frequency smart meters enables the suppliers to implement
dynamic pricing and manage demand response. Fine-grained monitoring of energy consumption also helps consumers improve their
energy profile. This granularity, however, may impose a threat on household privacy. Detailed profile of energy usage can be mapped
into detailed profile of daily activities. Many proposals attempted to mitigate this problem and introduce privacy-preserving smart meter-
ing. The main approach is to process meter data before they are sent to the energy provider, through de-identification, aggregation or
encryption. This processing can take place locally on the smart meter itself, or through a trusted third party. Such solutions suffer from
increased smart meter complexity or increased infrastructure complexity, which may render them unacceptable. The idea described in
this paper aims to avoid those drawbacks by proposing a new architecture to implement privacy-aware metering. The proposed approach
employs the concept of software-defined networking (SDN) to manage smart-meter data in a separate control layer inside the home net-
work. Leveraging the concept of SDN puts the control back in the hands of the consumers to manage their own privacy via SDN applica-

tions, and relieves the supplier from enduring extra complexities.
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1. Introduction

Smart meters are key components in the emerging smart grid ar-
chitectures. These measurement tools enable timely, accurate and
reliable monitoring of electrical power consumption, which feeds
into fast and efficient management of electrical power distribution
on the side of energy providers. They also empower the consum-
ers with important data to control their consumption. This precise
and real-time load monitoring of user consumption makes smart
meters a powerful tool for the purpose of tracing, analysing and
profiling user consumption of electrical energy.

This very same ability to produce fine-grained profiles of power
usage creates a new issue that is gaining more attention by the
research community and privacy activists. People started to notice
that the fine-grained data on the use of power can threaten the
privacy of the household, because the data from load monitoring
can be traced back to the type of electrical appliances they have at
their home and their overall daily life routines [1]. Such data can
be exploited by third party companies for their interest, either
through the utility company or via hacking, without consent from
smart meter users. Few research works have already shown that
user activities can be exposed from smart meter data at various
levels of granularity, down to the point of revealing the TV show
that the household have watched [2].

Addressing this privacy issue is in the most interest of both the
users of smart meters as well as the utility companies, as this con-
cern can be one of the reasons for reluctant users and hence low
deployment rates. Assuring the users of their privacy is expected
to enhance their acceptance of the new meters. Indeed, the prob-

lem of smart-meter data privacy has led to the introduction of a
surge of proposals under the name of privacy-aware smart meter-
ing, as well as dedicated websites to spread awareness on the issue
(e.g. [3D.

Privacy-aware smart metering is a concept of managing smart
meter data with various techniques to ensure that only sufficient
amount of smart meter data will be exposed to utility providers.
There are many available proposals to preserve privacy for smart
meter data, including data aggregation, data anonymization, and
data encryption. The proposed manipulations of data are usually
executed on the consumer end before sending the data to utility
providers for the purpose of billing and monitoring. This concept
however often involves other trusted third parties (TTPs), with
consumers’ consent, to manage their smart meter data.

The problem with all these proposals is that they do not consider
the consumers themselves when designing a solution, and hence
the users have no control over the amount or type of manipulation
that is applied to their smart meter data. In addition, such solutions
suffer from two main issues: (1) increased smart meter complexity
to cater for the required heavy processing, or (2) increased infra-
structure complexity because of introducing TTPs to the meter-
supplier communication. Both problems might render privacy-
preserving solutions unacceptable by the industry due to compli-
cated instalment, setup, and maintenance processes.

The aim of this paper is to introduce a new approach to address
the problem of privacy-aware smart metering, and avoid the above
drawbacks at the same time. The proposed approach relies on the
emerging paradigm of software defined networking, SDN, to shift
the task of managing smart meter data into the hands of the home
user through the mechanisms defined by SDN. Software defined
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networking allows network functions to be programmed and de-
livered to users via applications. Extending on this concept, smart
meters can now be regarded as network devices, and users can be
provided with an SDN application to select the type of manipula-
tion to the smart meter data. This solution requires that the smart
meter sends its data to the local network instead of broadcasting
them to the utility network, but it avoids all other requirements by
existing solutions; no TTPs are involved, no custom processing is
performed on the smart meter and the users are back in control of
their own data.

The focus of this paper is not on the particular manipulation tech-
niques and implementation details. Rather, our objective here is to
introduce the general idea and explain the layout of the new ap-
proach with an exemplary deployment setup that can be followed
in future implementations using any available or novel data proc-
essing technique and any specific SDN controller/framework. To
the best of our knowledge, this is the first proposal that exploits
the power of SDN in implementing privacy-aware smart metering.

2. Background and Related Work

The theme of this paper is to address the problem of smart meter
privacy issues using the concept of SDN. This section provides a
brief background on the two main components, smart meter priva-
cy issues and SDN. In addition, selected references from the most
relevant works on privacy-aware smart metering are cited.

2.1. Smart Meters and Privacy

The wide deployment of smart meters led to an increased concern
on their implications to consumer privacy. High frequency smart
meter data can reveal information on the energy consumption
behavior of users, including complex usage patterns such as home
occupancy, sleeping routines, eating routines, end even multime-
dia content [1], [4]-[6]. In response to these concerns, protection
of user privacy in smart meter deployments became a hot problem
generating a whole literature on privacy-aware smart metering.

A large number of privacy preserving techniques has been pro-
posed, and several works have attempted to survey and classify
those techniques (e.g., [7]-[10]). In general, two main approaches
can be recognized [11]. One approach is to modify the energy
consumption itself, for example, using storage devices, renewables
and uninterrupted power supplies and then to filter or reduce sam-
pling rate of the measurements. The other approach is to keep the
real energy consumption, and modify meter data before being
reported to energy providers. In this paper, we are following the
latter approach.

Modifying meter data to preserve privacy can be achieved in many
ways, broadly falling into one of three categories. Smart meter
data can be anonymized through de-identification techniques with
or without the presence of a TTP (e.g. [1], [12]-[14]), aggregated
spatially over a group of users or temporally over periods with or
without TTP [15]-[17], or obfuscated, e.g., by adding noise [15].
Anonymization and aggregation can be implemented with or
without the presence of an independent trusted third party. Further,
these techniques can also be augmented with cryptographic
measures [18]-[22].

2.2. SDN

Software Defined Networking (SDN) is a new approach for com-
puter networking that changes the way computer networks are
built and controlled [23]-[25]. The concept of SDN started to be
formulated in academia (by a group of Stanford researchers) in
2008 to address the challenges in managing networks today. Cur-
rent network devices are typically products of proprietary vendors,
and they combine the basic function of forwarding packets along
with proprietary software to control that function as well as pro-
prietary interfaces to configure the devices for higher-level poli-

cies. Consequently, the management of networks is closely bound
to the individual hardware devices that make up the networks,
which in turn are proprietary products of individual vendors.
Similar to the situation in the computing industry, in which the
hardware that performs the actual computing (e.g. servers) is sepa-
rate from the software that dictates that computing (i.e. operating
systems and applications), the basic idea behind SDN is to sepa-
rate the actual forwarding function, which is performed in hard-
ware (collectively named as the forwarding or data layer of the
network) from the management of those functions, which can be
expressed in software (collectively named as the control plane of
the network). This separation of concerns promises to create a
more flexible network architecture that allows for more innovation
and eases the daunting task of network management.

The core architecture of SDN is shown in Figure 1. The original
design of SDN comprises three layers and the interfaces between
them. The three layers are the infrastructure, controller and appli-
cation layers, and are often termed as planes. Referring to Figure 1,
the infrastructure plane at the bottom contains the network devices
that perform packet forwarding, i.e. switching and routing; hence,
it is also called the forwarding plane. The software that is used to
program the forwarding plane resides in the control plane. This
software implements protocols to control and manage packet for-
warding as well as high-level policies. Many of these protocols
require global knowledge of the network. In a traditional network,
each network device such as a router has its own control plane that
runs protocols to synchronize the distributed forwarding tables on
different devices across the network. In SDN, the control plane is
moved off the switching device onto a centralized controller.
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Fig. 1: Basic Architecture of SDN.

The software running on the control plane can instruct the network
devices to send network packets to the controller platform before
forwarding to the destination. Any kind of processing can be per-
formed on the data in this way using software running on the con-
troller platform (thus, the software-define notation). Controllers
are very similar to the concept of an operating system in the com-
puter industry, which introduces the possibility of running net-
work applications on top of the controller in the same way operat-
ing systems run computer applications (the upper layer in Figure
1). This possibility allows for a diverse and flexible utilization of
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the central controller to dictate different types of processing or
manipulation to network traffic. The idea in this paper builds upon
this basis.

Although the primary application of SDN was large networks in
big datacenters, there is a growing literature on applying SDN in
home networks. The application of SDN for privacy-aware smart
metering perfectly fits this category of software defined home
networks [26].

3. The Proposed Approach: SDN as a Solution

In this section, we present the main idea and a suggested deploy-
ment setup for the use of SDN as a solution to implement privacy-
aware smart metering. This section contains the main contribution
of the paper.

3.1. The Basic Concept

Unlike all other proposals, this paper suggests to (partially) put the
control into the hands of the consumers besides the utility com-
pany, but not in the hands of any trusted third parties. One way to
realize this vision is to consider the smart meter as one of the net-
worked devices that belong to the household, and hence should
send its data towards the home router, not outwards. In this case,
the home network would manage the data traffic from the smart
meter towards the utility company or any other third party.

The idea here is that the home network can somehow manipulate
the smart meter data before forwarding them outward, so that only
coarse-grained details can reach the outside. Further, it is desired
that the type of manipulation can be selected by the household,
thereby putting the control of what to send in their hands. This
ability is not common in today’s networks, and implies the ability
to somehow program the network to perform the required manipu-
lation and then forward the filtered and processed data.
Fortunately, the idea of programmed networks (under the name of
SDN) has already emerged and gained great momentum in the
networking community, where networks can be configured and
controlled by software. Using software to control the network
enables the ordinary user to manage certain aspects of the network
through user-friendly applications. The main novelty in this pro-
posal is to apply this very concept of SDN to the problem of pri-
vacy-aware smart metering

3.2. Overall Architecture

A basic architecture to realize the concept of using SDN in im-
plementing privacy-aware smart metering is shown in Figure. 2.
The SDN part in the figure comprises three components: an SDN-
enabled router, an SDN controller, and an SDN application that
can run on the same computer as the controller or on a separate
PCllaptop. In an SDN environment, these components are used to
manage the local home network. The smart meter now is but an-
other node in the home network and thus connects to the home
router. The utility provider receives all data through the home
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Fig. 2: The overall archltecture of the proposed approach.
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3.3. Suggested Implementation Setup

Based on the basic architecture in the previous section, the follow-

ing setup is suggested to deploy the proposed solution:

e Connect the smart meter to the SDN router in the home, so that
traffic from the smart meter will be forwarded to SDN control-
ler not to the company network.

e Choose an aggregation algorithm to process smart meter data
and write an SDN application to implement the algorithm.

e Build a GUI for the user to select what data can be sent and
forward only those data to the utility company network.

This setup is illustrated in a more concrete form in Figure 3. The

detailed numbered steps are listed in Figure 4.
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Fig. 3: How SDN application works to protect smart-meter data privacy.

1. Data packets from the smart meter are sent to the router as from any other
end-user network device.

2. A flow entry in the router dictates that any packet with a source address
that matches the smart meter be directed to the SDN controller.

controller.

3. Based on the flow rule above, smart meter data are forwarded to the ]

(4. A listener API in the controller notifies the SDN application of packets
arriving from the smart meter. The packets are forwarded to the application
| @ messages.

s N

5. The application extracts the payload of the arriving packets from the smart
meter. Based on a time interval, a predefined data size or number of packets.
the application accumulates the smart meter readings and then applies an
aggregation method on the combined data.

6. The aggregated data are sent as normal network traffic from the
application directly to the utility company.

Fig. 4: How SDN application works to protect smart-meter data privacy.

4. Discussion and Conclusions

This paper introduces a novel application of SDN to the problem
of preserving privacy in smart metering. The purpose of the paper
is to layout and explain the general approach, leaving the actual
deployment details for further implementations. This approach
still utilizes smart meter data manipulation (SMDM) techniques,
and can adopt any existing or new manipulation method. The nov-
elty of the approach is to exploit the emerging paradigm of soft-
ware defined networking to integrate smart metering and allow for
few unique benefits.

On the one hand, deploying SDN and integrating the smart meter
in the home network avoids the need for trusted third parties and
all associated infrastructure to support their role in smart metering.
It also avoids the requirement of physical equipment such as re-
chargeable batteries and uninterruptable power supplies needed by
solutions that attempt to shape the users consumption to protect
their privacy. For solutions that manipulate smart meter data, the
proposed approach shifts the processing from the smart meter to
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the SDN application, removing the need for any complexity on the
smart meter itself. These benefits relate to reducing the complexity,
and hence the cost, of deploying privacy-aware smart metering,
and subsequently increase its acceptance by utility companies.

On the other hand, improving the protection of consumer data and
enabling the users to control what data are sent on their consump-
tion behaviour can ensure greater acceptance of smart meter de-
ployment by the consumers. This is an important target that can
accelerate the path towards the full potential of smart metering.
There are, however, a couple of limitations that can restrict the
acceptance of the proposed approach. First, this solution assumes
an SDN-enabled home network, which is completely feasible from
a technical perspective at this point, but is still not the mainstream
networking technology in homes. Second, this approach requires
the utility companies to relinquish their full control over smart
meter data and accept to receive the data after some processing or
manipulation. This limitation, however, is not specific to the pro-
posed approach, and is common with other privacy-aware smart
metering solutions. This is not a trivial problem, and it may be
subject to regulatory policies besides utilities” approval. The actu-
al model on which everyone can agree is an open research issue.
Finally, few pointers are in order for our next steps. Validating the
proposed approach can be done either via simulation, for example
using the Mininet network emulator [27], or through testbed im-
plementation. In either case, the smart meter can be replaced by a
stream of metering data, which can be obtained from research-
based open datasets such as [28], [29]. The SDN-enabled router
can be implemented using the Open vSwitch soft switch [30] em-
bedded in the simulator, or using one of OpenWrt-powered routers
[31]. Another alternative is to use special OpenFlow (an SDN
protocol) switches such as Zodiac FX [32]. Many open source
controllers are available to select from, while the application has
to be written against the chosen controller to implement the data
manipulation algorithm.
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