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Abstract

Background/Objectives: Increasing use of UAVs causes many social problems. The purpose of this paper is to develop drone-jamming
technique that protects social safety against indiscreet and illegal use of UAVs

Methods/Statistical analysis:First, we analyze the frequency hopping pattern of the commercial drones in order to design jamming
system. Specifically, the instantaneous Tx frequency is detected within several micro seconds. Therefore, the frequency analyzer tracks
the communication frequency of the drone that changes every hop. After that, it transmits a strong jamming signal to the corresponding
frequency, thereby disrupting the communication of the drones. All these procedures are completed in one-hop period, which enables
reactive jamming.

Findings: As commercial drones become widespread, drones are often used for malicious purposes. One example is the problem of
drones flying into restricted areas. In this paper, we propose reactive jamming to disable unauthorized drones. The proposed method is as
follows. When a jamming signal is transmitted to drones that use FHSS communication, the communication between the drones and the
controller is disabled. In this case, we confirmed that the drone was switched to failsafe mode, and the connection to the drones was
disabled on the controller screen. When the transmission of the jamming signal is turned off, the communication between the controller
and the drone is connected again. When using the reactive jamming technique proposed in this paper, it is possible to prevent bomb
terrorist, unauthorized reconnaissance, narcotics smuggling etc.

Improvements/Applications: The conventional jamming method transmits a strongwideband interference for frequency hopping
signals.The proposed reactive jamming technique, however, transmits a relatively weak interference signal to the narrow band to disable

the frequency hopping communication.

Keywords: Reactive jammer, Commercial drone, Frequency hopping spread spectrum, Anti drone, real-time jammer

1. Introduction

Unmanned Aerial Vehicle (UAVs), commonly known as aerial
drone is widely used for commercial and military environments
[1]. UAV often refers to the shape of airplanes and helicopters that
can fly and adjust through radio waves, rather than maneuvering
directly on board.The first form of drone was invented in Austria
in 1849 to Bombing by Balloon. Itwas used in the fight against
Venice which was a system of blowing a hot air balloon with a
bomb[2]. During the initial development phase of drone, it was
developed for military use. But now it is used in various
commercial fields. The dronesare classified as follows: Military
drones for reconnaissance and attack purposes used in warfare,
Commercial drones used throughout society such as leisure,
broadcasting photography, observation, parcel delivery service,
agriculture, recreation[3-4]. The worldwide market size of UAVs
is expected to grow to about 5.2 billion dollars in 2010 and about
11.2 billion dollars in 2022[5].Among them, commercial drone
market is about 500 million dollars in 2016, and it is forecasting
that it will grow annually on average 19% or more each year, and
will expand to 3 billion dollars in 2022[6].

Research on how to prevent problems caused by drones has not
been developed yet as compared with the drone developments and
diffusion speeds. In the case of military use, drones which had the

existing maximum takeoff weight (MTOW) transport capacity
within 10% has recently increased the transport capacity up to
25% level. This means that drones can use and carry killing
weapons such as various firearms and explosives. This can lead to
terrorism against nuclear power plants and important facilities of
the country. Also, monitoring and control with the control radar
can demonstrate ability only at altitudes of 150 m or more.
Therefore, we cannot monitor or track highly intrusive drones of
150 m or less. Also, in the private sector, there is the possibility of
causing damage such as infringement of privacy due to illegal
housing invasion using drone. It can be seen that a new social
problem has arisen due to the rapid growth of the drones. The
nation or individual's safety and property must be protected in
such a way as to disable the unauthorized drones.The technique of
disabling drones is called anti-drone. Anti-drone technology is
divided into soft kill and hard kill. The soft kill method is to
electronically disable the drone, which includes jamming, geo-
fencing, and spoofing. This paper considers soft kill method by
jamming. There are various kinds of radio jamming methods.
Jammers come in various designs: the simple constant jammer that
transmits a jamming signal continuously; the random
jammerwhich only transmits intermittently; and more complex
ones such as the reactive jammer where a signal is only sent when
target transmission is sensed[7-9].We have researched and
developed the reactive jammer among the existing radio
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interference methods like this.

The proposed jamming system has two part: frequency hopping
signal sensing and jamming signal generation. For frequency
hopping signal sensing, a wideband signal path is needed include
RF path and A/D converters. We implement a 70MHz bandwidth
signal path to detect frequency hopping signals. Based on the fact
that the frequency hopping signal uses only small bandwidth at
certain time but changes its center frequency time to time, we
detect the current center frequency of the signal with high speed
FFT (fast Fourier transform). Once the signal is detected, a narrow
band interference is generated at the same frequency and
transmitted. The proposed jamming systems is implemented with
FPGA board and verified through field experiments with a
commercial drone. According to the results, it is confirmed that
the drone is disabled by the proposed reactive jammers.

2. Jamming Signal Generation

In this paper, we use a Graupner MZ-12 controller as shown in
Figure 1 to control commercially available drone.

Figure 1:.Commercial drone controller: Graupner MZ-12

The center frequency of the Graupner MZ-12 controller is 2.44
GHz. It has total bandwidth of about 76 MHz.The communication
signal is frequency hopping and the hopping period is 10ms within
the total bandwidth.The number of frequency hopping frequencies
is 76. Since the hoppingperiodis 10ms, the hopping speed is100
hops/sec. Figure 2 shows the communication signal of the
controller measured by a digital oscilloscope (upper) and a
spectrum analyzer (lower) [10].
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Figure 2:.Measurementresults of communication signal between drone and controller

In figure 2, we can see the signal bandwidth, the number of
hopping frequencies, and the hopping interval.In this paper, in
order to execute reactive jamming, we detect the frequency
hopping signal, transmitted by the controller in real time.Next, a
jamming signal larger than the detected hopping signal is
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generated and transmitted.At this time, every time a frequency
hopping signal is detected, reactive jamming is performed by
transmitting a jamming signal along the center frequency for
continuous jamming.Figure 3 is a block diagram of the above
mentioned process.
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First, a frequency hopping signal transmitted by the controller is
received using a dipole antenna in the frequency range of 2.4 to
2.5 GHz band. The center frequency of the received signal is
frequency hopped within a bandwidth of about 76 MHz around
2.44 GHz.Next, the signal received through the antenna is passed
through the Low Noise Amplifier (LNA).In order to convert the
RF signal to the IF frequency of 250 MHz, the frequency of the
local oscillator is set to 2.19 GHz, and down conversion is
executed by passing through the mixer. After that, the IF signal is
converted to a baseband digital signal by passing through
theanalog-to-digital converter (ADC). Since the ADC with the
sampling rate of 200 MHz is used, the center frequency of the
signal passed through the ADC is 50 MHz.This signal is input to
the FPGA to perform signal processing such as signal detection
and jamming signal generation.The FPGA uses a direct digital
synthesizer (DDS) to generate a jamming signal at the detected
frequency of the drone.The DDS implements the frequency
synthesizer digitally to compensate for the shortcomings of the
phase locked loop (PLL) structure. The following Figure 4 shows
the basic operation structure of the DSS.
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Figure 4:.DDS basic operation structure

DDS generates the jamming signal of the desired output frequency
by receiving the phase increment and the system clock value.After
the signal processing, the generated jamming signal is passed
through the digital-to-analog converter (DAC) and converted into
an analog signal. Since the DAC uses the same sampling rate as
the ADC, the signal passed through the DAC has a center
frequency of 250 MHz.The IF signal is passed through the mixer
to convert it into an RF signal having a center frequency of 2.44
GHz. The frequency of local oscillator is 2.19 GHz. After passing
the RF signal of 2.44 GHz through the Power Amplifier, it
releases the jamming signal to the drone via the yagi antenna of
2.41t02.48 GHz.

3. Experiments

The following Figure 5 is testbed of the reactive jamming.
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Figure 5:. Drone reactive jamming testbed

We implemented RF Down-Conversion part and RF Up-
Conversion part using Mini-Circuit elements.First, the received
signal is passed through an LNA that amplifies the signal by
minimizing the amplification of the noise. The signal passes
through a band pass filter (BPF) and blocks signals of other bands.
After that, the mixer then lowers the frequency band and passes
the low pass filter (LPF). It then sends the signal to the FPGA.
The FPGA receives the signal and performs signal processing for
reactive jamming. The signal processed signal is transmitted in the
FPGA. The next step is performed to reverse the previous step.

The following Figure 6 is photos of reactive jamming experiment
using a testbed[11-12].

Figure 6:. Exeriments for reactivejaming
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In Figure 6, the first photoisdemonstration using a Graupner: MZ-
12 controller, and the photo below is experiment withanother
controller.The demonstration process is as follows. First, the
hopping signal of the drone controller is observed and analyzed
through a spectrum analyzer.Next, the frequency of the controller
signal received via the antenna is detected via a frequency tracking
algorithm uploaded to the FPGA board.After that, it generates and
outputs a jamming signal to that frequency detected by the FPGA
board.The amplifier is installed in order to transmit the jamming
signal with a signal stronger than the power which the controller
and the drone communicate with.In order to transmit jamming

signals, yagi antenna was used.As a result of the demonstration,
the drones perform the operation as instructed by the controller
before transmitting the jamming signal.When sending the
jamming signal, communication between the controller and the
drone was disconnected and drones that were not controlled and
changed to failsafe mode.According to the experiment, it is
confirmed that the reactive jamming is successful and we can
intentionally block the communication between the controller and
the drone.

The following figure 7 shows the controller switching to failsafe
mode.

Figure 7:.Screen of the Graupner MZ-12 controller

In figure 7, the controller screen on the left is when the jamming
signal has not been transmitted.It can be seen that the controller
and the drone are connected (red box).The controller screen on the
right is when jamming signal is transmitted.Looking at the red
box, it is seen that the connection between the controller and the
drone is disabled by the jamming signal.

4. Conclusion

In this paper, we provide reactive jamming technology for
commercial drone using FHSS communication method.We
confirmed that it was able to execute the role of Anti drone by
interrupting communication between drones and controllers
through reactive jamming.After tracing the frequency of the drone
performing frequency hopping using the algorithm studied and
developed in this paper,jamming signals are transmitted by using
Yagi Antenna.Through the above experiments, it was confirmed
that using the reactive jammer, it was possible to execute anti
drone function to interrupt the communication between the actual
drones and the controller.By using the proposed reactive jamming
technique, it might be able to protecting some attack by drones
such as bomb terror, drug smuggling, and privacy infringement of
individuals.
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