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Abstract

This paper primarily aims to provide a systematic review of factors influencing the individuals’ acceptance of Internet of things (loT).
There are numerous studies in literature that examine factors affecting technology acceptance. However, the studies on the review for
acceptance of Internet of Things is limited. This study conducted a review and analysis of 32 articles from academic journals and con-
ference proceedings published about the adoption, acceptance and diffusion of 10T. According to the review outcome, there are increas-
ing numbers of studies that have been conducted in the IoT acceptance among individuals hailing from various points of view, with dif-
ferent factors affecting such viewpoints. Nevertheless, it was also noted that a theoretical, methodological and empirical study has yet to
be carried out in the field to determine the factors related to the context of its application. The findings also led the author to recommend
more future theoretical, methodological and empirical research to be conducted on the topic.
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1. Introduction

The information revolution and the increasing IT use has led to the
proliferation of utilization of technology like mobile applications,
online services and automated services and hence, increase peo-
ple’s dependence on them in their daily lives. As a consequence,
this has brought about the development of related innovative ser-
vices like smart cars, smart homes and smart cities, aided by the
Internet capabilities, allowing every object to be connected to a
network. Such synergistic service is referred to as the Internet of
Things (loT) and it encapsulates the IT components of hardware,
software and networks — a combination that leads to a robust base
that can be used as a service innovation platform. More important-
ly, this technology allows Internet to disseminate into the actual
realm of physical objects to develop a group of interlined devices
in a form of global infrastructure, in which there is direct commu-
nication among sensors, machines, appliances and wearable de-
vices online. Industries are rife with the applications of loT and
this holds true in the case of healthcare, power management, agri-
culture, urban management and industrial control.

The purpose of 10T is to make a difference in our lives in terms of
allowing various applications to function throughout industries
and markets, and boosting technology and innovative services
growth. On a global scale, majority of countries expect to reap the
promises brought on by smart cities that focus on power, building
and transportation. In a related study,(1), such expectation indi-
cates greater levels of economic contribution as high as 54%,
along with an approximate market potential of around
U.S.$392.94 billion. However, despite its appealing advantages,
many industries have been facing barriers to 10T adoption, thereby
slowing down its adoption rate (2—4). More specifically, according
to (5) the loT value largely hinges on the individuals, firms and
governments acceptance of it, all affected by the perceptions of
the public about the related pros and cons. This indicates that the
involvement and acceptance of individuals count when it comes to

loT adoption; otherwise technology will most likely be ignored.
Therefore, obtaining information on the understanding of individ-
uals of 10T plays a key role in the development and introduction of
successful applications implementations and acceptance.
Regardless of its advantages for individuals, 0T raises serious
ethical, economic, and technical issues. Notably, extant literature
places greater stress on the technical issues of 10T and less atten-
tion to the issues faced by individuals in their usage of loT-based
services (6). Further, most of the 10T current studies mainly ad-
dressed its architecture, design and implementation from the per-
spective of technology (e.g.(7-11) ). Meanwhile, other authors
laid emphasis on providing a discussion of lIoT among individuals
either investigated 10T in general, which is not precise where dif-
ferent 10T technologies have different properties and functions.
Moreover, in-depth researches were carried out on the issues of
loT acceptance among individuals are few, there is a lack of in-
depth studies about specific loT-based technologies and services
(6). Hence, in this study, a systematic review of existing literature
dedicated to loT acceptance is conducted to determine the signifi-
cant issues touched upon by the studies, and identify the under-
researched areas, based on which, avenues for future IS research
to pursue are recommended.

This paper is organized as follows; Section 2 explains the research
method, search processes and the schema of data extraction. This
is followed by section 3 that contains the findings and discussions
and section 4 that enumerates the future research implications.
Finally, section 5 concludes the review.

2. Research Method

Internet of things (loT) is considered to be a novel phenomenon
that has recently been introduced. In this study, a systematic re-
view of literature on the topic is carried out to shed light on the
current Information Systems (IS) research state in terms of the
issues faced in adopting l0T. This study makes use of online data-
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base searchers as the main literature gathering method, following
IS researchers trend of doing so, particularly those who are keen to
explore contemporary phenomenal issues (15,16). The study is
guided by the basic writing of systematic review in IS studies,
specifically exemplified by (17) and (15). This review’s contex-
tual boundary is individual users rather than organization users,
and the significant issues that arise prior to their adoption of loT-
based applications and services. With regards to the temporal re-
view boundary, it covers published articles in prior years up until
April 2018.

2.1.Search Process

The review process entails exploring five quality scholarly litera-
ture databases namely ScienceDirect, IEEE Xplore, Scopus, Tay-
lors & Francis and Google Scholar. This is because according to
(15) the above mentioned databases pave access to top IS journals,
with high-quality peer-reviewed IS conference publications. Re-
searchers of this caliber make use of key terms like adoption, ac-
ceptance and diffusion of technology, in an interchanging manner
to present positive implementation decisions of contemporary
technologies (18) and hence, the key terms (loT, adopt, accept and
diffuse) were used for searching the five databases. The scope of
the search was limited to the article’s title or document’s title to
ensure articles relevance.

Table 1: Search results of literatures databases

Literatures Search

Database Search Keywords Look-in

result
TITLE (“Internet of things ") 4
and TITLE (adopt*)
ScienceDirect | TITLE("Internet of things ") and Title 0
(Elsevier) TITLE(accept*)
TITLE("Internet of things ") and 0
TITLE(diffuse*)
(("Document Title™:" Internet of 7
things ") AND "Document Ti-
tle":"adopt*")
(("Document Title™:" Internet of | Document
IEEE Explore | things ") AND "Document Ti- Title 3
tle":"accept*")
(("Document Title™:" Internet of
things ") AND "Document Ti- 0
tle":"diffuse*")
TITLE(Internet of things) AND 33
TITLE(adopt*)
TITLE(Internet of things) AND .

Scopus TITLE(accept) Title 4
TITLE(Internet of things) AND 0
TITLE(diffuse*)
title: " Internet of things" AND 3
title: adopt*

Taylors_& title: " Internet of things" AND Title

Francis L 0
title: accept*
title: " Internet of things" AND 0
title: diffuse*
allintitle:  Internet of things 52
"adoption" OR "adopt"

Google allintitle: Internet of things “ac- Title of 17

Scholar ceptance” OR "accept" article
allintitle: Internet of things "dif- 14
fusion" OR "diffuse"

Total 137

In the initial search, 137 articles (see Table 1), representing loT -
based applications and services (e.g., electronic toll collection,
smart devices, early warning systems Internet of Medical Things
and loT retail services) that did not entail the application of smart
meters that form the part and parcel of the IoT applications and
services. Hence, the author carried out another search to reinforce
the first one, where the term IoT was replaced with smart meters.

An additional 29 articles related to the latter term were produced
by the five databases making a total sum of 166 articles.

After confirming for articles duplication, it was revealed that 74
articles were duplicated, with the high number of duplication at-
tributed to the common databases (e.g., Google Scholar and Sco-
pus).

In the second step of the search process, the pool of articles was
filtered using practical screening. In this step, the articles abstracts
were scanned for the significance of their relevance to the study
context (17) and (15). Such filtering aimed to exclude general
concept articles, technical articles, articles written in other than the
English language, articles dedicate do the organizational perspec-
tive, periodical articles published by news websites, trade journals
and magazines. After such screening and filtering processes, 60
articles were dropped from the list, as a result of which, only 32
articles remained for the process of data extraction.

2.2. Data Extraction

The data-extracted from articles are used for the purpose of ad-
dressing and achieving the aim of the review. Several top theories
and models have been used to examine the adoption nature of
innovation among individuals and majority of reviews conducted
on new technologies adoption and acceptance have adopted such
models and theories, aiming to examine technology adoption and
diffusion in various cases. The reviews showed an enriching, di-
verse body of theoretical and empirical work in light of adoption
and diffusion of innovations. This shows that research methods,
theories, models, constructs, type of applications, usage stage,
empirical work and context are all employed to extract data to
achieve the purpose of loT adoption and acceptance analysis and
recommending avenues for future studies. In articles devoid of the
methodology section, the review is related to such articles concep-
tual concept.

3. Findings

The outcome of the process of data extraction were reflected from
various aspects including articles distribution throughout the years,
outlets of publication, adopted theories/models, type of applica-
tions, the usage stage and the acceptance factors of loT.

The distribution of articles throughout the years are presented in
Figure 1 and from the figure, it is clear that there are no related
articles published prior to 2010, while the number of articles
showed an increase in 2016 to 12 articles. This particular growth
could be a validation of the loT adoption and acceptance research
area. Nevertheless, the two published articles in the present year
(2018) lack a complete picture of research attempts conducted
throughout the year (until April 2018).
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Fig. 1: Distribution of articles over years
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Following an analysis of the publication outlets of the articles, the
findings indicated that majority of the articles (17 articles) origi-
nated from journals, whereas the several remaining ones (14 arti-
cles) originated from conferences, one from a book. Tables 3 and
4 tabulate that only a single article (19) came from the Journal of
the Association of Information Systems, as majority of the articles
have yet to be appended to top IS journals and conferences, identi-
fied by the Association for Information Systems (AIS) like MISQ,
ISR and EJIS journals or conferences including ICIS, AMCIS and
PACIS.

Table 2: Distribution of Articles by Journals

Total | | 14

The review of the 32 articles are categorized further according to
theory/ framework/model used in each article. In some studies
related concepts of costs, security, risks, benefits, and the like are
discussed and were thus categorized under ‘general concepts’.

In Table 4, various theories and models utilized to shed insight
into the loT acceptance factors are tabulated into categories, and
notably, majority of the articles tested theories through empirical
field data. Six articles were categorized under ‘general concepts’
that explained IoT acceptance factors.

The extensively utilized model, among other models in the re-

Journal Article Publications viewed studies, is the Technology Acceptance Model (TAM),
Indian Journal of Science and Technology (20) 1 after which the Unified Theory of Acceptance and Use of Tech-
Asia Pacific Journal of Marketing and Lo- | (21) 1 nology (UTAUT) comes next. Moreover, most of the articles (29
g's“csl - o — articles) empirically tested theories/frameworks/ models, while 3
fﬁ:’err':;t; ngloToEL:trg Igfosr?fétl\t/\llgr:esézﬁr::er- 22 3; 1 articles did not. Also, only a few articles adopted a combination of
ing and Iits Applications multiple theorgtlc_al perspectives to shed light on the loT accep-
Tiamerene] JoumE] 6 Tnhiain (Ve 24) 1 tance factors, indicating that multifaceted nature of the loT phe-
agement nomenon. In addition, although majority of the articles adopted
International Journal of Applied Research (25) 1 theories and models to determine the factors affecting the loT
Computer in Human behavior (26) 1 acceptance, there is still lack of theories demonstrating the way
IEEE Internet of Things Journal 27) 1 individuals respond differently rather than similarly to some fac-
Journal of Science and Technology (Per- (28) 1 tors.
tanika) Table 4: Use of theory by reviewed articles
The international journal of cybernetics, (29) 1 Theory(T) (Empirical (No Frequency
systems and management sciences (Kyber- /Framework(F) T P Empirical
netes) /Model(M) B Testing)
Global Business and Management Research: (30) 1 (M) Technology Ac- (21)(37)(22)(24) (25) 17
An International Journal ceptance Model
Journal of Fundamental and Applied Sci- (31) 1 (TAM) (38)(41)(50)(27)
ences (44)(28)(29)(51)
Internet Research Journal (32) 1 (34)(48)(49)
Applied Energy Journal (33) 1 (36)
Energy Research & Social Science Journal (34) 1 () Unified Theory of (43)(30) (45) (25) 4
Journal of the Association of Information (19) 1 Acceptance and
Systems Use of Technology
Behaviour & Information Technology Jour- (35) 1 (UTAUT)
nal
Total 17 (T) Extended Unified (46) 1
Theory of Accep-
Table 3: Distribution of Articles by Conferences tance and Use of
Conference Article Publications IS?PXE}?%’
IEEE International Conference on Green (36) 1
Computing and Communications
PTC’s annual conference (37) 1 M Te%ilo%?r?gofjra' (23) L
ﬁ;?kt?ﬁ?\guzcaiznm@rfglf: A%f) e BT ) . (T) Dual-factor Theory (23) 1
6th International Conference on Smart (39) 1 L A\d/(?:)l:?o-nb?sgel (22) L
Computing and Communications, ICSCC
2017 (VAM).
1st International Conference on Next Gen- (40) 1 M Tsr;enoerg/giﬁfﬁ_ ) L
eration Computing Applications (TRA)
(NEXGuiNp) : T | Theory Planned 24)(48) 2
International Conference on Computing, (41) 1 Behavior (TPB)
Analytics and Security Trends (CAST) %) Innovation Diffu- 29 1
Chinese Control And Decision Conference (42) 1 .
(CcDC) sion Theory {IDT)
International  Conference on Electronic (43) 1 ) Techno_loglcal ) L
Business (ICEB) Innov(zilyl\)/eness
E-Butiness and £ Government | : D ey ) '
: eor
11th IE!EE Internatlonal Conference on (45) 1 0 Protection I\)/I/otiva— 29) 1
Networking, Sensing and Control tion Theory
4th International Conference on Information (46) 1
and Communication Technology, IColCT &y M Dl e (32) L
2016 cLean IS Tuccess
= mode
38th Internatllonal Confergnce on_lnform_a— 47) 1 0 Innovation Diffu- @5) 1
tion Systems: Transforming Society with sion Theory (IDT)
Digital Innovation (T) Protection Motiva- (35) 1
Thirty Third International Conference on (48) 1 tion Theory (PMT)
Infoumelinnls YETE (T) Organismic Inte- (48) 1
18th European Conference on Information (49) 1 ]
Systems, ECIS 2010 EEEn THETT
(T) Domestication of (36) 1
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Technology Acceptance (2) (31,45)
(M) Network external- (26) 1 Attitude (1) (47)
ities Model Others (34) (40) (39) (32)
(F) | Concerns for In- (26) 1 In Table 7, the findings of the analysis of the 32 articles are
formation Pri- mapped out based on Internet of things (IoT) acceptance factors
Gen\fr‘gégglzéts (19.2031) an 5 and the used _research methods (i.e., Delphi Study (DS), Survey
(4(’))’(’52)’ (39)’ (SUR), In_terwews (INT), and Cpnceptual Paper (CP) ). The table
Total (without repeti- also provides the number of articles (N) for every factor and re-
tions) 29 3 search method used. Generally, the findings showed only few

Table 5 presents the 32 articles contextualized into technology
(smart homes, smart city, smart meters, etc.) and study locations.
The table also provides the number of articles (N) per technology
context and location. Based on the findings, majority of the arti-
cles concentrated on loT technology in general (11 articles), with
other (9 articles), concentrated on smart meter technology. The
findings also indicate that only a few articles touched upon other
loT technologies. Further, the findings show slight number of
articles appeared in different countries, which implies that loT
adoption and acceptance literature is still in its infancy.

Table 5: Mapping loT technology context to location

Country © T_? E BS *SR “8 Ki *g' i
(N) C M

= m

UK (2) @) @)

South (02 | (@) (32)
Korea (4) g

China (2) (52) @

)
us@ | @ &

Taiwan 82;(5 (35)
@ 5

India (3) | @® @) @)

qualitative studies that used interviews have shed light on the loT
acceptance in comparison to quantitative studies that used surveys.
As for the factors that influenced loT acceptance, survey and con-
ceptual articles have extensively examined them, but not in-depth
studies.

Furthermore, 33 potential factors were culled from the articles to
influence the loT acceptance among individuals, with more than
one factor revealed to affect such acceptance in majority of the
articles. From the 33 factors, six constituted 51% of the mentioned
factors, with usefulness being the top frequently examined factor
(17 times), followed by ease of use (16 times), privacy (15 times),
cost (12 times), social influence (12 times), and trust (8 times).
Several other highlighted factors that influenced loT adoption in
the articles examined include enjoyment, behavioral control and
attitude (7 times), security (5 times), performance expectancy,
effort expectancy, interactivity and compatibility (4 times), bene-
fits, risks, satisfaction, quality, media and control (3 times), cool-
ness, subjective norm, knowledge, innovation, habit, safety, or-
ganizational image, triability and vulnerability (2 times). With
regards to the least mentioned influential factors, they include
value, technology awareness, facilitating conditions and environ-
mental concerns, which were each mentioned only once.

Table 7: Identified factors by reviewed articles

South (40)
Africa (1)

Malaysia | (50) (30)

@

North 43)
America

@)

Thailand (44)
1)

Turkey (1) (29)

Iran (1) (1)

Indonesia (1)
@ (46)

Nether- 45)
land(1)

Germany Eﬁg;
(2)

General (253
8)

O]

Total 11 2 1 3 1 9 1 3 1

*G: General service , *SH: Smart homes, *SD: Smart device, *SC: Smart
cities, *RS: Retail system, *SM: Smart meters, *SMG: Smart micro-
grid,*HC: Health care, *E-T: E-Toll collection

The analysis of the usage stage of each technology revealed that
majority of articles (19 articles) (see Table 6) targeted behavioral
intention towards technology use, followed by articles that tar-
geted continued intention (2 articles), articles dedicated to actual
use (1 article), technology acceptance (1 article), attitude towards
technology (1 article) and other behavior like technology support,
challenges and human factors (4 articles).

Table 6: Usage stage or Intended behaviour toward technology

Intended Behaviour (N) Article

Intention (24) (19-25,27-30,34—
38,41,43,44 46 47,49-51)

Continued Intention (2) (22),(48)

Actual Use (1) (52)

. cP | SUR ps | NT
actor
Usefulness (17) (25) (36)(21)(37) (22) (52)
(24)(38)(41) (50)
(27)(44)(28) (51)
(54) (48) (49)
Ease of use (16) (25) (36) (20)(21) (37) (52)
(24) (38) (41) (44)
(28)(29) (31) (51)
(48) (49)
Enjoyment (7) (20) (21) (22)(23)
(50)(27) (30)
Cost (12) (25) (20) (22) (27) (30) (52)
(39) | (51) (54) (45)
(46)(35)
Trust (8) (25) (21) (23) (41) (50)
(30) (31)(54)
Social Influence (25) (21) (38) (50) (30) (52)
(12) (31) (51) (45) (46)
(35) (20)
Behavioral Con- (21)(24) (41) (50)
trol (7) (27) (31) (48)
Coolness (2) (37) (32)
Privacy (15) (25) (22) (38) (53) (29) (52)
(39) | (51) (54) (45)(19)
(48) (36) (50) (27)
Value (1) (22)
Attitude (7) (24)(53) (41)
(27)(51)(48)(49)
Subjective Norm (24) (41)
&)
Knowledge (2) (25) (36)
Security (5) (25) (45) (46) (52)
39)
Benefits (3) (53) (29)(31)
Performance (43)(30)(45)(46)
Expectancy (4)
Effort Expectan- (43) (30) (45) (46)
cy 4
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Innovation (2) (43) (52) 4.2. Methodological Perspective

Interactivity (4) (36) (45) (35) (52)

ac;mpat'b'l'ty (27) (29) (45) & The second perspective is the methodological one and according
Habit (2) (30) (54) to the obtai_ned findings, there is lack of i_n-depth figld and case
Risks (3) (51) (45) (46) studies dedicated to the acceptance of 10T in comparison to those
Safety (2) (51)(44) that focused on individual’s use and acceptance of IoT. that are
Satisfaction (3) (51)(31) (32) mostly conducted through survey studies. In regards to this type of
Technology (45) research, some theoretical studies have been left untested; for
Awareness (1) example, a study brought forward a theory of loT acceptance
Facilitating Con- (46) model in the telecommunication context, but the model has not
dition (1) been empirically tested (25). As such, quality researcher has to be
Environment (4 conducted to examine further issues and empirically test prior
Concerns (1) theoretical developments in the area. This leads to the questions as
:\?/Itézlligy (S) gg;gg @) (32) to “Why individu_als f“ccel?,t loT-bgseq Fechnologigs and services
Control (3) (45)(19)(49) QESplte the potential rlsks_? , “why 1n(_11V1duals _refram from accept-
Organization @5)(29) ing loT-based technologles and services despite the pqtentlal gd-
Image (2) Vantgge_s?” Future sFudl_es nee_d to tackle these questions using
Trialability (2) (@5) (29) qualitative case studies in various contexts, countries and indus-
Vulnerability (2) (35)(29) tries to further explore the factors that influence the acceptance of
Total (without . 25 a a loT. M(_)st of the articles re_wewed in thls_study_ exam_lned the loT
repetitions) factors in general and while several articles investigated smart

4. Discussion and Future Directions

A total of thirty-two (32) articles were reviewed in this study to
determine the current state of the IS research, specifically regard-
ing loT acceptance among individuals. The review yielded find-
ings that can be discussed based on three perspectives namely
theoretical (in terms of theories and models), methodological (in
terms of research methods used) and empirical (in terms of loT
acceptance factors). Generally, the findings showed that only a
single IS journal article was dedicated to providing insight into the
10T acceptance. On the other hand, non-IS journal and conference
articles dominated the examination of the loT phenomenon. The
findings revealed that an loT acceptance research agenda is struc-
tured based on the direct examination of theoretical, methodologi-
cal and empirical research. These perspectives are discussed in
detail individually in the following paragraphs.

4.1. Theoretical Perspective

The first perspective is the theoretical one, and on this basis,
dominating articles made use of technology acceptance model
(TAM) as well as general concepts, with only a few that applied
the other acceptance and adoption theories ( e.g. UTAUT) to
study loT phenomenon and they did not extend to cover all 1oT-
based technologies and services. Yet, there is a need for applying
other related theories to other loT-based technologies and services,
to gain a comprehensive understanding regarding loT acceptance.

The existing loT-based technologies and services are various, they
have common characteristics but different functions and different
context, thus different factors may influence its acceptance. In fact,
loT have transformed the perceptions among users on technology
use and interaction. It involved a set of connected sensors and
devices that directly send data reflecting actions and movements
around user. Therefore, there is a need to deeply understand how
these specific technologies and services work and interact with
objects within internet environment, and then apply related accep-
tance factors from different fields (e.g. psychology, technological,
and personal) that fit studying the acceptance of 10T innovation,
to gain more insights regarding factors influencing use of loT-
based technologies and services. As a consequence of this review,
interesting insights are provided to the empirical examination
attempts of researchers including the factors affecting the accep-
tance of loT-based technologies and services, and the way service
providers and developers can create strategies to tackle the factors.

meter technology, most of them focused on the smart meters tech-
nology as a stand-alone technology not considering it under loT
environment. This stresses the need to conduct interpretive case
studies to examine each loT-based technologies and services, like
smart homes, smart devices, smart cities and healthcare. This cali-
ber of studies would contribute to both practical and academic.
The review also highlights the requirement to conduct longitudinal
studies for the assessment of the influence of loT-based technolo-
gies and services use on the user and the service provider.

4.3. Empirical Perspective

Lastly, the review shows that IoT acceptance factors did not gar-
ner enough attention from empirical research that explore the chal-
lenges faced in each factor and the way the service provider and
developers can address the challenges of using loT-based tech-
nologies and services. In this regard, risks form a major issue
among loT users, particularly when it comes to privacy and this
underlines the need for government to establish privacy protection
rules when using loT-based technologies and services. Such rules
exist in developed countries but in the developing ones, a regula-
tory framework is still lacking that could be used to ensure data
privacy during loT use. This lays emphasis on the need to explore
loT acceptance in the context of developing countries and to
benchmark developed countries lessons to the developing ones
and vice versa. Such investigation should also explore the needs,
concerns, and perceptions of consumers when using various loT-
based technologies and services and their attributes for the pur-
pose of establishing corresponding rules.

Finally, the context-based behaviors/factors (e.g., healthcare be-
haviors, electricity saving behaviors, and safety behaviors) have a
significant influence on the acceptance and use of technologies
among individuals but this review indicated that this issue re-
ceived less attention from researchers. The need thus exist to de-
termine related behavior and factors for each context and examine
their effect on loT-based technologies and services acceptance.

5. Conclusion

This study conducted a systematic review of literature dedicated to
the loT-based technologies and services acceptance among indi-
viduals. Accordingly, the study identified the present contributions
of IS research when it comes to loT and determined the examined
issues and contributions of researches of this caliber. The re-
viewed articles were classified based on their findings and the
avenues and implications were divided based on theories adopted,
used research methods, and factors examined. Aside from the
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