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Abstract

In today’s technological world, cloud computing is emerging as a trendsetting information technology service for storing data and
resources and retrieving them from the Internet rather than direct server connection. This technology also enables users to save themin a
remote database. But the main concern with this technology is about the security of data stored in the cloud. Since users rely on third
party services for data storage, they are highly vulnerable to attacks and data exploitation. Cloud services offer a multitude of security
tools to safeguard user data but they face some disadvantages like data leakage, denial of service, eavesdropping, lack of safety standards
etc., This paper proposes a efficient method for safeguarding cloud data through Hyper elliptic curve cryptography (HECC). The
proposed cryptographic technique offers effective encryption and decryption of data in the cloud.
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1. Introduction

Cloud computing is an approach of sending mechanical
administrations in which the information and assets are recovered
from the web through online apparatuses and applications, as an
option in contrast to an immediate server association. Cloud-based
capacity makes it conceivable to spare them to a database
remotely as opposed to keeping documents on a restrictive hard
drive or a nearby gadget for capacity. For whatever length of time
that an electronic gadget can get to the web, it can access to the
information and the product projects to run it. With the utilization
of distributed computing, we can dispose of the obstacles looked
in introducing, designing, anchoring, testing, running, refreshing
and keeping up the equipment and programming that accompany
putting away our own information, since we're not keeping up the
equipment and programming. It swings to be the duty of a cloud
benefit merchant. It gives a mutual foundation which implies it
fills in as an utility, where the client needs to pay just for what
they require and the updates are programmed which likewise
empowers scaling up or down is simple.

2. Cloud Based Services

Some of the cloud services offered are “Infrastructure as a
Service(laaS), Platform as a Service (PaaS), Software as a Service
(SaaS) and Storage as a Service (SaaS)”’[5-9].

2.1. Infrastructure as a Service

Infrastructure as a Service provides an instant infrastructure
service which helps us to avoid complexities in buying physical

servers and datacenters. An laaS can offer support for Testing and
development, hostingwebsites, backup storage and recovery, Web
applications, High-performance computing and big data analysis.

2.2. Platform as a Service

Platform as a service (PaaS) includes the entire deployment
service in the cloud, which includes resources that can deliver
everything from simple cloud-based applications to enterprise
applications. PaaS provides services like middleware, Business
Intelligence tools and database systems in addition to
infrastructure.

2.3. Software as a Service

Software as a Service refers to the method of accessing software
provided by the cloud service provider which manages the
software according to the service agreement. SaaS provides
benefits such as cross device compatibility, no hardware setup
cost, scalable usage and automatic updates.

2.4. Storage as a Service

Storage as a Service is a model of providing storage infrastructure
for managing backups, hardware and physical space. Storage as a
Service is used by organizations to diminish risks in disaster
recovery, to provide long-term adaptability and to increase
business availability and continuity.

3. Challenges in Cloud Security

Cloud computing is emerging as a growing technology widely
implemented in most of the organisations and companies. But it
also puts forth a number of security challenges which jeopardize
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user’s sensitive data and resources. Some of the major challenges
are

3.1. Distributed Denial of Service Attack

Distributed denial of service attacks are mainly targeted on SaaS
cloud services where the website servers are altered to be
irresponsive to user requests. This results in revenue loss, loss of
customer trust and brand status

3.2. Vulerable Access Points

The main feature of cloud computing is that it can be accessed
from any place from any device. This requires the APIs and the
interfaces to be compatible with all environments. Hackers often
exploit cloud services through loopholes in APIs and interfaces
which act as a access point.

3.3. Contingency Planning

Having cloud services as the primary source of storage of critical
and sensitive data, the possibilities of data breach and
compromises in data availability are of high chance. Companies
and users need to be aware of the security services provided by the
cloud provider and should be prepared to face such circumstances
to retrieve data without compromisation.

4. Hyper Elliptic Curve Cryptography in
Cloud Security

Hyper elliptic curves are similar elliptic curves and are well
suitable for cryptography. These algebraic curves are a
generalisation of elliptic curves. The equation of a hyper elliptic
curve C of ‘g’ genus over k field is given by

C:y? +hx)y =f (%)

where

h(x) - a polynomial of degree < g over F

f(x) - a monic polynomial of degree 2g+1 Over F

The proposed model implements the encryption of the document
in the side of the data owner by using hyper elliptic Curve
Cryptography (HECC)
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Fig. 1: Hyper elliptic curve

Hyper elliptic curve cryptographic technique [HECC] is an
asymmetric public-key cryptographic technique which involves
the usage of a public key and a private key. Every user has a
public-private key pair. Private Key is used for decryption or
signature generation whereas Public key is used for encryption/
verification of signature.
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Fig. 2: Security model in the cloud

There are “three types of schemes based on hyperelliptic curve
cryptography - key agreement, encryption and signature schemes”.

4.1. Key Agreement

The client implements the HECC algorithm to generate the public
and private keys. The key pair is defined as {pk, d} where pk -
public key and d -private key. The Diffie-Hellman key agreement
technique was designed for the multiplicative group of numbers,
but it can adjusted easily to general groups. Let us consider G be a
group whose elements can be efficiently represented the group
operation scan be efficiently evaluated as well. The group is
jacobians of hyper elliptic curves.

The following public parameters are considered

e The group ‘G’.

e Anelement R €G of large prime order r.

4.2. Encryption/Decryption

The data owner will encrypt the files to the cloud before sending
with the public key pk - -> E. The hash value generated is stored
for further verification process and the data encrypted is uploaded
to the cloud. If A wants to send data message M to B, it does the
following

It obtains the public key pk of receiver B.

It chooses a secret number ae [1,r-1]

Computes the value C1 =aR.

Compute the value C2 =M + a(pk).

Send (C1, C2) to B.

When the data user needs to access the file, a download request
will be sent to the cloud and a decryption key is used to decrypt
the retrieved content. After retrieval of content, the hash value will
be calculated again. The file integrity can now be verified upon
comparison. As the file is stored in the cloud, the comparison of
hash value will be helpful to identify whether the file is perfect
while it is stored in the cloud. The “receiver B can decrypt the
cloud data by doing the following:

o Receive the encrypted message (C1, C2) from sender A

e Compute the message value M = C2 — bC1”.

4.3. Signature Schemes

The Digital Signature Algorithm can be used for any group G
signature generation and verification. If sender A needs to sign a
message M, it has to do the following.

e Choose a random integer k €[1, r — 1], and compute Q =kR.

e Compute s from H(M) and a.

Now the signature is (M, Q, s).

In order to “verify this signature at the receiver end, the verifier B
has to do the following”

e Compute v1 and v2 from H(M) and &(Q)

e Compute V = VIR +v2P

o Accept the signature if V = Q. Otherwise, reject it.
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5. Performance Analysis

The Hyper elliptic curve cryptosystem is a successor of Elliptic
curve cryptosystem. The ECC method involves defining the set
members over which the group is defined. An operation on any
two elements in the set will result in a element of the group itself.
In ECC the time required for encryption and decryption increases
as the timestamp (t) increases whereas in HECC the
encryption/decryption time decreases with increases in timestamp.
The Figure.3 depicts the decrease in encryption time in HECC and
in ECC the curve increases with increasing timestamp.

Time for encryption and decryption

Time in ms

ECC HECC

Fig. 3: Comparison of HECC and ECC in terms of Encryption and
Decryption time

The analysis of performance between ECC and HECC shows that
the HECC system is more efficient in terms of performance. The
graph in Figure 4 shows the time for encryption and decryption in
the x-axis and the key size of the cryptosystem in the y-axis. The
ECC system with 160-bit key size is found to take more time for
encryption and decryption than the HECC system. The HECC
system requires only 80-bit key size for cryptographic processing.
Here the time required for encryption and decryption is said to be
lower than ECC as the key size decreases. Hence it is evident that
the key size is directly proportional to the time required for
encryption and decryption and the HECC system with lower key
size offers secure processing of resources in the cloud.

The HECC system also offers less computational cost since the
key size is minimum. This algorithm is also resistant to various
types of intruder attacks. It involves lesser time in the stages of
operation and it is well suited for an efficient and scalable
environment in the cloud. It provides the security provided by
ECC system with a minimum key size.
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Fig. 4: Comparison of HECC and ECC in terms of Key size

6. Conclusion

Cloud computing is facing a lot of challenges concerned with
security. User’s data must remain confidential and must be
authenticated whenever it is accessed. The proposed system of
hyper elliptic cryptography provides a secured key agreement,
encryption, decryption and signature scheme. The HECC system
requires less storage, bandwidth and power when compared with
other cryptosystems. HECC also uses lesser key sizes of about 50-
80 bit size and is also efficient to reduce complexity of the
algorithm.
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