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Abstract

The growth of cyberspace world has uprising government agencies in a new way to serve citizen in a proactive, efficient and productive
manner. To have an open, stable and vibrant cyberspace, governments should be more resilient to cyber-attacks and able to protect all
government agency’s interest in cyberspace. Therefore, the government needs a transformative cyber governance security model to pro-
tect valuable government agencies’ information. The model should be able to detect, defend and deter the vulnerabilities, threats and
risks that will emerge in the day to day government administration operation. This paper has introduced a study for some existing cyber

governance security models. Thus, it helps in determining the main features of the required model.
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1. Introduction

Governments always aim to introduce better services to their citi-
zens. One of the best ways to provide easy, stable and fast service
is automating these services and deliver it online. Delivering gov-
ernmental services online will improve the public services [1].
Recently, the government agencies have increased their services
that delivered over the cyberspace. The growth of cyberspace
helps them to serve citizen in a proactive, efficient and productive
manner.

However, the cyberspace is not safe and the cyber-attacks are
growing more frequently sophisticated and damaging when they
succeed. The number of the cyber-attacks has been increased and
the benefit from the technology development. Many organizations
suffer from the cybercrime and experienced many cyber-attacks
that cause a huge financial loss. Millions of customers’ credit and
debit card information as well as the customers’ email addresses
have been stolen by hackers from a Home Depot, 76 million
households and seven million businesses were affected [2].

There are many elements that must be considered to secure the
cyber environment such as cyber-based systems security, network
security, information security, disaster recovery, and end user
security awareness. Therefore, the major concern of the cyber
governance is the ability of government agencies to secure the
technology, data and networks from many threats that they face in
their day to day government administration.

This paper has introduced a study for some existing cyber security
models as in the United States of America, Australia, Germany,
European Union, Japan and China and further compare it with the
Malaysia cyber security model. Section 2 mentions some of the
cyber security challenges and Section 3 presents different cyber
security models. A brief discussion of the cyber security models is

given in Section 4. Section 5 discusses the Malaysian cyber secu-
rity model and compare it with the other models. Finally, Section
6 concludes this paper and the final section highlights our future
research work.

2. Cyber Security Challenges

There are many difficulties and challenges faced by the govern-
ment agencies to secure their cyber-based services. The cyber
security model has some aspects that government agencies must
consider when the build their cyber-based services and when they
attempt to secure them. In this section, we discuss some of these
aspects.

In the recent years, the number of the incidences of cyber-attacks
have increased and become a concern for nations over the world.
New security vulnerabilities and risks emerge suddenly and only
few alert-based systems are able to notify. The government agen-
cies realize the possibility of cyberspace exploitation by terrorist
organizations [3]. The security threat of cyber terrorism is threat-
ening the services that delivered over the cyberspace and may
cause serious damages. Thus, the government agencies must be
ready for these sudden security attacks. Furthermore, their security
systems should be able to detect the new security threats.

The global nature of cyberspace is another challenge for the gov-
ernment agencies. It is almost impossible to secure the national
cyberspace without interacting with the global cyber environment
[4]. The global cyber security strategies required international
collaboration for success. Even on the national level the govern-
ment agencies need more cooperation to secure their cyber-based
services.

Besides, the user awareness of cyber security threats is another
domain that government agencies need to consider. Many studies

Copyright © 2018 Authors. This is an open access article distributed under the Creative Commons Attribution License, which permits unrestricted
use, distribution, and reproduction in any medium, provided the original work is properly cited.




88

International Journal of Engineering & Technology

show that the end user has an essential role in the security of in-
formation systems [5-6]. Focusing on the human components by
enhancing user awareness in information security has become
norm for organizational end-user risk protection [7]. The incident
response awareness program must be embedded in the government
agencies’ security plans, especially the Standard Operating Proce-
dure (SOP) that users should follow when there is a security
threat.

Due to the dynamic nature of cyber threats and attack as well as
the complexity to predict and understand how cyberspace will be
used in the future as the rate of innovation and changes, the gov-
ernment agencies have to tackle the best measure to get along with
today’s technology. Moreover, the system that form cyberspace
contains a vast array of component, sourced from a global and
diverse range of supplier. Multiple sub-contractors produce a test
package and assemble these components. This makes it difficult to
be customized at the national level.

3. Existing Cyber Governance Security Mod-
els

Governance refers to the establishment of policies, set of respon-
sibilities and technical controls with continuous monitoring of the
implementation by the authorized party in an organization [8-9].
Therefore, according to [9], an information security governance
consists of information security objectives for the targeted organi-
zation based on the corporate strategic goals that aligns between
information security context and stated organizational objectives.
Moreover, information security governance impacts all infor-
mation security policies [10].

The goal is to give a strategic path, determine that the cyber risks
are managed appropriately and verify that the resources are well
utilized with the aim to ensure that an organization’s objectives
are achieved. Basically, according to [11], cyber risks can be cate-
gorized to criminal and non-criminal activities and also based on
type of attacks such as distributed denial of service and insider
attacks in cyberspace [12]. Furthermore, cyber risks also based on
source of attacks that can be from terrorists, criminals and gov-
ernment parties [11].

The fast-moving changes in the computerized environment with
the emergence of cyberspace, more strong and widespread securi-
ty threats turn a cyber problem into a major business problem [13].
Thus, the need of cyber security governance increases. Cyber
security governance sometimes called information security gov-
ernance also refers to the implementation and management of the
security controls, technical controls, audit and assessments, securi-
ty awareness and trainings among employees towards achieving
secure environment [8, 14-15]. There are many cyber security
models that have been developed worldwide. In the following
paragraphs, a brief discussion of some cyber security models is
presented.

3.1. United States of America

The new cyber security model proposed in the United States in
2015 focuses on strong intra-departmental and inter-agency part-
nership to implement effective cyber security. The model is de-
signed with the motive to detect the emerging threats and protect
the data against cyber-attacks and cyber espionage. Similar to that,
MITRE Corporation [8] has developed a Cyber Preparedness
(Cyber Prep) Framework that merges multiple components of
cyber security strategies such as detecting the cyber threats that an
organization faces, identifying the level of preparedness of an
organization to face the possible threats, setting the objectives by
taking into consideration that the different organizations will face
different level of threats and finally assisting in the prioritization
of cyber security decisions [8, 16].

The USA cyber security strategy has been guided by the following
organizing principles; a national effort, protect privacy and civil

liberties, regulation and market forces, accountability and respon-
sibility, ensure flexibility, and multi-year planning. It aims to in-
crease the collaboration and information sharing about the cyber
threats and vulnerabilities between the governmental and nongov-
ernmental entities. Cyber security must strengthen the personal
privacy and protect the civil liberties. Due to rapid changes of
cyber threats, the cyber security Strategy must be flexible to be
able to respond to cyber-attacks and manage vulnerability reduc-
tion [17].

3.2. Australia

The Australian cyber security strategy has been guided by some
principles; national leadership, shared responsibilities, partner-
ships, active international engagement, risk management, and
protecting Australian values [18]. The aim of the Australian cyber
security policy is “the maintenance of a secure, resilient and trust-
ed electronic operating environment that supports Australia’s na-
tional security and maximizes the benefits of the digital economy”
though its focused is on the “availability, integrity and confidenti-
ality of Australia’s Information and Communications Technology
(ICT)”.

Awustralia on the other hand, has proposed a cyber security strategy
that includes a national partnership, strong cyber defense to pre-
vent cyber threats, address the international responsibility and
influence, improve the technology and enabling innovation and
finally to inculcate cyber smart nation [18]. Some of these compo-
nents such as the intra-organization relationship between govern-
ment agencies, international partnerships in terms of sharing tech-
nology that could detect, defend and deter different level of threats
and designing policies are not found in cyber security strategies in
Malaysia [8, 18-19].

3.3. Germany

A cyber security strategy framework that was proposed by the
Federal Government emphasizes the importance of national and
international law enforcement authorities’ partnership to aid in the
enforcement of internal rules of conduct and the mix of internal
and external criminal law [20-21] to combat the vast growing
cyber threats. In their model, the first focus is given to choosing
the right protective measures and powers for the critical infor-
mation infrastructure in the case of specific threats to be found.
Secondly, rules are made to ensure every government agency to
purchase proper security products, trustworthy IT systems and
services made available on time. In order to further strengthen the
IT security in the public administration, the government looks into
creating a uniform and secure network infrastructure in the federal
administration and that the resources are shared at the central and
local level.

Germany also includes a cyber response or incident response by
activating the process of coordinating IT security incident moni-
toring and response that in-cooperates all states’ administration at
the central and local level. This security infrastructure that merges
federal and local administration has not been implemented or de-
ployed by the government of Malaysia. Cooperation between pub-
lic and private sectors plus the ideas and research from academia
are also projected on the Germany’s cyber security strategy model
with the motive to manage effective cyber defensive tools at dif-
ferent level of administration. Germany is also looking into coop-
erating the ideas from international organizations, concerning
cyber security in their external cyber policy. Personnel develop-
ment is another criterion for the implementation of a successful
cyber security strategy where personnel exchanges between feder-
al authorities and appropriate training are acquired [20].

The Germany Cyber Security Strategy has some basic principles;
The level of cyber security must commensurate with the im-
portance and protection required by interlinked information infra-
structures, availability of information and communications tech-
nology, the integrity, authenticity and confidentiality of data in
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cyberspace, information sharing and coordination, international
cooperation to ensure the coherence and the capabilities of the
international community to protect cyberspace [20].

3.4. European Union

Similar to the initiative of Malaysian government that is to have
the support from the National Information Technology Council
Malaysia, Law Enforcement Agencies and Regulators and the
Cyber Security Malaysia, EU focuses on three main pillars that are
the network and information security, law enforcement and de-
fence with the incorporation of the academic industry. The differ-
ence between Malaysia’s and EU’s cyber security strategy is the
EU has proposed integration and dependency of all these three
pillars with each other in the national, EU and international level.
At the national level, the members are required to state and under-
stand clearly their roles and their responsibilities, share the new
trends of attacks and optimize the proposed response actions [22].
At the EU level, collaboration is established to focus on the cyber-
attack trend analysis, risk assessment, training and sharing of best
practices. European Network and Information Security Agency
(ENISA), European Cybercrime Centre (EC3) and EDA cyber
defence together with CERT-EU are expected to support the de-
velopment of trusted community using technical and policy ex-
perts.

In addition to that, at the international level, the higher officials
are aimed to promote a peaceful, open and transparent use of
cyber technologies besides engaging themselves in policy dia-
logues with the international partners and organizations [22]. The
EU cyber security strategy clarifies the principles that should be
followed by the European Union countries; The EU's core values
apply as much in the digital as in the physical world, protecting
fundamental rights, freedom of expression, personal data and pri-
vacy, access for all, democratic and efficient multi-stakeholder
governance, and a shared responsibility to ensure security.

3.5. Japan

The Japan cyber security policy has been developed over the last
years, before 2005, the focus of the strategy was on how to handle
the security incidents. in 2005, Japan established a comprehensive
foundation for information security, and the focus of Japan strate-
gy was to build Japan model of information security with three
main aspects; safety and security, reliability, and quality. In 2010,
due to the huge depends on the digital service, the Japanese gov-
ernment issued a new information security strategy under title
"Information Security Strategy to Protect People" [23].

In 2015, Japanese government updated their cyber security strate-
gy and defined their final objective as “Ensure a free, fair, and
secure cyberspace; and subsequently contribute to improving so-
cio economic vitality and sustainable development, building a
society where the people can live safe and secure lives, and ensur-
ing peace and stability of the international community and nation-
al security”. At the end of 2015, Japan established the "Cyber
Security Strategy Headquarters" to coordinate the different cyber-
space-related stakeholders and to increase the cooperation be-
tween the national cyberspace-related stakeholders in the interna-
tional organizations.

The published cyber security strategy in 2015 has mentioned five
principles that cyberspace-related stakeholders should focus on.
These principles are 1) assurance of the free flow of information,
2) the rule of law, 3) openness, 4) autonomy and 5) collaboration
among multi-stakeholders. The aims of these principles are to
stabilize the global market, and inspire innovations, and contrib-
utes to national and international security.

Japan’s cyber security strategy focuses on the proactive defence
approach. It assumes that there is no hundred percent secure com-
puting system, thus more proactive measures should be used to
secure digital systems. Furthermore, Japan cyber security has en-
couraged the Japanese public and private stakeholders to give

more attention to the Internet of Things systems security as an
emerging interconnected information society that include all kinds
of physical objects, from personal computers, home electric appli-
ances and automobiles, to robots and smart meters, are connected
to networks including the Internet [24].

Cyberspace is a multi-dimensional space and many stakeholders
are involved. Japanese cyber security strategy has highlighted the
importance of cyberspace-related stakeholders’ cooperation and
collaboration. They share responsibilities and duties of the cyber-
space security. Even at international level Japan welcome the
partnerships with countries that share common values with Japan.
Japan has built an important partnership and cooperation with
many countries such as US, European countries and Asia Pacific
region countries [23].

3.6. China

Due to the development in the network and communication tech-
nologies, cyberspace has become an important element in all as-
pects of people’s life and work, online education, healthcare,
shopping, and finance. The Internet has been used in all sectors of
national economy and contributes in its development. The Chinese
cyber security strategy considered the cyberspace security as a
part of national sovereignty. China cyber security strategy has
clearly stated that there is no modernization without
informatization and there is no national security without cyber
security [25].

China in their cyber security strategy published entitled “National
Cyber security Strategy” in 2016 and “International Strategy of
Cooperation on Cyberspace” in 2017 at ‘NATO Cooperative
Cyber Defense Centre of Excellence” focuses on four main prin-
ciples; peace, sovereignty, shared governance, and shared benefits.
China cyber security strategy considers the international cyber
security is important as the national cyber security. The china
safeguarding contributes to the global cyber security and even
world peace. China welcomes the international cooperation and
information exchange with all countries based on mutual respect
and mutual trust. China calls for reforming the global Internet
governance system and promoting the internationalization of the
management of Internet addresses, domain name servers and other
such basic resources [25].

The China cyber security strategy aims to achieve the following
objectives; safeguarding sovereignty and security, developing a
system of international rules, promoting fair internet governance,
protecting the legitimate rights and interests of citizens, promoting
cooperation on the digital economy, and building platform for
cyber culture exchange.

4. Discussion

This section presents a brief review of some of the existing cyber
security models. In this section, we will discuss the common prin-
ciples that exist in most of the cyber security models. Table 1
summarizes the main principles for each cyber security included
in this study.

Table 1: The main principles for Cyber Security

Lo Last Up-
Country Main Principle —
1. A National Effort
2. Protect Privacy and Civil Liberties
3. Regulation and Market Forces
5 4. Accountability and Responsibility AUED
5. Ensure Flexibility
6. Multi-Year Planning
1. National leadership
2. Shared responsibilities
Australia 3. Partnerships 2016
4. Active international engagement
5. Risk management
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Last Up-

Country .

Main Principle

6. Protecting Australian values

1. The level of cyber security must commen-
surate with the importance and protection
required by interlinked information infra-
structures,

2. Auvailability of information and communi-
cations technology,

3. The integrity, authenticity and confidenti-
ality of data in cyberspace

4. Information sharing and coordination

5. International cooperation to ensure the
coherence and capabilities of the interna-
tional community to protect cyberspace

Germany 2011

1. Implementation of EU's core values

2. Protecting fundamental rights, freedom of
expression, personal data and privacy

. Access for all

. Democratic and efficient multi-stakeholder
governance

. A Shared responsibility to ensure security

European

Union e

~w

. Assurance of the free flow of information

. The rule of law

. Openness

. Autonomy and collaboration among multi-
stakeholders

Japan 2015

A OWON PO

1. Peace

2. Sovereignty

3. Shared Governance
4. Shared Benefits

China 2017

Based on the brief review for cyber security strategies of USA,
Australia, Germany, European Union, Japan, and China, we come
out with a list of nine common principles. These principles exist in
most of the models even though it has been listed under different
titles and expressions.

4.1. Data Confidentiality, Integrity and Authenticity

Data confidentiality, integrity, and authenticity is one of the fun-
damental principles that must be achieved by any cyber security
plan. Due to the involving of the cyber services in different gov-
ernment and private sectors, the data in the cyberspace can be
critical and its violation will have significant influence on many
people’s lives.

4.2. Protecting User’s Privacy and User’s Civil Right

Protecting the personal data privacy and the fundamental civil
rights of the people is essential task for the cyber security pro-
grams. Furthermore, it should be maintained even during respond-
ing to a cyber-attack or during digital investigations.

4.3. Availability of Online Services

Information and communications technology has become the
backbone of the economic growth and is a critical resource which
all economic sectors rely on. Any cyber security strategy must
ensure critical systems that running in the key sectors such as
finance, health, energy and transport will be available even when
it is under sophisticated cyber-attack.

4.4. Protecting Critical National Cyber Assets and In-
frastructures

The cyber-attacks are multifaceted and it may attack the national
civilian and military cyber assets. Cyber security strategy must
ensure of protecting both national civilian and military cyber as-
sets. Research and development, and closer cooperation between
governments, the private sector and academia are essential to en-
hance the cyber security approaches and methods.

4.5. Adapting Proactive Cyber Security Approaches and
Techniques

Cybercriminals are always developing their methods of cyber-
attacks. The fact that there are vulnerabilities in the cyberspace
because of its digital-based structure, the cyber security policy
must include proactive necessary measurements and conducting
analyses of future social changes and potential risks.

4.6. Raising Cyber Security Awareness amongst Citi-
zens, Government Officials, IT Professionals

The human factor is the most weaken factor in the cyber security.
Increasing the users' awareness and users' knowledge about cyber
security will help to reduce the security vulnerabilities and in-
crease the person’s contribution in the cyber security efforts.

4.7. Encourage and Organize the Cooperation and Col-
laboration between Governmental and Nongovernmen-
tal

All cyber-related multi-stakeholders, from governmental entities,
and cyber-related business operators, to private enterprises must
build an efficient collaborative communication and information
sharing among them to obtain information on the occurred inci-
dent, including attackers’ methods and to share knowledge and
expertise.

4.8. Active Cooperation and Collaboration between Na-
tional and International Cyber Stakeholders

The efficient and effective cooperation must not be only at nation-
al level, but also at international level. The cooperation and in
partnerships between the countries around the world will make the
global cyberspace stable and cyber services and resources will be
available for both international and national beneficiaries.

4.9. Ongoing Security Enhancement and Security Risk
Assessment

Securing cyberspace is an ongoing process, as new technologies
appear and new vulnerabilities are identified. The cyber security
strategy must include a continuous enhancement for the security
measurements and cyber security defences methods and tech-
niques.

5. Malaysian Cyber Security

In this section, we discuss about the importance of cyber security
strategies and the existing components of the cyber security model
or framework in Malaysia. The cyber security controls’ important
components that are detect, defend and deter the known and new
threats are vital to ensure that the Critical National Information
Infrastructure (CNII) in Malaysia are well protected and adequate
to defuse the threat and to minimize or mitigate the information
security risk faced. The National Information Technology Council
(NITC) of Malaysia has addressed the protection towards the net-
worked information system of ten critical sectors; national defence
and security, banking and finance, information and communica-
tions, energy, transportations, water, health services, government,
emergency services, food and agriculture [19].

In 2002, Malaysian Administrative Modernisation and Manage-
ment Planning Unit (MAMPU) has come up with a comprehen-
sive approach to prevent the information security breaches that
could jeopardize the confidentiality, integrity and availability of
the government sector’s information and consequently may be of
damage to the nation [26]. The steps include assessing the current
security strengths and vulnerabilities, developing ICT security
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policies, standards and processes, designing and developing a
customized security architecture and evaluating and selecting the
best security system for the organization. This approach has faced
out and been replaced with the current strategy [19].

The current National Cyber Security proposed approach in Malay-
sia blends the law, policies, technologies and trainings that com-
prise effective governance, legislative and regulatory, cyber secu-
rity technology, culture of security and capacity building, research
and development towards self-reliance, compliance and enforce-
ment, cyber security emergency readiness and international co-
operation. The aim is to ensure government agencies’ service de-
livery is secure and trusted [19].

The initiative by Malaysian government towards achieving a se-
cure cyberspace environment in the government sectors is the co-
operation between National Information Technology Council Ma-
laysia that formulates and coordinates policies, the Law Enforce-
ment Agencies and Regulators such as Royal Malaysian Police,
Bank Negara Malaysia, Malaysian Communication and Multime-
dia Commissions that focuses on preventing and combating terror-
ism with the technical support and services provided by Cyber
Security Malaysia. However, the implementation of this approach
still has not reached the expectation of the nation [27].

The approaches above work independently under separate domain
and it is found that each domain is based on their own require-
ments and objectives. Currently, with the growth of information
technology, cyber resources are shared between government agen-
cies. The domain that works individually fails to monitor infor-
mation security trends throughout the inter-agency that has caused
the threat profiles and the latent risk to remain obscure for the
government [28]. Therefore, a single national cyber security gov-
ernance model is needed to eventually link the domains to achieve
a safe cyberspace for the government agencies’ information sys-
tem.

The global cyberspace is shared between the countries over the
world. Different countries have different national organizations
that provide cyber-based services and connected the international
cyberspace. Thus, the cyber security governance needs an effec-
tive cooperation between pertinent originations. The cooperation
should be on both national and international levels. At the national
level, the cooperation and partnership must include not only the
government agencies, but also the private organizations that pro-
vide cyber-based services. The internet service providers must
have a strong and resilience collaboration to secure the cyberspace,
not only at national level but also at the international level [4]. Our
research explores the strategic integration that can be done in Ma-
laysia between cyber security elements and different official gov-
ernment agencies at the national and the international levels that
merges the technical controls, operational security measures and
private partner agency’s strategies by introducing a new model
that comprises three major components that are detect, defend and
deter the vulnerabilities, threats and risks that will emerge in day
to day government administration operation.

6. Conclusion

National Information Technology Council (NITC) of Malaysia has
addressed the protection towards the networked information sys-
tem of ten critical sectors; national defence and security, banking
and finance, information and communications, energy, transporta-
tions, water, health services, government, emergency services,
food and agriculture. The different Malaysian government agen-
cies work independently under separate domain and it is found
that each domain is based on their own requirements and objec-
tives. However, the Malaysian government agencies need a novel
transformative cyber governance security model that enables it to
collaborate effectively and efficiently to protect valuable govern-
ment agency’s information and reach the expectation of the nation.

7. Future Work

For future work, we are going to propose an appropriate defensive
model that can be utilized to collect threats information to perform
a detailed intelligent incident response. Furthermore, the findings
from incident response will be used as deterrent measures in our
proposed model. The proposed model contains a comprehensive
set of detecting, defending and deterrent measure against identi-
fied vulnerabilities, threats and risks in the government agencies.
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