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Abstract

One of the most popular computing technologies is cloud computing. There are many benefits in adopting cloud computing such as high-
performance, flexibility and availability on-demand, more focused on the business objective and low-cost. However, the characteristics
of the cloud computing environment have created many difficulties and challenges for digital forensic investigation processes. Therefore,
this paper focuses on the digital forensic investigation challenges based on cloud computing characteristics.
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1. Introduction

One of the most popular computing technologies is cloud computing.
There are many benefits of cloud computing, such as high-performance,
flexibility and availability on-demand, more focused on the business
objective, and low-cost. The main concept of cloud computing is provid-
ing the computing services based on the virtualization that provides better
utilization of computer resources. The cloud computing service providers
are delivering computing implementations as services, the end user can
access these services when needed and pay per usage. Cloud computing
is a cost effective for medium and small scale organizations, in which
they do not need to build their own physical computing infrastructures
[1].
Not only the legitimate individual users and organizations are benefiting
from the development of technology, but also the criminals have greatly
benefited from the speed internet and cloud computing services to com-
mit their crimes and build collaboration network between criminals [2].
Moreover, there are many security concerns in the cloud computing envi-
ronments such as abusing cloud computing services and tools, improper
usage of the access authorizations, cracking passwords, and launching
DosS and DDosS attacks. Technologies that used by cloud service provid-
ers to build their cloud computing infrastructure may bring some security
concerns. For instance, virtualization technology, which is a technology
that enable the cloud service provider to use same physical infrastructure
to serve multiple users at the same time. There are many security threats
that might accompany the use of virtualization technology such as the
potential of data leaks in the virtualization software layer and the users’
data isolation [3].

The normal procedure when a crime is committed by using a digital
equipment is conducting a digital forensic investigation. The digital fo-
rensic investigation aims to extract the sound evidence about the crime
from the digital equipment. The characteristics of the cloud computing
environment have created many difficulties and challenges for digital
forensic process. In fact, cloud computing has multi-stakeholders and this
leads to responsibilities overlapping that make digital forensic processes

in cloud computing more complex [4]. Usually, cloud service providers
build their data centers in different geographic locations, which add more
challenges for the digital forensic processes [5].

Unlike traditional computing environment, where seizing the digital
device that used in a digital crime is easy, the process of isolating and
acquiring the digital device in a cloud computing environment is very
complicated and even impassible to perform similarly as in the traditional
computing environment [5]. This complexity aroused from the fact that
the physical computing resources are shared between the cloud compu-
ting customers and the fact that data centers exists in different geograph-
ical places and may be under different jurisdictions. The ultimate goal for
any digital forensic investigation is to find a potential evidence to be used
at court, the digital forensic investigators have to search, preserve, and
analyze information on computer systems to come out with sound and
solid evidence. However, it is difficult to follow the traditional digital
forensic investigation process in the cloud computing environment be-
cause the data stored on it would be encrypted or split acrass multiple
computer systems.

This paper focuses on the cloud computing characteristics that increase
the complexity of the digital forensic processes in the cloud computing
environment. Section 2 introduces a brief discussion for cloud computing
environment. Section 3 mentions the main challenges of the cloud digital
forensic briefly. A discussion of these challenges in each digital forensic
investigation is presented in Section 4 and finally, Section 5 concludes
this paper.

2. Cloud Computing Environment

Different definitions for cloud computing have been introduced for cloud
computing, in which each researcher has introduced cloud computing
model based on his study point of view. ISO/IEC 17788:2014 define the
cloud computing as follow, “Cloud Computing is a paradigm for ena-
bling network access to a scalable and elastic pool of shareable physical
or virtual resources with self-service provisioning and administration on-
demand” The report defines the Cloud Computing Provider as “a natural
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person or legal person, whether or not incorporated, or a group of either,
which makes cloud services available”, and the Cloud Computing Cus-
tomer as “a natural person or legal person, whether or not incorporated, or
a group of either which is in a business relationship for the purpose of
using cloud services”. Moreover, it defines the Service Level Agreement
(SLA) as “a documented agreement between the service provider and
customer that identifies services and service targets” [6].

Despite cloud computing being seen as a new approach for delivering
computing services, a kind of unstandardized distributed systems, or a
high level of IT outsourcing, cloud computing is expected to become the
most common computing model. Cloud computing has many ad-
vantages. For instance, it reduced the computing cost and enable the
cloud customers to overcome of the limits of time and place [7]. Howev-
er, cloud computing services are delivered on the Internet and the cloud
customers are sharing the computing resources. This help the cloud com-
puting service providers to deliver a good quality computing services.
Cloud computing providers are offering different service models such as
software as a service, platform as a service, and infrastructure as a service.
The wide variety of cloud computing services have met the cloud cus-
tomers’ needs. On the other hand, it provides an open door for hackers to
launch different types of attacks that targeted the cloud services.

There are many new information security risks that emerges with a cloud
computing model [8]. These security risks must be investigated and eval-
uated. User’s data privacy, data isolation, authorization and access con-
trol are examples of the security concerns when hosting many customers’
data on the shared physical infrastructure as in the cloud computing envi-
ronment [9].

The security perimeter has changed from a fixed boundary in the tradi-
tional computing to an elastic boundary that is constantly changing in the
cloud computing; moreover, many threats are evolving, making it more
difficult for the incident handler to analyze the information-system-based
attack.

3. Cloud Computing Digital Forensic Chal-
lenges

There are many challenges that make the digital forensic investigations
more complicated in a cloud computing environment. The distinguished
characteristics of the cloud computing environment are the main reason
for this complexity. This section discusses the most common digital fo-
rensic investigations challenges in a cloud computing environment such
as volatile data issue, multi-tenancy issue, multi-jurisdiction issue, evi-
dence in logs issue, time synchronization issue, Service Level Agreement
(SLA), virtualization implementation issue, chain of custody issue, evi-
dence correlation, data integrity, lack of forensics tools, data deletion
issue, lack of standards, physical inaccessibility issue, ineffective encryp-
tion key management issue, large amounts of evidence size issues, diffi-
cult to conduct real time investigation in cloud and less control in cloud.
Each issue will be briefly explained in order to get a better understanding
of subject matter.

3.1. Volatile Data Issue

The nature of cloud storage usage is not permanent and the allocated
storage will be erased and re-allocated to another customer as soon as the
current customer subscription expire [10]. Not only the user’s data will be
removed, but also many important information within the virtual machine
will be volatile when its restart or shutdown. This volatile data may in-
clude very important information for the digital investigations which may
include registry entries and temporary internet files. In some case, cloud
service providers automate this type of operations and their policies give
short time before the storages of the expired customers’ accounts is
erased. This limitation in time will be one of the most popular challenges
for the digital forensic investigators, where there is no sound information
that investigators can based on to provide the required evidences. Thus, it
is necessary that cloud computing service providers to develop an exter-
nal repasitory for the logs of cloud system and the logs of the virtual
machines.

3.2. Multi-Tenancy Issue

The digital forensic investigator’s task is not only to extract the solid
evidences from the victim data, but also to ensure other cloud customers’
privacy and their data integrity. Protecting the cloud customers’ privacy
and their data integrity could be the main reason for the cloud service
providers to not cooperate with digital forensic investigators. Besides,
cloud service providers use multiple data centers to serve multi cloud
computing customers may raise many uncertainties about customers’
data isolating and retrieving [10].

3.3. Multi-Jurisdiction Issue

To avoid the loss of customers’ data due to the natural disasters, cloud
service providers locate their data centers in different geographical loca-
tions. Usually, these data centers located in different countries which for
sure have different jurisdictions. This diversity of the laws is another
challenge for the digital forensic investigations. Conducting a digital
forensic investigation in such situation will require more international
agreements and cooperation, which may not be ready yet in the case of a
cloud computing environment [5]. This will add more efforts for the
digital forensic investigators to customize their procedures to avoid local
law violation.

3.4. Evidence in Log Files Issue

Every cloud service provider has their distinct cloud computing infra-
structure that has its own structure of the different cloud computing mod-
els. Each cloud computing service model (such as software as a service
(SaaS), platform as a service (PaaS), and infrastructure as a service
(laaS)) has different structure, contents, and formatting of the log files.
This variety of the log files will be another challenge for the digital foren-
sic investigators. Therefore, the digital forensic investigators need to
understand and able to extract the required evidence from it [10].

3.5. Time Synchronization Issue

The differences of the time zones between servers of the cloud service
provider and the devices of the cloud customers will lead to suspicions
about the integrity and reliability of the collected data as evidence as
mentioned in [11].

3.6. Service Level Agreement (SLA)

An SLA in a cloud computing environment is a contract between a cloud

service provider and the cloud computing end user that defines the level

of service expected from the service provider. It is essential that SLA

supports the forensic investigations in a proper manner within specified

time constraints. In [18-19] suggested some important points that should

be addressed in the SLA as follows [12]:

e Tools, procedures, access and services that support forensics
investigation.

e Forensics investigation roles and responsibilities of both cloud
service provider and the cloud customer.

o Considering different jurisdiction laws and procedures.

o Availability of an incident response team.

o Formatting of the log files and operational records.

3.7. Chain of Custody Issue

In the traditional computing model, the standard practice in digital foren-
sics investigations, the forensic investigators seize the suspected digital
devices and conduct the required analyses with full access and control on
the digital devices. Yet, in cloud computing model, taking custody on the
suspected physical devices is not possible because the server that might
contain the evidence is shared between multi-tenants. Usually, the digital
forensics are granted only limited access to the server [13]. Based on the
limited access to the abstracted resources, the forensic investigators must
understand the cloud computing environment, including the cloud archi-



International Journal of Engineering & Technology

tecture, hardware, hypervisor and file system [14]. Thus, digital investiga-
tors in the cloud computing environment are facing many challenges
because they have to work with minimum control in the cloud computing
environment.

3.8. Evidence Correlation Issue

Most of the cloud computing customers depend on the mobile devices
(such as notebook, smart phones) to access to the cloud services. In many
cases, cloud customers use more than one device or maybe different
devices as the data exist on the service provider data center and can be
accessed from anywhere at any time. Besides, the fact that most of cloud
computing providers have multiple data centers in different places. This
will make the logs of data access and process distributed on different
devices and locations, which consequently making it a difficult task on
the digital forensic investigators to correlate all these devices and come
out with solid and sound digital evidence [15].

3.9. Data Integrity Issue

Unlike traditional computing model, cloud computing model is still
evolving which means there is a lack of good documentation and use of
data integrity tools. Besides, the fact that cloud computing environment
has heterogeneous nature will elevate doubts on the evidence integrity
[14].

3.10. Lack of Forensics Tools

According to [10], there are many drawbacks for the traditional forensics
tools to be used in the cloud computing environment. However, the cur-
rent digital forensic tools are needed for large efforts of development and
enhancement to fit for cloud computing environment.

3.11. Lack of Standards

Cloud computing model as the new and emerging model still suffers
from lack of standardization. Most of the cloud service providers are
using their own cloud computing structure. Therefore, cloud computing
environment for each service provider may differ from one another [16].
This is ancther challenge for the digital forensic investigators to establish
standard steps for cloud computing forensic investigations.

3.12. Larger Evidence Size Issue

Regional Computer Forensic Laboratory (RCFL) in their report pub-
lished in 2012 stated that digital evidence size has been increased recent-
ly. In a comparison for digital evidence size that sized by RCFL in 2006
and 2013, they found out that it has been increased by 500%. This large
size of the digital evidences needs for efficient and authentic digital foren-
sictools [10].

3.13. Difficult to Conduct Real Rime Investigation in
Cloud

As result to demand self-service, resource pooling, multi-tenancy, and
rapid elasticity characteristics of the cloud computing environment, the
regular and even automated deleting of files from releasing storage has
been used by the cloud service providers. In such environment, seizing
and collecting digital evidence is a very difficult task for the forensic
investigators. One of the solutions is by conducting real-time forensic
investigations to collect the digital evidences in real-time. However, there
are many challenges for live forensic investigation in the cloud compu-
ting environment. This kind of investigations need to be performed by
intelligence processes with special legal means, most of the cloud service
providers reject to authorize such processes because they do not want to
reveal the details about their critical operations [17-18]. Moreover, the
fact that the cloud computing model is a developing computing model
makes the decision on the required processes for live forensic investiga-
tions a very difficult task [19].

4. Discussion

The cloud computing model has some distinct characteristics such as on-
demand self-service, broad network access, resource pooling, rapid elas-
ticity and measured service. On-demand self-service refers to the cloud
customer’s ability to easily request cloud computing resources when he
needs it and easily customize it with minimum interaction with the cloud
service provider. Broad network access refers to the ability of the cloud
customer to access to the cloud computing resources at anytime from
anywhere. Rapid elasticity refers to the cloud customer’s ability to easily
request extra computing resources when he needs it and easily release
them back with minimum interaction with cloud service provider. Meas-
ured service refers to cloud computing customer’s ability to pay only for
what he needs [6].

These characteristics differentiate the cloud computing model from the
traditional computing models. The well-known security procedures and
measurements in the traditional computing environment becomes inap-
plicable for the cloud computing environment. Digital forensic investiga-
tions are one of the important actions performed to find the necessary
evidences in the digital crimes. However, conducting a digital forensic in
the cloud computing environment is a hard task due to the challenges
faced by the forensic investigators. In each process of the cloud compu-
ting digital forensic, there are different challenges that arise due to the
cloud computing environment.

In the previous section, we discuss some of the challenges for cloud digi-
tal forensic investigations. In this section, we discuss the steps of cloud
digital forensic investigation along with the different characteristics of
cloud computing. Table 1 shows the expected challenges that will be
faced in each step of digital forensic investigation due to the different
cloud computing characteristics.

4.1. Identification

The first process of the digital forensic investigation is the identification
process. During this process, the digital forensic investigator must deter-
mine the digital crime, any hardware or software used for committing the
crime and the potential evidence [5]. The current forensic identification
tools and techniques are not fit for cloud computing environment, be-
cause of the new characteristics of the cloud computing environment
such as resources pooling, multi-tenancy, on demand self-service and
rapid elasticity. The cloud computing environment is a distributed, shared
and dynamic environment. Conducting an initial identification for the
illegal activities in the cloud computing environment is almost impossible

to be performed without relying on cloud service providers [14, 20].

The technologies used by the cloud service providers to offer cloud com-

puting services with the guaranteed cloud computing characteristics may

cause some challenges for the identification process during the cloud
digital forensic investigation. As listed in Table 1, the expected challeng-
es are as follows:

e On-demand self-service, resource pooling, and rapid elasticity:
the virtualization techniques and system automation may
cause some challenges such as volatile data, multi-tenancy,
evidence in logs, service level agreement (SLA), real-time in-
vestigation and less control in the cloud.

e Broad network access: unsafe usage such as the use of Internet
to access to the cloud resources may cause some challenges
such as multi-jurisdiction, evidence in logs, service level
agreement (SLA), real-time investigation and less control in
the cloud.

e Measured Service: using online systems, user’s usage moni-
toring tools and automated systems may cause some challeng-
es such as multi-tenancy, multi-jurisdiction, evidence in logs,
service level agreement (SLA), real-time investigation and
less control in the cloud.
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Table 1: Cloud Computing Characteristics and Digital Forensic Steps.
Cloud Computing Characteristics
On-demand self-service B Resource pooling Rapid elasticity Measgred
network access Service
o Volatile Data o Multi-jurisdiction o Volatile Data o Volatile Data o Multi-tenancy
s e Multi-tenancy e Evidence in logs e Multi-tenancy e Multi-tenancy e Multi-jurisdiction
= o Evidence in logs e Service Level Agree- e Evidence in logs e Evidence in logs e Evidence in logs
2 e Service Level ment (SLA) e Service Level e Service Level e Service Level
g Agreement (SLA) e Real-Time Investiga- Agreement (SLA) Agreement (SLA) Agreement (SLA)
= o Real-Time Investiga- tion o Real-Time Investiga- o Real-Time Investiga- o Real-Time Investiga-
tion e Less Control in Cloud tion tion tion
e Less Control in Cloud e Less Controlin Cloud | e Less ControlinCloud | e Less Control in Cloud
o Volatile Data e Multi-jurisdiction o Volatile Data o Volatile Data e Multi-tenancy
e Multi-tenancy o Evidence in logs e Multi-tenancy o Multi-tenancy e Multi-jurisdiction
- e Multi-jurisdiction e Time Synchronization e Multi-jurisdiction e Multi-jurisdiction e Evidence in logs
= o Evidence in logs e Service Level Agree- e Evidence in logs o Evidence in logs e Time Synchroniza-
S | o Time Synchronization ment (SLA) e Time Synchronization | e Time Synchronization tion
- @ | e Service Level e Chain of Custody e Service Level Agree- e Service Level Agree- e Service Level
g| Agreement (SLA) o Data Integrity ment (SLA) ment (SLA) Agreement (SLA)
ﬁ g e Virtualization e Lack of Standards e Virtualization e Virtualization e Chain of Custody
@ s |° Chain of Custody o Physical Inaccessibility | e Chain of Custody e Chain of Custody e Data Integrity
£ | £ | o Datalntegrity o Real-Time Investigation | e Data Integrity o Data Integrity e Lack of Standards
[ = e Data Deletion e Less Control in Cloud e Data Deletion e Data Deletion e Physical Inaccessibil-
8 | o Lack of Standards e Lack of Standards e Lack of Standards ity
£ | e Physical Inaccessibil- o Physical o Physical
o ity Inaccessibility Inaccessibility
e Real-Time Investiga- e Real-Time Investiga- o Real-Time Investiga-
tion tion tion
e Less Control in Cloud e Less Control in Cloud e Less Control in Cloud
é e Evidence in logs e Evidence in logs e Evidence in logs e Evidence in logs e Evidence in logs
= e Time Synchronization | e Time Synchronization e Time Synchronization | e Time Synchronization | e Time Synchroniza-
5 e Evidence Correlation | e Evidence Correlation e Evidence Correlation e Evidence Correlation tion
& @ * Lack of Forensics o Lack of Forensics Tools | e Lack of Forensics e Lack of Forensics ¢ Evidence Correlation
27 Tools e Encryption Tools Tools o Lack of Forensics
% e Encryption o Evidence size e Encryption e Encryption Tools
% | * Evidencesize o Evidence size o Evidence size e Encryption
e Evidence size
3 9 e Virtualization o Virtualization o Virtualization o Virtualization o Virtualization
% 9 o Chainof Custody o Chain of Custody o Chain of Custody e Chain of Custody e Chain of Custody

4.2. Data Collection and Preservation

The virtualization techniques and system automation may
cause some challenges such as volatile data, multi-tenancy,
multi-jurisdiction, evidence in logs, time synchronization, ser-

The second process of the digital forensics is data collection and preser-
vation. During this process, the digital forensic investigator must preserve
the suspected physical digital device to ensure that evidence integrity is
not violated. To maintain the evidence integrity, the investigator must
extract the exact bit-by-bit image of the required data. In addition, the use
of hash functions is considered as the best practice to verify the integrity
of the extracted image [5].

However, in a cloud computing environment, preserving the physical
device is not possible. The physical device in a cloud computing envi-
ronment is owned by the cloud service provider and shared between
multi-tenants. Besides, the physical devices might exist in different geo-
graphic locations. Moreover, cloud service providers depend on the virtu-
alization techniques to build the cloud environment. In such environment,
the user’s data will be removed when the user releases the resource that
he used, adding ancther challenge for the cloud forensic investigators.
The cloud computing model has different service models such as Soft-
ware as a Service (SaaS), Platform as a Service (PaaS) and Infrastructure
as a Service (laaS). The responsibility and authorities of cloud customer
and cloud service provider are changed in each service model. Therefore,
the cloud forensic investigator must understand the structure of each
model to be able to determine where he should be looking for the digital
evidence.

The technologies used by the cloud service providers to offer cloud com-
puting services with the cloud computing characteristics may cause some
challenges for the data collection and preservation process during the
cloud digital forensic investigation. As listed in Table 1, the expected
challenges are as follows:

e On-demand self-service, resource pooling, and rapid elasticity:

vice level agreement (SLA), virtualization, chain of custody,
data integrity, data deletion, lack of standards, physical inac-
cessibility, real-time investigation and less control in the
cloud.

e Broad network access: Unsafe usage, such as using the Inter-
net to access to the cloud resources may cause some challeng-
es such as multi-jurisdiction, evidence in logs, time synchroni-
zation, service level agreement (SLA), chain of custody, data
integrity, lack of standards, physical inaccessibility, real-time
investigation and less control in the cloud.

e Measured Service: Using online systems, user’s usage moni-
toring tools, and automated systems may cause some chal-
lenges such as multi-tenancy, multi-jurisdiction, evidence in
logs, time synchronization, service level agreement (SLA),
chain of custody, data integrity, lack of standards and physical
inaccessibility.

4.3. Analysis and Examination

The most important process of the digital forensics is analysis process. In
this process, the collected digital data is examined and analysed to find
the evidence that a suspected person has committed a crime. Unlike the
digital forensics in the traditional computing environment, where the
structure of the environment is well known, the structure of the cloud
computing environment is different from service provider to another.
Besides, the data formats in cloud computing environment are different
for each cloud service model [14]. The digital forensic examining tools
used in the traditional computing environment will be limited and useless
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in the cloud computing environment.

The technologies used by cloud service providers to offer cloud compu-
ting services with the cloud computing characteristics may cause some
challenges for the analysis and examination process during the cloud
digital forensic investigation. The virtualization techniques, system auto-
mation, and serving multi customers may cause some challenges such as
evidence in logs, time synchronization, evidence correlation, lack of
forensic tools, encryption and evidence size.

4.4. Presentation

The last process of the digital forensics is presenting the findings of the
evidence analysis in court. Presenting the findings of the forensic analysis
might include crime scene reconstruction, which might be easy in the
traditional computing environment, but very difficult in the cloud compu-
ting environment. The technologies used by the cloud service providers
to offer cloud computing services may cause some challenges for the
presentation process during the cloud digital forensic investigation. The
virtualization techniques and multiple data centers may cause some chal-
lenges such as virtualization and chain of custody.

5. Conclusion

The unique features of the cloud computing model have brought many
great advantages for the bath the individual users and organizations, yet,
on the other hand rise many security concerns and difficulties. However,
the security issues must be addressed and evaluated carefully before
migrating to the cloud computing environment. Therefore, in this paper,
we discussed some of the challenges faced by the digital forensic investi-
gators in cloud computing environment. Thus, our future work will be
proposing an appropriate digital forensic approach for cloud computing.
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