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Abstract 
 

In this short paper, network structural measure called centrality measure based mathematical approach is used for detection of malicious 

nodes in twitter social network. One of the objectives in analysing social networks is to detect malicious nodes which show anomaly 

behaviours in social networks. There are different approaches for anomaly detection in social networks such as opinion mining methods, 

behavioural methods, network structural approach etc. Centrality measure, a graph theoretical method related to social network structure, 

can be used to categorize a node either as popular and influential or as non-influential and anomalous node. Using this approach, we have 

analyzed twitter social network to remove anomalous nodes from the nodes-edges twitter data set. Thus removal of these kinds of nodes 

which are not important for information diffusion in the social network, makes the social network clean & speedy in fast information 

propagation. 
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1. Introduction 

Social network is an interdependent relationship among the users 

which connects each other nodes via various forms of connections 

such as friendship, follower, followee etc. Some nodes are highly 

influential, some do not have any role in the network to disseminate 

information. Such nodes unnecessarily creates long network path 

and delay in the information diffusion process. These nodes are 

considered as malicious or fraud nodes in the network. This is only 

a partial work that we are investigating to identify such malicious 

nodes in twitter social networks for smooth information diffusion. 

Information diffusion is a process in social network by which a 

piece of information moves ahead through other nodes and reaches 

to every other node via interactions among the nodes in the network. 

Identifying abnormal users and events in social networks [13],[12] 

such as days with an abnormally high number of messages or net- 

work with less number of computations but extensive slow in infor- 

mation diffusion process, are some of the application of anomaly 

node detection in social network. The aim of this paper is to show 

how centrality measure based graph theoretical approach can be 

used to identify malicious nodes in social networks. For the purpose 

of various centrality value computation of nodes, the network is as-

sumed as undirected and un-weighted for our analysis. 

2. Related work 

Different anomaly detection approaches categorized under behav-

ior based or structure based scenario have been proposed in litera-

ture. We have considered here only structure based anomaly detec-

tion. 

Approach in this research paper. Bimal Viswanath et. al. [3] in their 

research paper proposed unsupervised anomaly detection tech-

niques over user behavior to distinguish potentially bad behavior 

from nor- mal behavior of social network users. Landherr A., Friedl 

B. and Heidemann J. [11] have shown the application of Centrality 

mea- sures in a social network to find out popular nodes in the net-

work. David Savage ET. al. [7] in their survey paper have men-

tioned network feature based classification methods for detection of 

anomaly nodes in social network. Ravneet Kaur, Mankirat Kaur and 

Sarbjeet Singh 

[15] in their research work used curve fitting anomaly detection 

method to identify anomalous nodes in social network.Stephen 

Ran- shous et. al [17] in their survey paper have provided compre-

hensive overview of anomaly detection in dynamic networks which 

includes graph based methods for anomaly detection. Nicholas A. 

Heard et. al. [18] have used Bayesian model to find out the nodes 

in a social network exhibiting malicious behavior. 

3. Problem definition & motivation 

Anomaly can be defined as deviation from some expected and nec- 

essary behaviour. In literature sometimes a general definition is 

“patterns in data that do not conform to a well defined notion of 

normal behaviour” [6]. Another recent review defines anomalies as 

“an observation (or subset of observations) which appears to be in-

consistent with the remainder of that set of data” [1] [9]. 

Anomalies in online social networks can signify irregular, and often 

illegal behaviour . Malicious nodes may undermine effectiveness 

by disrupting or spamming the network. Network analysts must 

cope with complex structures, disconnected components, well-con-

nected clusters, and multiple attributes for nodes and links. They 

often deal with networks of dynamically evolving structures, where 

links act as pathways for volatile information or commodity flows. 

Hence it is necessary to find out important as well as non-functional 

unwanted malicious nodes for better information diffusion and 

strong cohesive structures in the social network. Anomalies in so-
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cial networks are often representative of illegal and unwanted be-

haviour. So these must be removed to have a fast information dif-

fusion social network. 

4. Methods for anomaly detection 

Centrality measures helps in detection of either the most important 

node or the least important in the social network. Using this mea- 

surement, we are to find out centrality measure values for every 

nodes in the network to detect whose centrality measure is very 

poor, which will imply that a node having very less centrality meas-

ure values are not essential nodes in the network for carrying in-

forma- tion. Hence these nodes are regarded as malicious nodes pre-

sent in the network. There are many types of centrality measures 

that are used to find out malicious nodes. We have computed only 

three prominent centralities for detection of malicious nodes in twit-

ter social network data. We first formally defined these centrality 

mea- sures and illustrate them by means of some examples. Then 

we analyzed them with respect to the previously formulated prop-

erties in a twitter social network. A sample social network graph 

having 10 number of nodes v1, v2 upto v10 is shown in fig 1. Com-

putation of various centrality measures for every node in fig 1 is 

listed in table 1. Accordingly ranks of every nodes according to 

their position in the sample network is also shown in the table along 

with their centrality values. 

Degree Centrality (DC): It represents the simplest centrality mea- 

sure and determines the number of direct contacts as an indicator of 

the quality of a node’s interconnectedness [14]. Degree Centrality 

is represented using following formula: 

 

 
 

A general overview to understand the degree centrality is the Kth- 

path centrality which counts the number of paths less than or equal 

to K that originate from a node. 

Closeness Centrality (CC): This centrality measure is based on the 

idea that nodes with a short distance to other nodes can spread in-

formation very productively through the network [2]. In order to 

calculate the closeness centrality of a node v, the distances be- 

tween the node v and all other nodes of the network are summed up 

[16]. By using the reciprocal value we achieve that the CC value 

increases when the distance to another node is reduced, i.e. when 

the integration into the network is improved. Closeness Centrality 

is represented using following formula: 

 

 
 

This is a diameter based measure which counts the total lenght of 

the 

Walks in a graph. It computes the average of the shortest distances 

to all other nodes from the source node whose closenes centrality is 

to be counted. 

Betweenness Centrality (BC): Betweenness centrality measure of a 

network node is considered to be well connected if it is located on 

as many of the shortest paths as possible between pairs of other 

nodes. The underlying assumption of this centrality measure is that 

the interaction between two non-directly connected nodes u and v 

depends on the nodes between u and v. According to Freeman [8] 

the BC of a node v is therefore calculated as 

 

 
 

 
Fig. 1: A Network Example to Explain Centralities. 

 

to the own centrality to a greater extent than a relationship to a less 

well interconnected node. For a node v, the EC is therefore defined 

as [4] a function of its neighbours in terms eigen vectors. 

Katz’s Centrality Measure (KC): According to Katz not only the 

number of direct connections but also the further interconnected-

ness of actors plays an important role for the overall interconnect-

edness in a social network [2]. Therefore, Katz includes all paths of 

arbitrary length from the considered node v to the other nodes of 

the network in the calculation of this centrality measure. 

5. Experimental results 

We have collected twitter data set from UCI net data repository. It 

consists of near about 2, 00,000 nodes & 10,00,000 edges. We have 

normalized the data set discarding those nodes having more than 

100 edges & less than 10 edges to maintain the bias free data set in 

our study. Finally it consists of number of nodes: 26,491 number of 

edges: 32,688 and with no missing values. 

A node is a entity that exists in a network graph. Each Twitter user 

is a node in this network. Each node can have a set of attributes and 

related network metrics that measure their position within the larger 

network. We have applied NodeXL simulator for the exper- iments. 

It combines network metrics it calculates about each node in the 

network with data extracted from Twitter that describe it. For ex-

ample, the number of people the user follows, the number of users 

following that user, the number of Tweets the user has created to 

date, the number of tweets that person made etc. We have calculated 

the following network metric as described below: 

Unique Edges 32688 Edges with Duplicates 0 Total Edges 32688 

Self-Loops 0 

Maximum Nodes in a Connected Component 26491 Maximum 

Edges in a Connected Component 32688 Maximum Geodesic Dis-

tance (Diameter) 6 

Average Geodesic Distance 3.734586 Graph Density 9.31618E-05 

Modularity 0.738719 

Self-loop in graph theory represent an edge, which connects a ver-

tex to itself. In our data set, nodes having self-loop has been dis-

carded to produce a error free network analysis result. Again, geo-

desic distance between two nodes in a network is defined as a path 

with the minimum number of edges. Average geodesic distance in 

our graph is 3.73. Graph density is the sum of all the ties divided by 

the number of all possible ties. Graph density provides the idea 

about the speed of information diffusion among the nodes. Graph 

density of our data set is found 9.31. Network modularity measures 

the strength of divisions or modules of a network nodes into clus-

ters. High modularity network has dense connections among the 

nodes 

Within the cluster but very sparse connections among the nodes in 

Different clusters. Accordinh to M.E.J. Newman, social network 

modularity is given This is the network flow related measure which 

gives the idea about 

How much a given node lies in the shortest paths of other nodes. 

Eigenvector Centrality (EC): Eigenvector centrality is based on the 

idea that a relation-ship to a more interconnected node contributes 

By-Q = (edges within cluster) - (edges within clusters in a random 

graph with similar node degrees) Lets us consider, ki =degree of 

node i M  

 

= ∑ ki = 2 | E 
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Table 1: Results of the Example Network Figure 1 

Degree centrality results 

Nodes v1 v2 v3 v4 v5 v6 v7 v8 v9 v10 

DC 1 3 2 3 2 3 3 1 2 2 

Rank 9 1 5 1 5 1 1 9 5 5 
Closeness centrality 

CC 1/34 1/26 1/27 1/21 1/19 1/19 1/23 1/31 1/29 1/25 

Rank 10 6 7 3 1 1 4 9 8 5 
Betweenness centrality 

BC 0 8 0 18 20 21 11 0 1 6 

Rank 8 5 8 3 2 1 4 8 7 6 

 

Accordinh to Adjacency matrix, A (i, j) = 1, i f (i, j) E, Otherwise 0 

Then the modularity is given by,  

 

Q = ∑ A (i, j) (ki k j) /M i, j 

 

Belongs to the same group. 

Various centrality measures are computed using NodeXL Version 

1.0.1.245 as follows from the experiments: 

Degree Centrality represents the number of connections a particular 

node has. The degree centrality of a vertex, for a given graph G 

= (V, E) with V nodes and E edges, is defined as DC(v) = deg(v) 

From our analysis we have found out following degree centrality 

measure value of the network: 

 

Minimum Degree= 1 

 

Maximum Degree= 8571 

 

Average Degree= 2.468 

 

Median Degree= 1.000 

 

So, a node having degree less than the below average degree cen- 

trality value may be considered as malicious nodes which can be 

discarded from the network. 

Betweenness Centrality represents how many short paths a particu- 

Lar node makes. It makes an node powerful to control the flow. We 

have obtained the following betweenness centrality measures: Max-

imum Betweenness Centrality=186548573.796 

Average Betweenness Centrality= 36221.464 

So, a node having Betweenness Centrality less than the below av- 

erage value or sharp 0 value may be considered as malicious nodes 

which can be discarded from the network. 

Closeness Centrality represents the mean of the geodesic distances 

between some particular node and all other nodes connected with it. 

In our network, we have found out the closeness centrality values as 

given below: 

 

Minimum Closeness Centrality =0.003 Maximum Closeness Cen-

trality =0.005 Average Closeness Centrality= 0.004 Median 

Closeness Centrality= 0.004 

 

So, a node having Closeness Centrality less than the below average 

value or sharp 0 value may be considered as malicious nodes which 

can be discarded from the network. 

Clustering coefficient: The cluster coefficient represents the num- 

ber of existing connections that a particular node can have from all 

possible connections in its neighborhood. This measure describes 

the relative strength of connectivity. The clustering coefficient of a 

node v is 1 if every neighbor connected to v is also connected to 

every other node within the neighbor-hood of v, and 0 if no node that 

is connected to v connects to any other node that is connected to A. 

Hence those clusters or connected component in the network whose 

clustering coefficients is 0 is discarded from the network as these 

lusters are irrelevant in the social network in case of information 

diffusion task. 

Network-Level Analysis: From our analysis we have find out fol- 

lowing for the network that we have studied. From our data analysis, 

total number of connected components of the nodes is 20. 

 G1, G2, G3 are the users of elite groups who are well con-

nected among themselves & take parts in all the tweeter net-

work activities such as follows, replies, mentions and tweets. 

 G4, G5, G6,G7,G8,G9,G10 & G11 are the groups of users 

having less centrality measures and take part in some of the 

activities of twitter networks. 

 G12 to G20 are the groups of less number of members and 

they either take part in at least any one of activities or some 

time don’t play any role in the network. Hence G12 to G20 

consisting of a small fraction of nodes, can be considered as 

anomaly group members which do not have any big role in 

the network as their centrality values are very very less. 

6. Future works & conclusions 

There are various types of anomaly detection techniques in social 

networks for different purposes. For example to find out fraud & 

malicious users in social networks, one may use text processing 

methods to find out spammers and harmful sensitive messages using 

Natural Language Processing Techniques. For a stable, fast informa- 

tion diffusion and secure social networks, network structure based 

methods like centrality measure methods are more fruitful. Different 

social network anomaly detection approaches can be usefully cat- 

egorized based on characterization of anomalies as being static or 

dynamic and labelled or unlabelled. Depending on this characteri- 

zation, different features of the network may be examined. In our 

study, we have considered only static unlabelled, undirected & un- 

weighted social network nodes for finding out malicious nodes. Both 

supervised & unsupervised methods must be simultaneously used 

in dynamic environment for detection of all kind of anomaly such 

as behavioural anomaly and network structural anomaly. Another 

promising task which is in line is to compute information diffusion 

of certain nodes situated in various network position to provide a in- 

formation diffusion capacity of those nodes for a comparative study 

of malicious unwanted nodes and node positions with high priority 

in the network. 

In this way anomaly nodes in social network can be identified to 

make the network faster information diffusion model. Our model of 

application of centrality measure for detection of malicious nodes 

in social network can address only network structural anomaly. So 

behavioural methods & structural methods both must be used as hy-

brid approach for detection of all kinds of malicious nodes in 

social networks. We are working towards this to include all possible 

measure in hybrid approach to detect malicious nodes in various so- 

cial network platform to design an efficient anomaly method as our 

future work. Moreover, for practical implementation for detection 

of malicious user, the said approach must be applied in various so-

cial network data to validate the results. These are future works un-

der- taken by us in our further continous studies to design an effi-

cient cross platform social network anomaly detection method to 

find out less important users in the network. 
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