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Abstract

In recent years, an individual under the pseudonym of Satoshi Nakamoto devised a revolutionary technology called blockchain as the
engine behind the first decentralized virtual currency called Bitcoin. A radical concept departing from government-centric controlled
currencies, Bitcoin has emerged as a disruptive technology with the power to revolutionize business and its processes. Advantages of the
blockchain include decentralized control, immutability, elimination of central authority and solution of concurrency problems in tradi-
tional databases. Leveraging on the advantages of blockchain technology defined above, this paper discusses the potential application of
blockchain technology for storage of Islamic marriage certificates. Marriage certificates are documents issued to couples to legally rec-
ognize their marriage. Due to its paper-based nature, there is significant risk for them to be forged or frauded. These issues can be ad-
dressed effective using blockchain. The proposed application was implemented using smart contracts on a simulated Ethereum platform.
A smart contract is designed to execute automatically under certain predefined conditions. The use of smart contracts eliminate manipu-
lation by a single party. In addition, the immutable concept of blockchain ensures that data integrity is always preserved, greatly reducing

the risk of fraud.
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1. Introduction

The name blockchain is derived from how data is stored. Data is
stored in a sequence (chain) of blocks. In addition to the data
stored in each block, it also contains a cryptographic hash of the
previous block. Any changes made to any of the data in previous
blocks causes the cryptographic hash to change, indicating that the
block has been modified in some way. This chain of data and
cryptographic hashes result in the technology being very resistant
to changes — hence its immutable property. Additionally, copies of
the blockchain is broadcasted and copied over participating nodes.
This ensures transparency and integrity as the blockchain is public
and available for inspection by anyone wishing to check its con-
tents. The combination of these two properties means that any
attempted changes can be easily verified and traced to the fraudu-
lent node(s) [2]. The need for transparency and immutability in a
wide variety of sectors means that blockchain technology has
many application potentials. The most notable application using
this technology is Bitcoin, the first decentralized digital asset cre-
ated by person(s) known as Satoshi Nakamoto.

A valid Islamic marriage simply requires a groom, a bride, a wali
(person responsible for the bride) and two witnesses to the mar-
riage [1]. However, the current legislation in Malaysia and many
other countries require that the marriage be recorded and docu-
mented.

An Islamic marriage certificate is defined as a formal agreement
that outlines the rights and responsibilities of the groom and bride
in marriage proceedings. The certificate is important for the new-
lyweds to obtain to legally recognize their marriage in Malaysia.

Currently, two methods can be used by the Muslims in Malaysia
to register their marriage. The first method involves completing an
online registration in the Islamic Marriage Management website.
However, the method is currently available to couples residing in
certain parts of Malaysia. Alternatively, applicants can visit the
Islamic Religious Department in their respective states to register
their marriage manually. This second method requires applicants
to bring their government-issued identity cards, the wali and wit-
nesses to the office together with a small processing fee. The pro-
cessing time is approximately one month, and the certificate is
typically written and documented in hardcopy or digital form ex-
posing them to risk of fraud, tampering and loss [3].

In this paper, we demonstrate that such issues could be resolved
by implementing a new and promising technology known as
blockchain. The implementation of blockchain technology can
create a superior system in terms of data integrity and transparen-
cy. The implementation is realized by using a smart contract
which is another useful and promising feature of the technology.

2. Literature Review

2.1. Blockchain Technology

Blockchain technology is an online distribution ledger that records
every single transaction made and it allows data or to be tracked
all over the internet, so it cannot be modified or counterfeited. The
technology does not require the involvement of any third party,
meaning that it is decentralized. In the case of cryptocurrencies,
this means that the data cannot be controlled by any bank or gov-
ernment, making it transparent and incorruptible. [2][6]. Block-
chain technology is a disruptive technology because it can be im-
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plemented in almost any sector requiring data immutability and
transparency [7].

2.2. Forgery and Fraud of Marriage Certificate

Document falsification or forgery is defined as an action that mod-
ifies an original document by means such as imitating other peo-
ple’s writing, signature, stamp, adding and subtracting to/from the
original content [3].

Several cases have been reported in literature regarding the for-
gery and fraud of marriage certificates due to various reasons. In
[3], a marriage certificate was forged for polygamy, due to groom
not being able to obtain the first wife’s consent. There are also
potential fraud cases involving transgender as currently the Na-
tional Registration Department (NRD) does not approve the re-
quests of the transgender people to change their names and gender
markers on their identity cards [15].

Fraud cases could also occur when a couple decides to marry or
elope to other countries with less restrictive registration require-
ments. These cases usually involve significant repercussions for
the children from these marriages as well. For example, there was
a case where a Malaysian groom and a Vietnamese bride regis-
tered their marriage through an agency outside of Malaysia [4].
The genuineness of the marriage certificate was questioned by the
Shariah Court. The consequence was the birth of their newborn
child could not be registered by NRD [5] as the marriage was not
recognized as legitimate. The child would be declared as illegiti-
mate child by the NRD and according to the current legislation
system in Malaysia, there is a very high probability that the child
would be returned to the country of origin of its foreign mother or
father.

2.3. The Ethereum Blockchain and Smart Contracts

To implement a new recordkeeping system for marriage certifi-
cates, the key ingredient is the concept of smart contract - one of
the core technologies by Ethereum - an open software platform
that enables developers to build and deploy decentralized applica-
tions. Currently, Ethereum is the most advanced platform for cod-
ing and smart contracts among the current crop of cryptocurren-
cies. Additionally, it also has an unlimited document processing
capability [8].

The Ethereum blockchain is “a blockchain with a built-in fully-
fledged Turing-complete programming language that can create
contracts for the purposes of encoding arbitrary state transition
functions, allowing users to create smart contracts and decentral-
ized applications in which rules can be made according to one’s
desire, such as rules for ownership and transaction formats” [8].
Ethereum is different from the Bitcoin blockchain as it is not en-
tirely focused on finance like Bitcoin does. The Ethereum block-
chain focuses on running the programming code of any decentral-
ized application. Like Bitcoin, Ethereum also has its own currency
which is called Ether or ETH. However, the purpose of the cur-
rency is different as Ether works as a fuel to execute smart con-
tracts to prevent the abuse of limited network resources. This can
also be considered as payment for the transaction fees and services
on the Ethereum network [8].

Generally, there are three application categories on top of Ethere-
um. The first one is financial applications, followed by semi-
financial applications and then, decentralized applications. Finan-
cial applications, using Ethereum blockchain, are more powerful
as users can manage and enter into contracts using their money, in
which this may include full-scale employment contracts. An ex-
ample of semi-financial application are self-enforcing rewards for
solutions to computational problems. Finally, decentralized appli-
cations are applications that are not focused on finance at all and
not controlled by any third party such as voting systems [8].

A smart contract is a computer program that executes on a block-
chain in decentralized manner. For Ethereum, the contracts are
written in the Solidity programming language. The contracts are

executed on the Ethereum Virtual Machine (EVM), a runtime
environment for smart contracts, sandboxed and completely iso-
lated - as the code running in the EVM has no access to network,
file system or other processes [8]. The code is implemented by
inputting proper logic when writing the smart contract. The en-
crypted code is then sent to other computers or nodes via a distrib-
uted ledger. Following that, the execution of the contract is rec-
orded. The result of this execution would be the individual agree-
ment, and this will eliminate the manipulation of a single party [9].
Therefore, the concept of smart contract will be implemented into
the new, decentralized application exclusively for marriage certifi-
cates.

2.4. Related Works

This section details several researches works in blockchain tech-
nology. In [10], a blockchain based voting protocol application
was presented for board meetings. Its objectives are to provide
maximum voter privacy and the complete elimination of any trust-
ed authority for tally computation. The Ethereum blockchain was
used as it offers smart contract capabilities. Traditionally, the vot-
ers’ privacy relies on the role of a third party, who would be de-
crypting and tallying the votes in a verifiable manner. The role of
the third party was completely removed with the implementation
of blockchain as the voting and the tally computation can be done
without any assistance. The proposed implementation has two
smart contracts. The first contract is the voting contract, while the
other one is called cryptography contract. The voting contract
includes the voting protocol, the controls of the election process
and the verifications of the zero-knowledge proofs (protocols in
which one can prove a statement without leaking the information
to another). As for the cryptography contract, it is related to the
proofs and the voters can use the same cryptography code locally
without interacting with the Ethereum network. A consensus
mechanism was used to enforce the execution of the protocols
stated above. Therefore, the paper has presented a smart contract
implementation that provides maximum voter privacy and can be
publicly verified.

In [11] presented blockchain based Internet of Things (1oT) appli-
cation for thing-to-thing electricity micro payment. The imple-
mentation of a proof-of-concept of a smart cable that connects to a
smart socket and the electricity payments will be made without
any human interaction. The micro payment is well suited for this
application as it is small, numerous and autonomous. Several
blockchains, including Bitcoin, were examined in terms of its
properties and feasibilities in handling thing-to-thing payment.
Bitcoin was chosen because of its decentralized structure and ease
of account creation. The implementation uses a smart cable that
automatically makes payment for the electricity it provides to the
devices connected at the end of the cable.

In [12] presented a volunteer service time record system based on
a new blockchain called Timecoin. The paper aims to replace the
conventional time record system using a, which lacks in data secu-
rity and to improve credibility and traceability of volunteer service
time management. Unlike Bitcoin, the transaction is not strictly
for financial purposes as they are used to execute instructions such
as storing, querying and sharing data. The volunteers’ service time
certification was achieved using smart contract. When a volunteer
finishes his service time in a way that satisfies the predefined re-
quirements, the relevant award was given to the volunteers. The
advantage of the proposed approach was data transparency. Every
volunteer and manager could check and monitor the service time
record through their addresses as blockchain is a public ledger. An
additional advantage was tamper-resistance as modifications are
not allowed using blockchains.

In [13], a decentralized application to record electronic medical
records (EMRs) was proposed. Using blockchain technology,
medical information can be accessed, while recording patient rec-
ords using comprehensive and immutable logs. The blockchain
application also handles critical tasks such as authentication, con-
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fidentiality, accountability and sharing of sensitive medical data
information. The system relies on medical stakeholders, such as
researchers and public health authorities to maintain and secure
the network via Proof of Work (PoW) mechanism, which provides
guaranteed data integrity and tamper-resistance. The system was
implemented as several smart contracts deployed over the Ethere-
um blockchain. Smart contracts were used to automate and track
certain state transitions, such as a change in viewership rights or
the creation of a new record in the system. To control access, a log
in mechanism was created, in which patient-provider relationships
were defined to associate them with medical records and viewing
permissions. Medical providers can add a new record to the log
regarding a patient and the authorization of sharing the records
between providers can be made by the patient themselves. Patients
were constantly informed regarding their medical records using an
automated notification when new information was updated to the
log. New information was first verified before insertion into the
blockchain.

In [14] proposed a blockchain-based security framework for data
communication in a smart city. The project aims to provide better
services to people while ensuring that the available resources can
be utilized efficiently using a data communication platform that
features privacy, integrity and data confidentiality. Smart cities
provide open data services or facilities like smart terminals, in
which they offer bicycle rental terminals, self-service machines
and information kiosks. The idea behind the adoption of block-
chain was to fend off cyber-attacks attempting to steal personal
and financial information. The security framework implemented
four layers - physical, communication, database and interface.
Smart contracts were applied in the communication layer to act as
protocols for different types of applications. In the database layer,
a decentralized and distributed ledger stores data, in which the
scalability, performance and security for real time applications are
ensured. Therefore, this project promises a platform that can be
used by all devices in the smart city to communicate with each
other securely in a distributed environment.

3. Methodology

As shown in Figure 1, the project was generally divided into three
main phases. They are described in detail in Section Il1-A to Sec-
tion 111-C.

3.1. Concept and Design Planning

This phase involves a study of the requirements for the project and
planning out the appropriate block design to accommodate the
required functionalities for the system.

Ethereum was chosen as the blockchain platform due to its ability
to execute smart contracts. Based on Section I1-C, the smart con-
tract will be deployed as a decentralized application. The system
was designed such that it would be managed by a registration
officer from the Department of Islamic Affairs. To register a mar-
riage, the officer would check and verify all the documents sub-
mitted to him. He would also check the existing data on the block-
chain to ensure that no elements of fraud has occurred. Once this
is done, the officer would then proceed to enter the data into a
block and adding it to the blockchain by executing a smart con-
tract. Once the registration data has been entered and the block
validated, the data would be copied to participating nodes global-
ly. The permanently stored data can be examined using the
Ethereum blockchain explorer. The data is also unchangeable, and
any new modifications would have to be included in a new block.
Therefore, this mechanism creates a data storage that has high
integrity, reliability and redundancy.

START

Concept & Design Planning

System Implementation

System Validation &
Testing

v

FINISH

Fig. 1: Project flowchart

Since the platform of choice is Ethereum, the execution of the
smart contract would require some fees in the form of Ether (the
currency powering Ethereum). In this test version, the transaction
may be completed using simulated Ether. However, for implemen-
tation in the mainnet, real Ether would have to be used, and they
can be purchased by exchanging them with fiat currency through
various exchanges worldwide.

3.2. System Implementation

To implement the project, the Ethereum testnet, also known as
Ropsten testnet, was used as the blockchain database to develop
the application. It is a testing network that runs the same protocol
as Ethereum. Using the testnet, several tests can be conducted
before deploying the smart contract on the main network. Another
reason for using the Ropsten network was to avoid losing real
money for transaction fees and smart contract deployments when
building and experimenting with the system.

For the smart contract, a programming language called Solidity
was used. The smart contract is compiled and deployed by Remix,
a browser-based compiler and Integrated Development Environ-
ment (IDE) that enables users to build Ethereum contracts with
Solidity language and it can be used to debug transactions.

The user interface was designed to make data entry easier. Hyper-
text Markup Language (HTML) and Javascript were the languages
used to create the interface. Metamask was needed to use the inter-
face as it is a tool that provides the browser the capability to make
Ethereum transactions through a regular website using the web3.js
Javascript library developed by the Ethereum Core developers. In
other words, it was used to connect the regular website to an
Ethereum node or interact with the blockchain. The user interface
asks for various information of the groom, bride, wali and wit-
nesses. The information is then stored into the smart contract
which is deployed inside the blockchain system.

3.3. Blockchain System Evaluation

The smart contract was written, modified and deployed according
to the planned concept design. The user interface was tested by
entering data into the system. Etherscan (a Ropsten blockchain
explorer) was used to verify whether block insertion was success-
ful. In a summary, the overall system was tested several times to
ensure that the blockchain works properly as it is the most vital
part of the project.
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4. Results and Discussion

The user interface for the developed system is shown in Figure 2.
The user interface is connected and can interact with the written
smart contract which has been deployed through Remix as Meta-
Mask plugin has been installed into the browser. The Ethereum
blockchain was deployed on the Ropsten testnet. The current de-
sign of the smart contract would restrict the use of the system to
only one person for data entry due to security considerations.
Therefore, it is suggested that the owner should be an officer at-
tached to the Islamic Religious Department as managers of the
registration process.

Referring to Figure 3, before any data can be submitted into the
blockchain, an account with MetaMask is required. In the current
implementation, the smart contract owner is assumed to be the
owner of Account 1 with the address
0x06F7e902871ef5CCe22859F329E659c04173537h. This address
uniquely identifies the user and is to be referred for any future
transactions.

Like the Ethereum mainnet, the application requires Ether to exe-
cute the smart contract. This Ether is required to reward miners
responsible for validating smart contract transactions. Since the
smart contract is connected to the Ropsten network (a testing envi-
ronment), no real money is used. In the actual implementation,
Ether needs to be purchased with fiat currency. Simulated Ether
can be added to the account for the testing and development pur-
poses (Figure 3). Figure 3 shows the amount of simulated Ether
was added into the account which 9.320 ETH.

Data was to be inputted accordingly in which the user interface
asks for the names and the number of identity cards of the groom,
bride, wali and witnesses. When a user clicks the “Submit Data”
button, a notification regarding transaction confirmation will pop
out automatically. This can be seen in Figure 4.

Azsen bin Saby, Seosseaiawlyy
Asxl =ir Aaby, C000002100133)

Fig. 2: The user interface
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Fig. 3: Account 1 creation in MetaMask

When a user clicks “Submit” button in the MetaMask notification,
it took a few minutes for the input data from the user interface to
be pushed into the blockchain. When the transaction was success-
ful, this indicates that the data is now in the Ropsten blockchain.
This can be proven using Etherscan, a Ropsten blockchain explor-
er. By entering the account address of the owner in the explorer,
the overview of each transaction information can be viewed such
as in Figure 5. It shows all the input data that is stored into the
blockchain.
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Fig. 4: Transaction confirmation in MetaMask
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Fig. 5: Transaction overview in Etherscan
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In the user interface, the stored data can be called from the block-
chain once it has been submitted (Figure 6). The first input would
be the information of the applicant, followed his or her partner,
wali and the witnesses.

5. Conclusion

Blockchain technology is an online ledger that records every
transaction made in an immutable fashion. The highlight of this
technology is that it cannot be controlled or modified by a third
party. Any transaction that uses this technology can be tracked all
over the network, making it very difficult to be hacked and coun-
terfeited. Therefore, the records are transparent and have integrity.

900000100123,Ali bin Abu,900000101234 Aminah
binti Wahab, 5600000100133 Wahab bin
Rabu,Azman bin Rabu,5800000100135 Azmi bin
Rabu,60000001001337

. . . F £ . _ _ e
Fig. 6: Displaying data in user interface

The scalability of blockchain technology is very large as it can be
applied almost any industry requiring data integrity and transpar-
ency. As a legal document issued by the government, marriage
certificate is important as it is an integral part of Islamic marriage.
The use of smart contracts in the Ethereum Ropsten blockchain to
store Islamic marriage certificates have been demonstrated in this
paper. Using specialized plugins to connect to the blockchain net-
work, data was successfully entered into the blockchain. This has
been proven with the Etherscan blockchain explorer.
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