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Abstract

Two of the most familiar method of voting is through voting polls and online voting. The main problem with conventional method is the
insecurity of the votes to be untemper. Another problem of voting methods is the existence of fraud in voting system. This paper is to
propose a method in overcoming these flaws and problems by using the Blockchain technology. Blockchain technology is a secured da-
tabase and has very high security. The technical concept of the Blockchain technology has many advantages and benefits that could be
applied to many technical sectors and have the possibility in changing the world. The concept for this project is to develop a cryptocur-
rency implementation in the voting system. From there, the transaction votes are kept in the blockchain could be illustrated by examining
the block hashes. The outcome of the project shows a transaction of coins from one voter’s wallet into two candidates’ wallet. The trans-
actions were approved through a process of mining and the transactions of coins were a success. The data of the transactions were kept in
the blockchain where unique blockhash, which acted as the block’s fingerprint were generated. From there, the integrity of the block-

chain technology is illustrated.

Keywords: Blockchain Technology; decentralized cryptocurrency; integrity; security; voting system.

1. Introduction

Voting is vital in determining the disposition of any men in a soci-
ety respecting to the adoption or acceptation of their position and
their contribution to the community. It has been the method used
since ancient history and are introduced and implemented largely
in politics. Voting system is the basis of any elections in a demo-
cratic country, being the core of any elections.

In this advanced technological era, there are a couple of conven-
tional voting methods ranging from manual ballot system to online
voting system. These methods are used largely in the electoral
system. Malaysia is one of the countries that are still using the
manual ballot count voting system in their diplomat politics. Al-
ternatively, advanced and more developed countries such as Esto-
nia in the Europe have implemented and shifted into the online
voting poll for their elections [2].

The main issue of current conventional voting system is the exist-
ing of the possibility of frauds in the electoral system itself. From
year 1946 to 2000, the number of independent countries has in-
creased from 67 countries to 190 and many of these countries have
shifted into the democracy system since independence [4], Malay-
sia being one of it. Electoral institutions have much great im-
portance in political science. There was a study made on the vot-
ing fraud in early twentieth-century in Pittsburgh, United State of
America. The study mentioned how it is possible for current vot-
ing system could be padded with ghost voters [5]. In conclusion,
there are still improvements that need to be implement on the
voting system in order to eliminate the possibility of voting fraud.
With the possibility of this fraud, comes the issue of voter’s confi-
dence in the conventional voting method. The conventional meth-
od of voting polls does not have a system or proof that guaranties
the security of the votes. Due to this reason, the voters lack confi-
dence in the purity of the election’s result. An example that shows

in the insecurity of the vote result is in Estonia, who is the country
to apply digital voting. During their 2013 Local Election, it was
highlighted on the potential security risk within the system
through malware infecting the system and allowing vote change
[16]. Therefore, the system requires a more secure database in
order to guaranty the reliability of the voting system.

Another matter in question that needs to be highlight is the low
number of turn out due to the indolence of community in the actu-
al voting process. In [3] states that in the United Kingdom, a result
on a research conclude people who vote through posting, has a
high report level of satisfaction and confidence in the whole vot-
ing process. An ideal alternative that could improve the voting
system is voting through a secure online platform.

Every project proposed has its own objectives and purpose. The
main objective of this project is to implement blockchain technol-
ogy into voting system. Aside from that, the project is to evaluate
the effectiveness of the Blockchain technology in the confidence
of its security to protect information, specifically for voting. This
technology is also believed to improve the reliability of current
voting system and the process flow of voting to increase the vot-
ing turn-up.

The application of blockchain technology can be implemented on
this problem where data or votes will be stored in a decentralized
database, where security is verified by the public within nodes of
network and are impossible for alterations [17]. Information in the
sequential database of a blockchain is protected by methods of
cryptographic proof and is a digital alternative to the conventional
ledger. Thus, this technology promises a greater security in the
election system to secure it against frauds.
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2. Related Works

2.1 Blockchain Technology
2.1.1. What is Blockchain Technology?

Blockchain technology is a peer-to-peer secured, transparent, and
decentralized public ledger that can be accessed and shared
through any Internet network. An anonymous programmer known
as Satoshi Nakamoto first introduced the blockchain technology,
applying it in cryptocurrency [8]. It is a database that is made out
of transactional record blocks that are chained together. Each
block is validated by users within the network (also known as
miners). This involves the validation of chain by solving complex
computational functions.

The blockchain technology promises high-level security due to its
decentralization characteristics. There is no centralized organiza-
tion or party that controls it. The data in the network is an open
access and can be viewed by anyone within the Internet network.
The data in blockchain will have an exact copy in every node of
network, resulting the alteration of information in the chain very
complex, near to impossible. In the blockchain, any transactions of
information require the exchange of public keys by the user which
will generate addresses cryptographically and stored in the block-
chain. Although the transaction is traceable, the identity of the
user will not be disclosure and this transparency is one of the strik-
ing characteristics of the blockchain technology [12].

2.1.2. Mining, Hash Functions and Proofs

The blockchain technology is a public transaction ledger that in-
volves a subset of network volunteers who are known as the min-
ers, to validate the chain by solving some complex computational
functions known as hash functions. When miners successfully
solve the equation hash function, the next new block is added into
the blockchain database [9]. The more miners involved in the

mining process, the more complex the computational problems are.

Primitively, individuals that use their home computers central
processing units are sufficient. Since the blockchain technology
has attract many attention, the rising complexity of solving algo-
rithm requires greater power mining techniques such as using
application-specific integrated circuits (ASIC), pool mining and
cloud mining [9]. Every miner that successfully solve the func-
tions will have their Proof-of-Work, which is a requirement to
proof that the user have done the work to solve the problem.
Proofs are also required for a new block to be generated. Another
term that Proof-of-Work is always compared to is the Proof-of
Stake. Proof-of-Stake is when the transaction block is generated
based on the miner’s or creator’s digital wealth [10].

2.2 Cryptocurrency

Those who have heard about blockchain technology must have
heard about cryptocurrencies as it has close relation and block-
chain technology is originated from a cryptocurrency that is wide-
ly known, which is the Bitcoin. One of the top and legendary digi-
tal currencies that have stayed long in the industry is Bitcoin and
Ethereum.

2.2.1. Bitcoin

Satoshi Nakamoto, an anonymous programmer has discovered the
blockchain Technology through the production of Bitcoin. In an-
other word, Bitcoin is the first byproduct of the blockchain tech-
nology and is now leading at top in the crypto market. Bitcoin
works in a peer-to-peer network for payment transfer that can be
done digitally without the third party. Bitcoin also proposes to
prevent double spending by a peer-to-peer network that has a
timestamp with hash algorithm that are attached to the particular
transaction chain as a proof. The work done to solve the hashing

function is called the proof-of-work [11]. Bitcoin is now on the
top chart of the Cryptocurrency Market Capitalizations, standing
on the first rank [12].

2.2.2. Blockchain Technology Applications and Related Re-
search

With the striking characteristics of the Blockchain technology (a
decentralized, reliable and redundant network where transactions
and programs are not reversible), it has been implemented in other
sectors than in the digital financing area. There are many related
researches that have been found through this literature study,
whether it is implemented in the voting system or not.

In [16], the authors elaborated on the digital voting system espe-
cially by examining the first country to implement a digital voting
system, Estonia. Blockchain is the base underline architecture
design for cryptocurrencies where the system is robust and highly
secure, which transactions are stored in a block that will eventual-
ly be complete as many transactions are chained in. The Estonian
Local digital voting elections uses the voter’s identification num-
ber to identify their eligibility to vote and is then allowed to vote.
The votes will be passed through a server and are encrypted and
stored. The data are transferred to a DVD vote counting server that
is private. However, in their 2013 elections some number of po-
tential security risks was highlighted, where the risks are some
possible malware in the clients and servers that allows change of
votes. An implementation of the blockchain technology in the
voting system was proposed.

Similar to the review done that was mentioned above, describe the
potential applicability of blockchain technology and its character-
istics to be implement in Canadian electronic voting system [17].
It is proposed that a system would require voters to vote in the
system and be provided with random key pair for voting. Particu-
lar software is to require ensuring the voter’s eligibility. The votes
are visible, and a tally will be resulted. However, implementing
the technology will require high cost, a board for integrity assur-
ance and accommodation for voters. It will also be required to run
in synchronized with the paper balloting system. Nonetheless, it is
still concluded that blockchain technology is an excellent method
in the vote result transmission and its implementation in the Cana-
da electoral system was considered.

However, even though digital voting system is considered ad-
vanced and implementing the 21% century advances, it is still full
of holes in the architecture, that blockchain could overcome. A
paper written in [18] reviews and provides a proof on the integrity
flaws of Electronics voting system. This review deploys the elec-
tion legitimacy of Direct Recording Electronic (DRE) voting sys-
tem. The project is aimed to assess the ease of bug introduction
into a system, and their detection difficulties. The security over-
sight of DRE voting system is undetected multiple voting cast,
possible access to voting machine to perform administrative ac-
tions and improper voting terminals and central server encryption.
The assessment is done by conducting a project called Hack-a-
Vote to proof that electronics voting system is not resistant to
those security concerns.

A paper reference in [19] elaborates on the maximum voter’s pri-
vacy by using a smart contract for boardroom voting. It develops a
system called The Open Vote Network that uses an Internet voting
protocol that self-tallies with a maximum voter privacy using
smart contracts. This network does not rely on any authority to
compute the tally of the result, nor does it rely on any authority to
protect the voter’s privacy in the voting process. Using the con-
sensus mechanism of smart contract that is used in the Ethereum
Blockchain enforces the Open Vote Network protocol. This im-
plementation of network was tested with forty simulated voters,
and the minimal setup for the elections cost only for $0.73 per
voter.

In [a] states that despite being electronically online or not, the
conventional method of voting has low level of transparency. Thus
creating the lack of voter’s confidence in the result, as it is impos-
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sible to assure that the voter’s vote is being counted for in the
election result. Other than that, [a] mentioned on the electronic
voting system that can be hacked, by giving Virginia’s WIN vot-
ing machine as an example. The possibility level of hacking on
that machine is high, until the responsible agency decided to dis-
continue the usage of that machine for official elections. There
were many cases mentioned in [a], including the decision of the
U.S president, Barrack Obama, to expel 35 Russian diplomats due
to concerns in interference of Russia with the 2016 election. The
adoption of blockchain network in the voting system was pro-
posed to be a better-secured alternative in the voting system. Its
trust ability, decentralized and distributed architecture could bring
benefits in the voting system. In conclusion, blockchain in the
voting system has attracted many attentions, to create a transparent,
trustworthy and reliable voting mechanism.

3. Methodology

3.1. How Does It Work?

e Candidates — Each candidate will be assigned as a public key
(transaction address) to the voter. To keep the secrecy of bal-
lot, the public key (transaction address) is different for each
voter. For the project simulation however is done using only
one voter’s wallet only, where it cast transaction votes to two
candidates simultaneously.

e Voters — Each voter is also assigned their own wallet and
public key (transaction address)

e Ballots — By using the public keys from candidates, voters,
and organizers that have been recorded by the application, it
can create a transaction sent to it once the voter confirms the
vote. When the voter has confirmed the vote, the voter’s bal-
lot now has cryptographically secure representation in the
transaction, and it is then broadcasted to the coin network
nodes. However, even though the verification of the vote is
not yet confirmed, the transaction will be shown after the
voter’s confirmation. After mining, the ballot is securely
logged on the blockchain with an increasing number of net-
works.

3.2. Implementation of Blockchain Technology and Its
Application

The blockchain technology is based fully on programming lan-
guage codes. Thus, it is important to determine the programming
language for this project. To structure the system of this project,
C++ language will be used to write the blockchain system. The
project will take the cloning of the Litecoin C++ Language, and
alterations will be edited to the program.

Litecoin codes was forked as the base of the programming that
later was modified to satisfy based on the characteristics and
quality of this project. There are several reasons in choosing the
Litecoin as the base of code, to be forked. One of it is because
Litecoin has the similar features, as the first and predominant
cryptocurrency existed, Bitcoin. In fact, Litecoin was forked from
Bitcoin itself. A difference of Litecoin that is an upgrade from
Bitcoin is that Litecoin is faster in the sense of transaction capaci-
ty, as its blockchain block confirmation is generated on average
two and a half minutes, whereas Bitcoin’s blocks are created every
ten minutes. This feature is the main reason why Litecoin is cho-
sen. The system needs to be able to create a block faster, so that
the votes could be submitted into the blocks faster and does not
lag the voting process.

3.3. Evaluation of the Blockchain Technology System

Upon completion of the structure of the database, an evaluation of
the blockchain system itself needs to be monitored. A data test

was conducted within small number of network. Any errors within
the test was monitored and corrected. It is important that the
blockchain database works, as it is the base system of the project.
Monitoring the blocks’ hash algorithm does the evaluation of this
system.

3.4. Creating Custom Coin Called Kinakoin

The first step in creating the custom altcoin and its wallet for the
use in the voting system was to clone the Litecoin. This was done
successfully using the Linux command on a Virtual Machine of
Ubuntu. The image below shows the success in cloning of the
Litecoin git file.

Fig. 1: Cloning Litecoin Process

From this cloned coin, the parameters in files were changed and

altered to satisfy the characteristics of the desired custom altcoin

that is named Kinakoin. The parameters that were changed was:

e  Prefix initials was changed to k, which sets all Kinakoin ad-
dresses to start with initial k.

e Number of coins per block was set to 10 coins per block.

e  Total number of Kinakoin exists is set to be 22500

e  Priority is set to 144, which means that the rate of blocks that
was expressed within the difficulty period of 144 coins, then
the difficulty will readjust.

After the parameters have been changed, the Kinakoin is then
deployed and run. The image below shows that the Kinakoin and
wallet is being built. After the process of coin building, we run
everything on the testnet basis.

Fig. 2: Process of building the custom coin, Kinakoin
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4. Results and Discussion

There are three Kinakoin wallet set up on three different Virtual
Machines, with respect to their connections. The main Virtual
Machine will contain the files and run the coin’s wallet as the
server and as well as simulated as the wallet where voters will cast
their votes. The other two cloned virtual machines with their re-
spective wallets act as the clients and will be simulated as the
wallet of the candidates. The transaction of the coins from the
voter’s wallet to the wallet of the two candidates will be shown
below.

Due to previous test and wallet testing and mining, the wallet of
Candidate 1 has a balance of 668.90 KIN and Candidate 2 has a
balance of 120.00 KIN. These values will be the reference value
for the respective candidates as the initial Kinakoin balance in the
wallet, before any transactions. The Immature shows the value of
coins that has been mined into the wallet but has not yet been
confirmed by miners.

Wwallet

Balance: 668.90 KIN
Unconfirmed: 0.00 KIN
Immature: 470.00 KIN

Fig. 3: Balance of Candidate 1’s Wallet Before Any Transaction Simula-
tion

Wallet

Balance: 120.00 KIN
Unconfirmed: 0.00 KIN
Immature: 280.00 KIN

Fig. 4: Balance of Candidate 2’s Wallet Before Any Transaction Simula-
tion

It is given from the organizer to voters, the public address (public
key) of the candidates and the address for the candidate. The

transaction address of candidate 1 is
kE94QQC6zgXFYLLgR21j8bheQXHgWdXg9V and the address
of candidate 2 is

kLojcXu7BpMNYeYeBRx2C31DALCtQMB9Xh. Below shows
the transaction of money sent from the voter’s wallet, to the can-
didates’ respective address. The amount of coins was transferred
were set to be 10 KIN. Thus, when voter sent 10 KIN to the can-
didate’s wallet, the respective candidate wallets should receive
and has increase amount of balance by 10 KIN. A notification of
transaction will be popped up simultaneously on the voter wallet
and candidates’ wallet. Transactions to candidate 1 were done four
times with total of 40 KIN and candidate 2 was done three times
with total transfer of 30 KIN.

Kinakoin - Sent transaction
Dat 7/18 11:44

Fig. 5: Sent Transaction Notification on the Voter’s Wallet (Transaction to
Candidate 1)

Kinakoin - Incoming transaction
Date: 5/17/18 11:44

Amount: +10.00 KIN
Type: Received with
Address: #1

Fig. 6: An Incomirig Transaction Notification on the Candidate 1’s Wallet

Kinakoin - Sent transaction
Date: 5/17/18 11:34
Amount:-10.00 KIN

Type: Sent to
Address:
(kLojcXu7BpMNYeYeBRx2C31DALCEQMBIXh)

Fig. 7: Sent Transaction Notification on the Voter’s Wallet (Transaction to
Candidate 2)

Kinakoin - Incoming transaction
Date: 5/17/18 11:34

Amount: +10.00 KIN
Type: Received with
Address: #2

Fig. 8: An Incoming Transaction Notification on the Candidate 2°s Wallet

However, since this system is implemented under the Blockchain
Technology, the transactions are not simply transferred just like
that. The transactions require block confirmations from miners,
which require the voter’s account to be mined first to validate the
confirmations. Before the blocks are confirmed, even though the
transaction is done, the coins are not yet transferred.

The question mark symbol on the list of transaction on the voter’s
wallet indicates that the transaction block requires mining and not
yet mined. At the same time, on the candidate’s wallet, the coins
transferred are considered as immature and is not added into the
wallet balance.

& Overview % Serd @ Receivo E Transactions | () Addresses

All < Al -
4 Dote Type Address Amount |
¢ Snaeaeas sent to Al 10.00
{ SNA71g1145  Sentto > 10 ".‘U'
AN Senklo > 344 . 10.00
{ S7/1e 1148

Serk to | J X 10.00 |

Fig. 9: List of transactions from voter’s wallet made to Candidate 1’s
wallet

8 Owervien B Send O Pecewe [ ] Dematiom ) Addrenaes

walet Reienl L7 anialtiony
Sagrce e 90 KN
WVIT/IR Te
Urconfrmed 4000 KiN «
e L 47000 Xin
WVIT/ie s
O ITRAE L

Fig. 10: Overview of Candidate 1’s Balance After Transaction from Voter
Was Made, Before Mining Process

# Overview B Send G Becene j Dascactions ) Addreises
. A
. Date Tyoe A vy P
I/ Semtito
Y MR Send to
T AL | ] Lent tn
P VIT/MI1E2)  Mised g Y000}

Fig. 11: List of transactions from voter’s wallet made to Candidate 2’s
wallet

$ vecone [T] Wemaction ) Addreises

# Overview W tendt

Wallet Recent Lantactions
Balare 120.00 K Y18 1254
Unconfames  30.00 KON !
Immature 19000 N

IR T4

Fig. 12: Overview of Candidate 2’s Balance After Transaction from Voter
Was Made, Before Mining Process
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Time taken for the mining depends on the connectivity of the In-
ternet connection. Below shows the graph of the blocks created
versus the time taken for block creation.

Blocks Mined (Cloned VM) Vs Time
o x ) 0 © 10 ]
Time (Mg

Fig. 13: Graph of Blocks Mined from First Candidate’s Account vs. Time
Taken

Bocks Mined (Main VW) Vs, Time

Torve My
Fig. 14: Graph of Blocks Mined from Voter’s Account vs. Time Taken

The blocks created are linear to the time taken. After the 210™
blocks, the Internet connectivity was disconnected for a while
which results in the mining process to be disturbed.

Once the transaction block has been confirmed, then the coins will
be released to the candidates’ respective account. Before the
blocks were confirmed, Candidate 1 had 40 KIN coin immature in
the wallet with 668.00 KIN but after transactions were approved,
the 40 KIN coins were added to the total balance of Candidate 1’s
wallet. There was an additional transaction that were done to Can-
didate 1 due to testing that added another 40 KIN, which is why
the total balance in the simulation is 748.90. Whereas, for Candi-
date 2, the wallet had 30 KIN immature coins with 120.00 KIN
but after transactions were approved, the 30 KIN coins were added
to the total balance of Candidate 1’s wallet.

¥ Overview & Send P Receive :1"3?“.9('_1:1‘\ ) Addrenies

Aall s Semtto -
« Date Type Agzgress Aot
SIS 114S  Sette ALSHQQCIgF YLLGRZ 1586 100
Sent to
Sl 1o
Senmt o
Sent
1718 3134 Sent 8o

wallet [testnet]

5 Overview B send G hecenve [T tamactiom ) Addresses
Watlet Mecont tiansactions
Nulance 14820 N V1I/18 1148 10.00 Kin
L AN o s
Unconfemed  0.00 KIN € "
tmmature 430,00 xun
VIR 11 «10.00 iy
"
& ST 184 «10.00 i
"

& neceive [T] mansactions ) Addressas

@0 Overview WP %enat

wailet Recent transactions
borengises 109.96 W SO 1000 XiI
Unconfemed: 0.00 KiN < a2
Imwnature 180.00 KoM
SATHR I «10.00 KIP
w2
MYT/AR 4 *10.00 KI?

2

Fig. 17: Balance of Candidate 2’s Wallet After Approved Transactions

Each transaction that were performed and confirmed at the same
time has the same block hash, which means that the record of
transactions that were mined simultaneously was recorded and
stored in one same unchangeable block with the same blockhash.
From the result above, to show that a different transaction con-
firmed groups are added to different blocks, another 10 KIN coin
transfer was done to each candidate’s wallet.

The first earlier transactions that was confirmed and mined at the
same time (the transactions explained above) has the same
blockhash of:

Candi- 13826745ebc22f747he4ch1035568h15895fe5hdc15532241604
date 1 ef62a333bada
Candi- 9baf5h8f822a2415ch039220732¢14ch2127ea71e4b3c40ch4c9
date 2 09f4fd8fd168

Each transaction has a different transaction 1D or transaction hash.
Transaction hash is an identifier used to uniquely identify a partic-
ular transaction. All on-chain transactions have the unique transac-
tion ID that can be seen in transaction's details. The hash of your
transaction usually looks like a random set of letters and numbers.
In one block, there can be multiple transactions, just as illustrate
below.

Tx 2

Tx1 \

Tx 3

/ Tx 4

K

Fig. 18: One Block in a Blockchain that has several transactions that were
mined together

Then, to prove that different transactions that were confirmed
differently are added to different blocks, the transaction was made
and the blockhash is different.
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New transaction that was made to Candidate 1’s and Candidate 2’s
wallet account and being mined at different time than the previous
transactions.

3 A ent te

Fig. 19: New Transactions That Was Mined Differently

The block hash for the new transactions is:

Candi- | 852a9d6bcf44bdc238086881c1c797a10844f5e948f586
date 1 899f4082fa195f22al
Candi- | 852a9d6bcf44bdc238086881c1c797a10844f5e948f586
date 2 899f4082fa195f22al

Once data are recorded inside the Blockchain it becomes very
difficult to change it. One block contains the transaction data, the
hash of the block, and the hash of previous block. The next con-
tent of the block is also the block hash that is like the fingerprint
of the block, which means one single block that contains the trans-
actions data has a unique block hash in the block. Once a block is
created which is through mining, its blockhash is calculated.
Changing any data in that particular block will cause the hash to
change, thus making it not the same block. This hash is important
in avoiding any alterations of data in the blocks. The other im-
portant element on the block is the previous hash block and this
effectively creates the chain of blocks as one block is connected to
the previous block via the block hashes. This characteristic is what
makes the Blockchain very secure. The figure below will illustrate
this. The result of the voting could be taken on which candidates
have more blocks.

Block Hash: 1234

Block Hash: abcd

Previous Block Hash:
1234

Block Hash: 5678

Previous Block Hash:
abcd

Block Hash: efgh

Previous Block Hash:
5678

Fig. 20: Illustration of the blockchain untemper

If there is any slight alteration of data on any blocks, its hash will
change. Let’s say the system was hacked and data was changed on
the second block, the blockhash will be changed and it will not
tally with the previous block hash in the third block, and the whole
blockchain system will not be validated. Since blockchain has
copies on every network node, this chain will be terminated, just
as illustrated in Figure 21.

5. Conclusion

It is believed that it is possible to implement the blockchain tech-
nology in the voting system application. Using cryptocurrency
transactions as the determination of the results seems to be an
alternative to the voting method, in order to apply the characteris-
tics of integrity and security of the blockchain in the system. The
output of the project proves effectiveness of the Blockchain tech-
nology in the confidence of its security to protect information.
This can be seen through the block hashes generation. Lastly, with
the blocks of transactions having a unique fingerprint shows that
blockchain technology could improve the reliability of current
voting system, as the data in the blocks could not be altered with-
out changing the blockhash and terminating the chain. With im-
provements, it is believed that this project could be a stepping-
stone in changing the voting system. Some of improvements that
could apply for future are by deploying the coins as this project
only work based on the testnet basis. Another recommendation to
refine the project is by mining using a Graphics Processing Units
(GPU) as mining without graphic cards takes such longer time.

Block Hash: 1234

|

Block Hasd' wxyz
Previous Block Hash

Block Hash 5678

Previous Block Hash
abed

|

Block Hash efgh

Previous Block Hash.
578

Fig. 21: lllustration of the blockchain tempered
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