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Abstract

Cybercrime refers to Internet usage involving any illegal activity. Cybercrimes are becoming galore throughout the length and breadth of
the world owing to the increased Internet usage and the human capital involved in the usage. In India also, the same phenomenon is found
as the nation has vast population. Undesirably, cybercrimes are percolating into some university academic environments. In our earlier
work, we presented many facets of multiple cybercrimes in the INTUH academic environment. The cybercrimes perpetrated, in the context
of the Telangana Movement, w.r.t. the violations of State Emblem of India (Prevention of Improper Usage) Act 2005, u/s 66C-1TA2000-
2008 were registered with FIRs. The cybercrime of sedition is not registered yet. Our research work explored in this regard. Under the
cybercriminal Government of Telangana (CGoT) has been purportedly prevalent the INTUHJAC, during 2011-2014 approx., as indicated
in the website, http://jntuhjac.com, traceable through the cyber forensic web crawler tool wayback machine. Note worthily, the crime got
registered against identity theft under Sec. 66-C under IT Act 2000-2008 whereas the complaint was against Sedition crime. The culprit
website of INTUHJAC organization under CGoT was operational in the INTUH University before the enactment of Andhra Pradesh
Reorganization Act 2014 and through that approx. 2000 registrations were obtained for the organizations. We present, in the case study,
the many facets of the moot cybercrime issues related to the INTUH University academic environment and how they are handled by means
of the RTI Act 2005 for an empirical approach for impact on the law enforcement agencies to get alert and register the crime under sedition
law violation in order to ensure that recurrence of such situations is prevented.

Keywords: ICT Information and Communication Technologies; CGOT Criminal Government of Telangana; INTUHJAC Jawaharlal Nehru Technological
University Joint Action Committee.

1. Introduction 2. Computing the cybercrimes in the case study

In our paper culprit website is created i.e www.jntuhjac.com.Which ] ) ) ]
is culprit website at background cybercrime is happened. From  The case study involves [4] cybercrimes. Nearly 2500 online regis-
2011-2015 they ran fake govt of Telanagana. The present Govern-  frations were made into the cybercriminal website http://jntuh-
ment formed in 2014 is in the aftermath of the Cybercriminal Gov-  Jac.com. This means that for each of these registrations, [4] cyber-
ernment of Telangana that had existence since 2011 with its subsid-  crimes are applicable. Thus, there is a sense to say that 2500*4 cy-
iary outfit. The INTUH-JAC as evidenced in the latter’s website ~ bercrimes are relevant in the context. This value of 10,000 crimes
since the last quarter of 2011.We gather snapshots through a Web  involved is interesting to study further. This is for [2] cybercriminal
Crawler Tool. This cyber crime is one that violates a law i.e. cyber ~ Organizations involved in the case study. Thus, 10,000 *2=20,000
law code: Cr.P.C/Act/Constitution using web as a media. Cheating ~ Units of crime is involved in the case study. This is what we refer to
crime and Sedition crime are presented as the cyber crimes of inter- @S “degree of cybercriminal case”. The term “degree of cybercrime™
est towards handling unlawful organized activity in is rather a neologism. It refers to the computation of the cybercrim-
JNTUH.Sedition crime and cheating crime are highlighted. Over  inal intensity in the case study. When the cybercrimes of this kind
the years 2011-2014, these two crimes were ignored in the sense  are left unchecked, the degree of cybercrimes increases by arithme-
that no FIR is registered despite complaint. Towards the remedy, as  tiC progression by a value of eight additively for each registration.
mentioned Figure 3, the informant submitted RT1 application tothe ~ The high value of the degree of crime indicates that the case study
ACP, Kukatpally Division, and Cyberabad Commisionerate.As the  involves BIG DATA. This may seem misnomer as a first note.
issue was pursued, finally an FIR was registered against the unreg- ~ However, it is to be understood that what is BIG DATA volume in
istered organized group JNTUH-JAC.Thus, cybercriminal activity ~ ON€ context may not be so in another context. For instance, the value
became checked by our endeavors. of 20,000 units of degree of cybercrime in our case study is consid-
ered as BIG DATA owing to it that the data is relevant to ‘crime’.
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Small statistical values as measure of degree of cybercrime should
rather be considered as BIG DATA owing to it that the data is rele-
vant to ‘crime’. This data volume may not be treated as BIG DATA
w.r.t. some other application which is noncriminal. The table below
indicates the computational details w.r.t. degree of cybercrime in
our case study.

Table 1: Computing the Degree of Crime

No of Cy- No of

bercriminal - Regs- No. of Crimes Degree of Crime

Organiza- tra-

tions tions

2 viz 4 (Cheating, Identity

INTUH 2500 theft, Sedition, State 2500 registrations *

JAC ap- Emblem_of India 4 crimes *2 cyber-

— prox (Prevention of Im- c_rlmlnal organiza-

CSGoT ' proper Use) Act2005  tions=20,000 units
Violation

3. Related work

[1-3] As per our survey we knew that the cyber crimes police station
deals in various issues, complaints and frauds like email and non
email related crimes.[4] Here we identified the sedition crime (i) by
words, either spoken or written, or (ii) by signs, (iii) by visible rep-
resentation.[5] We created peoples governance forum webpage be-
cause of the Government, University, Court and Police Stations are
failed to control cyber crime in JNTUH University.[6] Research ad-
viser website consist valuable information like research publica-
tions stastics,special lectures, articles and projects which are helpful
for our developing of paper.[7] It’s important reference
https://sites.google.com/site/sekharaiahk, we included the details of
FIR report as under about a cyber crime a fake govt of Telangana
[8] RTI Act 2005 is a priceless, effective instrument for an em-
ployee to remedy the lack of probity in the organizational admin-
istration by engaging the employer to ensure positive organizational
behavior [11] The paper presents relevance of knowledge, Intelli-
gence and attitude as only some of the multitudinal subject areas
where research in ICT and psychology is convergent.[12] The func-
tioning of some of the University Level Institutions in the country
turns maladaptive occasionally owing to mismanagement of aca-
demics. By such an approach, they tend to turn the organizations
maladaptive. [13] In this paper,we present the judgment in the af-
termath of the chargesheet.We present that the Cyberabad police
failed to make use of the cyber forensic evidence in handling the
case.[14] In this paper, we present a case study of a cybercrime
w.r.t. the Culprit organization Government of Telangana (CGoT)
that has been purportedly prevalent during 2011-2015 approx. as
indicated in the website home page image of http://jntuhjac.com.
Interestingly, the crime is registered against identity theft under
Sec. 66-C under IT Act 2000-2008 whereas the complaint was
against Sedition crime.

4. Motivation

We highlighted the context where in the complaint was for regis-
tration of Sedition crime in the case study. But, the Cyberabad po-
lice registered the complaint under Sec. 66-C under IT Act 2000-
2008. It interests us to evaluate the grounds for the non registration
of the complaint against the Sedition crime. It is felt that online se-
dition crime, in particular, was not considered in the formulation of
the IT Act 2000-2008. Perhaps, it was because of it that the Cyber-
crime PS police@Cyberabad did not register the complaint against
the sedition crime. In this background, the complaint was, later,
made in the KPHB PS near the INTUH University. Under the pur-
view of any general police station, general sedition crime or online
sedition crime.

5. Delineation of the case study

The author requested for Information under RTI Act 2005 regarding
the higher authorities The Registrar and PIO(Public Information
Officer) on October 2014.According to the attested Information to
the VC,JNTUH and then CI, KPHB PS.the following Information
asked the RTI Act 2005.a)Did the JNTUH authorities ever com-
municate with the FGoT(or)the allied INTUH JAC members in any
manner?(or)context?and asked list of INTUH officers who consid-
ered FGoT (or)the allied INTUHJAC ever as legal or constitutional
or as to have existed as known from its website till recently as in
references?b)asked about Martyrs’ Relief Fund collected from staff
salaries after Telangana formation in June 2014.c)why JNTUH ne-
glected to identifythe cses of students who were involved in FGoT
or The allied INTUHJAC activities for award of degrees since 2011
to till date.d)Information as to how the JINTUH authorities checked
the FGOT or the allied INTUH JAC activities in the campus year
wise since 2011 till date.e).

Chandra Sekharalah K
‘eacher, School of Information Technology, INTUH.
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R
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Fig. 1: An RTI Application of the Author to Elicit Attested Information
W.R.T. INTUH’s Relationships with the Fake Government of Telangana
vs. with the Parliament-Enacted Govt. of Telangana.
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Fig. 2: Given the Complaint to the Inspector of Police, KPHB P.S., and
Cyberabad. Sedition Crime has to be registered Against “Government of
Telangana” (Got).
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N Ganad - 6 IR aganst secbon - regarding "

™ Gmail

File FIR against sedition - regarding

Chandra Sekharaiah <chandrasekharaiahk@gmail.com>

Tue, Feb 6, 2018 at 845 AM

To:dop_ ybtspoli In, adcp._f

To
The DCP 8 ADCP, Cyberabad,

Sir,

Namaste. Thé delay for FIR fiing since long tme.

tis informed that the FIR be filed for immediate action against the: culptt Govemment of Telangana in th ssue.

FIR is a necessity for efective Indian Policing, As an offioer ‘welltrained by the Indian Ay and the IAF and as an 1PS-cadre officer, f we fall o take care of
sedition crime, who wil?

Ifyou falto take intiative for FIR for punishing the culprits of the sedition, who wil?
An acknowledgment by emad is requested immediately.

Best wishes,
Chand.

(K Chandra Sekharaiah, M.Sc., Postdoc{Finland), Pr.D.(IITMadras), M Tech. B.Tech (Computer Science & Engineering)
‘F’I’E. FIETE, FSESc,, FIAHP, SMCSI, MISCA, MAMPY, MISE, MISTE, MNAGP
Professor in Computer Science & Engg.
School of Information Technology,
Jawaharal Nehru Technological Universily Hyderabad,
Kukutpally, Hyderabad, PIN: 500 085,
India, Phone (M): 9849352231

) Virus-fee. www.avastoom

ChandPoliceComplain{ToTheDCPeybjpg
T6K

Fig. 3: File FIR Against Sedition Informed to the DCP And ADCP, Cyber-
abad. It is Informed That FIR Be Filed for Immediate Action against the
Culprit Government of Telangana in the Issue.

From To
Dr.K.Chandra Sekharaiah, ACP & PIO, Kukutpally.
Professor in CSE, School of IT,
JINTUH, Kukutpally, Hyderabad 500 085.
JEE9S VT3
Sub:Registering a crime case of sedition — RTI Act 2005 application reg.
Ref:1.My Ir. dt.6Feb2018 addsd. to the Inspector of Police, KPHB PS for registering sedition crime case
2.My Ir. d1.21Feb2012 addsc. to the Inspector of Police, KPHB PS and submitted on 22Feb2013
sir,
Namaste.
c the above, the
application, is sought (under the RTI Act).
1.Copy of the FIR, if any, for the ref(1)
2.Copy of the FIR, if any, for the ref(2)
3.Points of information as to why the police failed, if so, to file the FIR for the complaint in ref.(1)
4.Points of information as to why the police failed, if so, to file the FIR for the complaint in ref.(2)
5.Points of information as to why the police cannot file the FIR, if so, considering both ref(1) and ref(2)
against the Government of Telangana in refs(1) and (2)
6.Are the police certain that the Government of Telangana in ref(1) and (2) is not underground now?
7.Points of information of justification of the police to the information provided by them for the point 6
above.
8.In the light of the ref(1.), what is the list of measures taken by the police to defuse the GoT since the
date of submission of ref(1)
9. In the light of the ref(2.), what is the list of measures taken by the police to defuse the GoT since the
date of submission of ref(2)
10.Points of information of response of the police to the ref 1
11.Points of information of response of the police to the ref 2
Thank you.

Hyd., 10Feb2018.

information, as on the date of your response to this RTI

, Best regards,
Encl:1.Ref(1) is photocopied on the reverse of this paper ~
2.Ref(2.) photocopy which bears the acknowledgment of the KPHB PS
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Fig. 4: Registering a Crime Case of Sedition with RTI Act 2005 Application
to ACP &PIO, Kukatpally.
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Fig. 5: RTI Act 2005 Applicatnon’to the DCP, Madhapoor Zone from Re-
search Adviser.

[P .
g i
cmndusdmulmmn«mkmm@?"“‘

M Gl

i i 1921657 U
File FIR against sedition - regarding TeFo .08

3 haraiahk@gmal.com> 0
ChandraSekharaah <chands? g br@pispleego
To, co@cybspolcegovi. 0 adm@qb.‘spglioe.govfm.ﬂw_hnr@cybbpofmw.n .t
Cp@oplplee g Y, TF20IE

T .
Yhe(omm»ss‘mem( Police,
vaerabad'(ummissionmle,
Hyderabad.

SubRegistering  crime case of sedition - reg:
the ACP Kuhutpally -
ffféiﬁ«. o andsbrited on22eb203

2005, 3
: 10Feb2018, under RTI Act 2005, e
"o KPHB s for registerng sediion rime case

1Feb2012 addsd. tothe Ingpector of FOI
;J:Ayvllr‘rt,zﬁ&bloﬂ 3ddsd. tothe Inspector of Police,

it

% addressedto dep_mop
i with the atiachment ChandeceEAmpiamlIoTnen(:th.lpg
1 Farfier, | sent an emall W
e

<0 goiin, The emal to 3
.‘CLJ:E 3;. i1 bounced. The emal is forwarded 85 appended belo )
i tionto s thatan FIR isFled against sedition:

5 jetsepdfand tp:facademicsce

west your goodselves for necessary 3
d|f1512393512_126&1270—|eleh104

inl
2, Apropos of the references above, | eq nce.coi

sarein hhu.qulsr.comJimages!shoﬂ L p

dlue
:j:xr:‘x;‘esx)miew;lapeﬂm1103311490936531‘pdl
e Bestregards,
Dy Chandra Sekharaah K
: ¢ a@iyb.tspolice 0 n
Attachments tothis omall Refs12.3] cited above St —— s

c /b tspobos govin adddep_admn@yb 5P

Fig. 6: Register A Crime Case of Sedition File FIR Against Sedition to the
Commissioner of Police Cyberabad Commissioner Ate, Hyderabad.
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Fié.' 7 Memo Send by From Office of the Deputy Commissioner of Police,
IPS, Madhapur Zone, Cyberabad to the PIO/ACP, Kukatpally.

6. Conclusions

Our work has conceptualized the notion of “Degree of Cyber-
crime”. The case study of multiple cybercrimes interests the re-
search community because of it that it is a Big Data Cybercrime.
What is of ‘big data’ value in the case of cybercrimes may not be
so in normal applications/cases. This is because cybercrimes tend
to abuse the IT application scenario. The negative impact/applica-
tions of IT should not outnumber or tend to be enormous as com-
pared to the positive impact/applications. The significance and im-
pact of ‘Degree of Cybercrimes’ is under study. The notion serves
towards metrics of cybercrimes.

In our earlier empirical study, the police only when questioned, un-
der the RTI Act, as to why the complaint was not registered, regis-
tered a cybercrime complaint. Now, the case study presented is a
similar issue. The remedies to the common man who is patriotic and
complains against a cybercrime which abuses the national assets
such as the national emblem and the Government of India are bleak
in the sense that the role play of the law enforcement agencies is
very dissatisfactory. In sequel, we conclude that the present govern-
ments such as the State Government of Telangana (GoT2014) as
well as the one at the union level should feel responsible and release
white papers w.r.t. the actions taken by them to defuse the fakeGoT,
CGoT, SGoT and to ensure nonrecurrence of prevalence of cyber-
criminal governments. The possibility of social networking web-
sites gives a hope for us to disseminate about the fake, cybercrimi-
nal GoT. Our work in this regard is on the anvil for further research.
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