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Abstract

Security mechanisms in Wireless Mesh Networks (WMNs) play an essential role to protect WMNs features. However, the existing secu-
rity standards of WMNs are still in draft state. In addition to that, WMNSs features like integrating with heterogeneous nodes and net-
works, which make designing robust security mechanism for WMNs is more complex. To develop an efficient security mechanism for
WMN:Ss, firstly we need to study the vulnerabilities of WMNSs, and then exploit these vulnerabilities to perform various attacks and find
the counter measures for these attacks. In this paper, we have studied various network layer attacks, based on this study we identified the
interdependencies of these attacks. We use AODV protocol to exploit these attacks. Our simulation results show that the each attack
severity with respect to goodput and Packet Delivery Ratio (PDR). We explained how these severity measures are useful for future

WMNSs security mechanisms.

Keywords: Use about five key words or phrases in alphabetical order, Separated by Semicolon.

1. Introduction

In recent years, WMNSs have become more popular because of its
ubiquitous broadband wireless internet connectivity in a sizable
geographic area and cost effective network deployment. WMNs
have ad-hoc features such as self-organizing, self-configuring,
self-healing etc. They can interoperate with other wireless net-
works such as high-speed metropolitan area mobile networks, and
have backhaul connectivity for cellular radio access networks,
intelligent transport system, network defense system, citywide
surveillance systems etc. In contrast, specific wireless networks
such as cellular, ad-hoc, and sensor networks do not support most
of the mesh features like high bandwidth, scalability, and interop-
erability with heterogeneous networks[1,2,3,6,8]. Due to emerging
applications of WMNs, research groups have developed new
standards such as 802.11s, 802.16 (Wi-MAX), and 802.20 [1], [10
- 14]. However, these standards were developed with limited fea-
tures of WMN architecture, for example, 802.11s and 802.16 do
not support the multi-hop client mesh topology, distributed au-
thentication, authorization, and accounting (AAA) servers authen-
tication etc. The limitations of WMNs existing standards, restrict
the scalability of the network. Moreover, security protocols of
these standards are still in draft stage, as these standards adopted
security protocols from other wireless networks such as ad-hoc
networks, sensor networks, and cellular networks etc [5], [7], [9]-
Compatibility and integration are the major issues when WMNSs
adopted these security protocols, and this creates new vulnerabili-
ties in WMN. Due to inadequate secure protocols, wireless mesh
networks are more vulnerable especially in three layers: Network
layer, MAC layer and Physical layer [4], [13], [15].Out of which,
network layer security is more vulnerable due to dynamic topolo-
gy and self-organized multihop routing. These network layer vul-
nerabilities lead to various network layer attacks. We have imple-
mented network layer attacks in ns2 to find the severity of net-

work layer attacks. Our simulation shows that, out of all attacks
wormhole and location discloser related attackers severely de-
grade the network performance. Based on the simulation results
we relate severity of the attack is equal to reputation value of the
attack.

The rest of the sections as follows, section 2, describes study of
various attacks in network layer, section 3 relates the attacks de-
pendencies, section 4 shows the simulation results and section 5
concludes this paper.

2. Study of various attacks in network layer

In this section, we have studied blackhole attack, grayhole attack
,rushing attack, wormhole attack and location discloser attack.
Blackhole attack: In this attack, adversary node drops all the pack-
ets passed through it. In order to do this, the adversary node at-
tracts the neighbor node with false route reply with less hop count
and greater sequence number. Once, route is established through
that node then the source node starts sending packets to the desti-
nation node. Eventually, all packets will be dropped at adversary
node. Many wireless routing protocols such as AODV, DSR,
HWMP, DSDV etc. are vulnerable to Blackhole attack.

Grayhole attack: Adversary node uses same idea of blackhole
attack to participate in the active route. Once, route is established
through the adversary node for packet forwarding, it selectively
drops the packets, instead of dropping all the received packets.
Detecting grayhole attack is more complex than blackhole attack.
Rushing attack: Rushing attack is a zero delay attack and more
effective when the attacker nearby source or destination node. On-
demand routing protocols like AODV and DSR are more vulnera-
ble to this attack, because whenever source node floods the route
request packet in the network, an adversary node receives the
route request packet and sends without any hop_count update and
delay in to the network. Whenever the legitimate nodes receive the
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original source request packets, they are dropped because legiti-
mate nodes, would have already received packet from the attacker
and treat the currently received packets as duplicate packets. Thus,
adversary is included in active route and disturbs the data forward-
ing phase. Rushing attack can be taken place at source side or
destination side or at the middle.
The following conditions the rushing attacker is not included in
active route

1) When source and destination nodes have direct communica-

tion link
2) When source and destination nodes have better route than
rushing attackers’ route

Rushing attack is more effective when attacker near to source or
destination node
Wormhole attack: Less communication delay and more coverage
area are the two important characteristics for forming effective
route in wireless network. If the nodes have these characteristics,
most often those nodes are in the active route as compared to the
conventional nodes. Malicious nodes use these two false charac-
teristics to participate in the active route, we also called this type
of attack as wormhole attack. Usually, two or more colluding at-
tackers’ create wormhole attack, and to do this attack colluding
attackers’ form malicious tunnels with less delay and more cover-
age area. Once attackers are in the active route, all these attackers
receive network traffic from their neighbouring nodes to forward
this traffic to corresponding destination.
Location Discloser attack: In this attack, malicious node will fix
the targeted node in the network and create Denial of Service
(DoS) attack by flooding fake packets. It causes buffer overflow
problem at targeted node. Any internal node in the network can
acts as malicious node because all the nodes know the network
topology. This attack can also be performed by external attackers
when the attacker has topology information otherwise it uses brute
force mechanism to find the targeted node location.
Jellyfish attack: In this attack, malicious node receives the packets
from its neighbouring nodes then it intentionally increases the data
packets delay before forwarding the packet to the next node. This
attack is more severe because of the network throughput can be
degraded to zero.
Byzantine attack: In byzantine attack, a malicious intermediate
node or a set of malicious intermediate nodes works in collusion
and carries out attacks such as creating routing loops, forwarding
packets on non-optimal paths and selectively dropping packets
which results in disruption or degradation of the routing services.
It is hard to detect byzantine failures. The network would seem to
be operating normally in the viewpoint of the nodes, though it
may actually be showing Byzantine behaviour.

3. Attacks interdependencies

Based on this network layer attacks, we derive the interdependen-
cy of control plane attacks such as Black hole, Grayhole , Rush-
ing, Wormhole, and location discloser attacks and data plane at-
tacks such as jellyfish and Byzantine attacks. In control plane,
attackers attracts the network nodes by sending less hop count,
delay, multiple address, and long coverage area to join in active
route. Once attacker is on active route then it start doing data
plane attacks. We have defined the interdependency of attacks in
the following:

Location discloser attack-> control plane flooding, fake data pack-
ets flooding traffic pattern distortion

Wormhole attack-> Jellyfish and Byzantine attacks

Rushing attack-> Jellyfish and Byzantine attacks

Gray hole attack-> Byzantine attack

Black hole attack-> Byzantine attack

The above attacks interdependencies are implemented in network
simulator (ns), to identify the severity of the attacks.

4. Simulation of detection solution

To evaluate the severity of the attacks we used the same scenarios
and simulation parameters. Conventional AODV protocol doesn’t
provide any security related to control plane and data plane at-
tacks. We have created malicious nodes Black hole, Grayhole ,
Rushing, Wormhole, and location discloser attacks. These nodes
have high probability to be in the active path of AODV protocol.

Table 1: Simulation Parameters

Parameter Value
Number Of Nodes 40

Simulation Time 1000sec
Routing Protocol Aodv

Queue Type Drop Tail
Packet Size 1500 Bytes
Transport Protocol Udp

Network Size 2000mx2000m
Percentage Of Malicious Node 10-20

Node Mobility Random Mobility

We have chosen 10 to 20 percentages of malicious nodes in the
network also called attack scenario. To perform the blackhole
attack, first these malicious nodes send false replay(less
hop_count) upon receiving the route request, second, all the re-
ceived data packets are dropped by these malicious nodes. To
perform grayhole attack, malicious nodes only drops the selective
packets in random time intervals. To perform the rushing attack,
malicious nodes immediately broadcast the request packet without
processing upon receiving the route request. To perform the
wormhole attack, malicious nodes uses more radio ranges then the
other network nodes. Both rushing and wormhole malicious nodes
intentionally increase packets delay and the drop the data packets.
To perform location discloser attack, malicious nodes find the
targeted node by using random mobility concept, once it finds
targets node malicious node floods fake request packets.
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Fig. 1: Goodput Over 10% Attack Scenarios.
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Fig. 2: Goodput Over 10% Attack Scenarios.

We apply the random mobility for all the nodes in the
2000mX2000m geographical area, shown in Table 1. If no attacks
exist in the network (non attack scenario), every node has equal
chances to be in the active route.
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We have compared the attack scenarios and non attack scenario
with respect goodput and time. Initially, 10% of attacks are pre-
sent in the network and we have observed following results:
Blackhole attack scenario goodput often touch to zero and some
time it near to non attack scenario goodput, this because attacker
may not present in the active path. Grayhole attacks goodput do
not degrade much like other attacks because attacker drops only
selective packets as shown in Figure 1 and 2. Rushing attacks have
less chance to participate in active route due to node mobility.
Moreover, rushing attacks are effective only when attacker is near
to source or destination, this is not always possible. Hence, good-
put does not affect much like other attacks. Location discloser
attacks, attacker tries to identify the target node here we consider
target node as a destination node, once the attacker identify the
target node it start flooding by control packets or fake data pack-
ets. In this attack throughput degrades severely then previous at-
tacks. Wormhole attacks are very severe attacks than any other
attacks. Here, the attackers attract the networks node by sending
false details like less delay and broad coverage area. These two
factors attract neighbours to send their data through wormhole
malicious nodes. Goodput of the wormhole attack is not more than
12-18kbps means 85-90 percent of goodput is debilitated.
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Fig. 3: Packet Delivery Ratio Over 10% Attack Scenarios.
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Fig. 4: Packet Delivery Ratio over 10% Attack Scenarios.

Figure 3 and 4 shows that 10 and 20 percent attacks Packet Deliv-
ery Ratio (PDR). PDR is slightly different than goodput, here we
consider the control packets as well as data packets and no attack
scenario PDR is not hundred percent due to channel collisions,
mobility and congestion. Eventually the attacks severity in in-
creasing order based on the above result is like this: Grayhole
attacks, Rushing attacks, blackhole attacks, location discloser
attacks, wormhole attacks.

In wireless mesh network, data packets can be dropped or delayed
due to congestion, collisions, link failures and bit errors, and not
because of malicious behaviour of the node. So that, any node
drop or delay the packet, other nodes in the network can’t treated
as an attacker in that instance, instead they reduce the reputation
value of the suspected node. Before declaring any node as mali-
cious node, this process will be repeated until the reputation value
gets zero of the suspected node. While reducing the reputation,
“how much reputation we need to reduce of a suspected node?”. In
this case, our results are very useful if any node suspected as
grayhole, reduce the small reputation value due to less severity of

grayhole attack. On the other hand , if any node suspected as
wormhole attack, reduce the large reputation value due to more
severity of wormhole attack.

5. Conclusions

In this paper, we have studied various network layer attacks such
as blackhole, grayhole, rushing, wormhole, location discloser,
jellyfish and byzantine attacks, which are performed by malicious
nodes. Based on malicious node behaviour we have identified
their interdependencies. Furthermore, we have implemented these
attacks in AODV routing protocol to find the severity of the at-
tacks. Based on our simulations, wormhole attacks is more severe
than any other attacks, on the other hand grayhole attack is less
severe than any other attacks. We explained that how these severi-
ty metrics can be used for developing better security mechanisms.
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