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Abstract

Workflow signatures are accustomed hold unity of information in which it supports the rational and the order of relationships like AND-
join and AND-split, of advancement. Advancement signatures are Digital firm for verifying and proving of business development across
some dominant needs. The signing keys are sensible to permit approvals to hold out tasks. Since the signature keys are issued on-the-fly,
permission to hold out employment within a work flow will be composed and given energetic at runtime. This paper provides true ad-
vancement signature technique, rely on hierarchical unity-placed cryptography, to encounter safety measures by structure workflows. A
multi-level validation of data is completed using multi signature binding on each and every message. This can produce an extremely
secure and competitive strength to the system. In this paper, an option for the users to generate the key is provided and if the user loses
his digital signature, it is providing annotation of recovering the digital signature. Digital signature generated based on identity based
signature scheme using hierarchical information which is one of the challenging schemes. Hierarchical information and control flow is

controlled by business process automations which is the key focus of this paper.

Keywords: Cryptography, Digital Signatures, ldentity based Signatures, MD5, SPAN

1. Introduction

In today’s business world, forming an alliance with acceptable
business partners may be a common strategy for an enterprise to
remain competitive by providing a wider vary of product and ser-
vices to its customers. With an advancement of service-oriented
computing, particularly cloud computing, it is additionally appli-
cable for standard corporations to subcontract components of their
business processes to a third-party service supplier. This way, the
enterprises will think about their core capabilities, while raising
the speed and quality of their business processes, and minimizing
the business price.

Therefore inter-organizational work flow direction systems, such
as enterprise-resource-planning (ERP), supply chain management
(SCM) and Cross Flow, play an awfully necessary role in execut-
ing business processes with business partners or out-
sourcers/outsources in a dynamic and timely manner. Briefly,
associate inter-organizational work flow management system is
employed to model and management the execution of business
processes involving a mix of manual and automatic activities be-
tween organizations. It may be either centralized or decentralized.
The latter is usually most popular for 2 reasons: measurability and
autonomous nature of inter-organizational interactions.

During a centralized work flow system, there exists one work flow
management engine that is to responsible for distributing tasks to
the acceptable execution agents. The central workflow engine also
ensures the specified task dependencies by sending tasks to the
respective agents only when all requisite conditions are satisfied.

In an exceedingly redistributed work flow system, on the opposite
hand, a central work flow engine sends the complete work flow to
solely the primary execution agent and receives the ultimate out-
put from the last agent within the work flow.

The work flow management during this case is localized, within
the sense that every agent within the work flow is accountable not
just for corporal punishment associate allotted task. Henceforth,
there is a tendency to think about solely redistributed, inter-
organizational work flow system. We introduce and investigate
the concept of workflow signatures. The scope of this paper is to
create a clear hierarchy in validating the data in each business
process.

2. Related Work

The users are periodically renewing their non-public keys without
interacting with the Public Key generation (PKG). The PKG pub-
lically posts the key update data are convenient. However, every
user must possess a tamper-resistant hardware device. This as-
sumption makes the answer rather cumbersome. Revocation has
been studied within the ID-based setting with mediators [6, 7].

During this setting there is a special semi-trusted third party
known as an intermediate World Health Organization holds shares
of all users’ non-public keys and helps users to rewrite every ci-
pher text. If associate identity is revoked then the intermediate is
taught. To prevent serving to the user however should concentrate
on a way lot of sensible customary identity based encryption (IBE)
setting. In broadcast secret writing, a non-revoked user will facili-
tate a revoked user gain access to the sensitive data being broad-
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cast (since this data is that the same for all parties). Association of
Business Executives (ABE) is really a generalization of IBE (iden-
tity-based secret writing [12]: in associate IBE system, cipher texts
are related to only 1 attribute (the identity) [10].

The authority chooses a policy for every user that determines that
cipher texts he will rewrite. A threshold policy system would be
one during which the authority specifies associate attribute set for
the user, and also the user is allowed to rewrite whenever the over-
lap between this set and also the set related to a specific cipher
text is on top of a threshold.

Goyal et al. [14] projected a Key-policy attribute-based encryption
(KP-ABE) theme that supports any monotonic access formula
consisting of AND, OR, or threshold gates. The KP-ABE format
by Ostrovsky, Sahai and Waters [10].

Cloud-based electronic health record (EHR) systems enable medi-
cal documents to be exchanged between medical institutions. That
is focused on security, performs partial encryption and uses elec-
tronic signatures when a patient’s document is sent to a document
requester. They are used XML encryption and XML digital signa-
ture technology, This model works efficiently by sending only the
necessary information to the requesters who are authorized to treat
the patient in question [15].

Patient’s personal information may cause security and privacy
problems because it contains sensitive and confidential data about
the patient (e.g., health status information, provision of health care,
payment for health care, identification of the patient) [13].

This information must be handled with care because its exposure
would constitute a severe breach of the privacy of the individual.
The EHR system must be designed to guarantee security and pri-
vacy when sharing personal patient information [14].

Access control is very important for protecting patient privacy
when providing health services. Access control means only trans-
mitting patient documents to authorized doctors. However, most
recent access control systems for health services are inflexible due
to using role-based access control (RBAC) schemes [15].
Additional security issues may arise due to a lack of consideration
for various security factors. Therefore, in order to design a secure
and flexible access control system to protect patient privacy in
attribute-based access control model using extensible access con-
trol markup language (XACML) [16].

The attribute-based access control used in the proposed model can
provide flexible and fine-grained access control when compared to
existing RBAC schemes. By performing partial encryption of
patient privacy-related elements in patient
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Figl: Proposed System

Proposed system has three key phases which are Data encryption,
Data validation and Data decryption and updation which is depict-
ed in fig.1.Creating a transparent hierarchy in verifying the infor-
mation in every business method flow is the core extract of this
paper. Business rules for a transparent automation method flow
must be outlined to identify/segregate the supply and destination
points. Additionally, the method involves AND Joins (Process
done in parallel to urge the precise outcome), OR Join (Either one
in all the method must be done), XOR joins (Finalizing the decid-
ing point).

A Private/Public key will be generated based on a standard identi-
fiers and system parameters. Hierarchical information based on
the process flow is decided. This information along with the pri-
vate/public key will be used to generate a digital signature for

signing the message. The length of the key will be differed and it
depends on the hierarchy of the process flow in the business flow,
based on level of hierarchy the documents via extensible markup
language (XML) encryption [17].They used these features for
protecting the patient information where as this paper uses the
feature for protecting the sharemarketrelatedinformation.

multi key option of signing the message will come into the picture.
This paper exactly fits to the task based authorization control, in
which task-based cryptographic keys were generated and issued
where ever they are required. It assures clarity of positive business
traits and managing of special read of business actions. Typically,
risk assessment and IT control frameworks are used to support the
controls. These controls are then implemented in order to ensure
that business processes are compliant with the relevant regulations
and laws.

A. Encryption

In this phase, user must have to create his/her own account to
login into the system because user credentials are necessary for
secured communications. After creating the account the admin
needs to validate the user and credentials for accessing the appli-
cation. SHA1 algorithm is used, which is one of powerful crypto-
graphic hash function which takes an input and produces a 160-bit
hash value known as message digest and it is added with the orig-
inal data for protecting the user details.

SHA1 is more secured compared to AES and DES algorithm, so
that this algorithm is used to protect user’s details. MDS5 is much
faster to compute the 128 bit digest for md5 than the 160 bit digest
for SHA-1. MDS5 is good enough for non-cryptographic purpose;
the speed advantage makes it a better choice in most cases.

B. Data Validation

Application configuration file is loaded with MD5 based encryp-
tion algorithm. So that, the user doesn’t have clear connection
string into their Application configuration file. Using this, the
configuration information related to the server is hided from the
users or intruders.

Triple DES encryption is used to encrypt owner’s data. The owner
sends data to third party (data updater) before sending data to third
party, the owner digitally signs the data. That signature is used to
verify the data owner and that is helpful for managing some busi-
ness regularities which is in XML format.

name walue
1 chevrolet chewvelle malibu 130
2 buick skylardc 320 165
3 phmouth satellite 150
4 Hyundai L 120

Fig2: Original Data

The original data of the user before encryption is shown in fig.2.
By using Triple DES algorithm user’s original data is encrypted
and digital signature is added. After completing the process, the
encrypted information is sent to data updater. Below figures fig.3
and fig.4 shows the encrypted data with digital signature in xml
format.

Third party is going to verify the encrypted data by using signa-
ture in XML. If the signature is invalid, the data will be rejected
and the message will be send to data owner. If the XML is valid
then the updater is going to amend his values to the owner’s data.
The Updater sent back data to data owner. Data validation is de-
picted in fig.3. If the data is not changed by the third party or
hackers, the receiver gets the full access to the data on database. In
fig.4 the error message while accessing because the data is
changed by third party or hackers is shown.
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Fg. 4: Validation Failed
C .Decryption and Updation

The Data Owner first, removes additional values sent by updater.
Data Owner Decrypt that data. If the data matches with the origi-
nal Xml data, the xml data is converted to original data for-
mat .After the Owner updates the values sent by Updater. Other-
wise the data will be taken has invalid.After removing additional
values sent by a updater, the information in the xml format look
like

= <=DocumentElams:

- <product x{OI20 " 'Tablz _xD020_ x0020 =
=Id>1=Td>
=namazcSESSGHIT SaCELSENTE CoE ol LnsE nnijicl A ASSLy=/nam=
=paluas T CoaCIdEA S 5= valuaz
<='product x0D020_Tables x0020_ xD020_>

-=product x0020 Tablas 0020 xCIU_CI =
<Id>2-=Td>
sxhd SRA ASTET B eHha OS2 I T n B G HOEE =/ nam a=
valse K CeTa nCGIsh ;= valua=
</product x0020_Tables D020 0020 _>
-=product x0020 Tablas 0020 xCIU_CI =
=Id=3=1d>
2= EGoe ERErns IE s DI D jrasf s FEe 6Ha{td—/nama>
=walaerlis ESLTHCEL s</valus>
</product x0020_Tables D020 0020 _>
= =product_3 xOﬂ.LCI Tahlas_ xﬂ:lJ] xCKlLG =
=Id=4=Td>
~nsmezer s JHESOES </nams>
=nalaarlkODO{KaEC(E s</valus>
=/product_x0020_Tables_x0020__ x0020_=
=Signature xmlns="kttp e 3. ore'2 A0 rrnldsiss "> <Signadnfo=
—Canecnicalizaticntlathod Alsoithm—"http: w3 ore TRZ00LREC-
xml-cl4n-200 103 15" />
=Sisnaturshathod Algorithm="http:/vwww.w3.org/2000/09/ xmldsigsrsa-
shal” /=
<=Raferencs URI="">
<Transforms><Trmans form
Alsorithm="http:/ v w3, org/ 2000 N9 xmldsisfenveloped-signature” /=
=Transforms>
=DHgasthlathod Algorithre="https' wow. wid org/ 200000 S omid sigshal * /=
Salue=Z ‘RU\]FqGOGKBO}ChJZU’E{\KLH\KPﬁ'DlEas(\ Taluss>

=R snca>
=/SignadInfo>
=SignatureValusEhMQecpEwiSF V4D THiBrLrUhHeCLnlaTxfbC Y ucSpEBqs
L 3IEqhldly Bup Ox I Ce0=MIm T2 Ey BpiletPo ¥ TDqgson U SCTbaA0 Sor EL ot
SBOLCsTIRemeaq 60-mRITE KT B6Wa S oWV +BREBO Tprs PIKE T4 MO Whhoo="
GmTLH4 ZUUE 3Z sh' A=</SignaturaValua>
=/Signatura>
<= DrocurmemtE larmsot>

After removing additional nodes the information will be decrypted
and the decrypted information in the xml format like

=DocumentElemant=
- =product_x0020_Tsblss_x0020__x0020 >
<Id=1<Td>
<pame=zifzeSBFPmgpA=D T vh'tg 9 ¥ E+vlz+CS Wb ow ¥ =</nama>
=walunez=N 1 iNmT =</ valu=>
=/product_mD020_Tables_x0020__x0020_=
- =product_x0020_Tsblss x0020_ x0020 >
=Id=2=Td>
=pame=Es SI6bAVaHVOr O FGiZy CPP+Dm BV Ive</nams>
<palnezThiluyBIAE=</valus
<'product_m=0020_Tables_=x0020_ =0020_=
- <produect_x0020_Tablas =0020_ x0020 =
<Id=3=Td>
<pamez WIBLvEw3Z Ry FDIXIUWZ cioupl3DeME s</nam ==
<=walunezTE IxBUNFdcY=</valus=
</product_x=0020_Tablas_=0020_ =x0020_=
- <product_x0020_Tablas_=0020_ =002 CI =
=Id=4-=Td>
<pamezn39mFxlaixl=</nams>
=walussL UZIZNT e=nll=</valu=>
</product_=0020_Tables_x0020_ =x0020_=
- =Signature xmlns="http/ v w o 2000/ 08 xmldsiss">
- <SignsdInfo>
<Canonicalizationhlathod Alporithrm="http ./ w3 org TRZ200 VEEC-
xml-cl4n-20010315" />
=Signaturahisthod Algorithne="http:/arerer w3 org/ 200009 ol d sissrsa-
shal” /=
- =Rafersnce URI="">
- =Transforms>
<Transform Algorithn="http:/wrarer w3 org 2000009 xapold sisfenveloped-
signatura” />
=Transforms>
<Drgasthiathod Algorithrm="http:/aremar w3 oo/ 2 00009l d sissha 1" /=
<=DHgastValue=Z SKUNFgo06 KB OXIt ZUKVEvHVE == DigastValus>
= Raferanca>
</SienadInfes
=SignaturaValussEKMQecpKwfSF V4D THNiBx L UhHeCT nlaTxfbC Y ueSpBgs
LQ3Eqhldly Bup OxMNCgO=Mm 72 ExBpil gtF o Y TDgson U SCTb A0 2o KL o+
SE0LCsTIREmag60wmRIT6KT B6Wa X 5.0WV+BRED Ipnx FILE 74 10T Whhee=
GmTEH4 ZUE 3Z sh/ A=</SignaturaValua>
=/Bignatura>

<DrocumentElemant=]

Once decryption is completed, the information sent by data owner
and data updater will be compared. If both the information are
similar means, the information is treated as valid otherwise the
information will be taken as invalid. The information is valid
means information’s are updated otherwise the information’s are
discarded.

The Owner updates the values sent by Updater. The Original data
will be changed based on background verification and different
layers of authentication check. After verification the Data Owner
gets the updated data.

4. Security Analysis

For analyzing the security performance of the whole proposed
system SPAN tool is used which is the simulator of Automated
Validation of Internet Security Protocols (AVISPA). AVISPA has
four backend tools where as OFMC and ATSE are used for securi-
ty analysis purpose. Input is obtained in High Level Protocol
Specification Language (HLPSL) format or CAS+.

The credentials shared by the key players are validated and it
should summarize the report as SAFE which is main objective of
the SPAN tool. Security of proposed system is ensured by the
summary report of the back end tools OFMC and ATSE derived
as SAFE which means it ensures its security and it is shown in
Fig.5. As SPAN is the simulator tool for AVISPA, the proposed
system is simulated and it is depicted in Fig.6.

"2, oFMC

2%ATSE TOOL
2% Version of 2006/02/13 SUMMARY
SUMMARY SAFE
SAFE DETAILS
DETAILS

BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL

C-\progra~1'SPANtestsuite'results\hlps]
GenFile if
GOAL
as specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.04s
visited Nodes: 6 nodes
depth: 4 plies

BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL
PROTOCOL

C:\progra~1'SPAN\testsuite'results'hlpsl
GenFile.if
GOAL
As Specified
BACKEND
CL-AtSe
STATISTICS
Analysed - 8 states
Reachable : 4 states
Translation: 0.00 seconds
Computation: 0.00 seconds

Fig. 5: Results of OFMC and ATSE back end tools




132

International Journal of Engineering & Technology

=l IG T IDE
Fig. 6: Simulation of proposed system using SPAN tool

5. Conclusion

The workflow signature takes connections of settings within a
workflow, in joining the qualities of a usual sign that is combined
to data security and virtue. The workflow signatures can be uti-
lized as evidence that business processes believing on testy admin-
istrative workflows are yielding to definite rules. The task depends
on cryptographic keys are generate persistent volume sign, and
extra effective plan, residue a candid difficulty. This paper pro-
vides a secured system for workflow process of business process
and evolves security using SPAN tool in which result is obtained
as SAFE.
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