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Abstract

This paper examines some of the major types of risks and threats that may be posed to the economic security of national enterprises. Its
purpose is to terminologically fine-tune the categories ‘threats’ and ‘risk’, analyze and classify risks from the standpoint of the multicrite-
ria approach, as well as fine-tune existing methods for assessing risks faced by a firm’s economic security system. Based on the findings
from their analysis of relevant materials, the authors have formulated the following conclusions:

«an event that does not yield itself to assessment from the standpoint of quantitative and qualitative parameters is regarded as a threat. In
this context, it becomes virtually impossible to come up with efficient preventive activities, as it is problematic to conduct quantitative
assessments of this kind of event. Reducing the extent of a threat requires identifying and classifying relevant risks;

*a modern enterprise is a backbone element in the national economy. Managing risks and threats posed to economic security at the mi-
crolevel is a part of the national strategy for social/economic development in the Russian Federation. This is why threats that emerge at
the level of interaction among business entities are strategic risks;

sassessing risk implies not only identifying the intensity of negative impact factors but constructing its specific forms as well. Assess-
ment procedures are based on detecting negative impact factors, establishing the degree of their impact on a firm’s economic Security
system, and forecasting the potential reactions of the firm’s subsystems. The most frequently used assessment methods are expert and

mathematical methods.
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1. Introduction

The complexity of structural interrelationships and the multicom-
ponent nature of external environmental factors necessitate the
development of a firm’s economic security system to help reduce
their negative impact. Analyzing and classifying risks and threats
posed to activity, as well as assessing the significance and degree
of impact on a firm’s performance, are a necessary condition for
providing appropriate countermeasure activities and putting in
place the firm’s economic security system.

Russia’s present-day economic system is characterized by com-
plex structural interrelationships and low levels of forecastability
with respect to the situation in the market. An additional negative
factor is the active use of methods of unfair competition by busi-
ness entities. Special significance is being taken on today by activ-
ities aimed at ensuring economic security.

The ‘economic security’ category started to be employed in eco-
nomic theory and business practice in the first half of the 20"
century. The need to develop integrated activities aimed at ensur-
ing security was predetermined not only by parameters for the
internal structure of economic systems but by the cyclicity of their
development as well.

Economic security systems may be considered to have two levels
to them: the level of the economic system as a whole and the level
of the business entity [1]. The literature offers a comprehensive
roster of construals for the term ‘a firm’s economic security’. This
category may be viewed from the standpoint of the re-

source/functional approach, which deals with the effective use of a
firm’s resources. Also, a firm’s economic security may be regard-
ed from the perspective of the organizational approach, whereby
the operation of all subsystems within the firm is geared to the
realization of potential for ensuring competitive advantage. The
systemic approach implies a combination of the above viewpoints,
which helps ensure comprehensive protection for all types of the
firm’s assets and realization of its economic interests.

The effectiveness of a firm’s economic security system is deter-
mined by how correctly one can identify threats and risks. The
integrated nature of the impact of negative factors substantiates
the need to classify them factoring in multicriteriality.

2. Methods

The study’s theoretical basis is grounded in some of the key tenets
of economic theory, public administration, as well as in the re-
search by foreign and domestic scholars into issues in strategic
management, economic security, risk management, and analysis of
internal and external environmental market factors. The work is
supplemented with methodological insights in the area of manag-
ing risks and threats posed to economic security, as well as mate-
rials from specialized literature and periodic publications.

The study’s methodological basis incorporates the use of methods
of scientific cognition, including factor and system analysis of the
economics and processes of management. From the standpoint of
factor analysis, investigating into processes of risk and threat
management implies detecting the conditions for the activization
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of and establishing the extent of impact from the more significant
parameters for the environment surrounding the entity. The sys-
temic approach is based on the construction of an integral struc-
ture of interdependent external and internal conditions which en-
sure the implementation of activities related to ensuring economic
security [2].

The study’s information and empirical basis is grounded in the
systematization of the principal concepts of managing risks and
threats within a firm’s economic security system. The authors also
employ methods of expert assessment.

The basis of the applied research reported in this paper aimed at
not just identifying threats and risks but also assessing them is
integrated economic/mathematical methods for exploring systems
and objects. Methods of dispersion and regression analysis, fuzzy
systems theory, inclusive of cluster analysis, and methods of ex-
ponential smoothing are supplemented with methods of statistical
analysis in a climate of multifactorialness. The authors do not
consider as the study’s objective the quantitative assessment of
risks and threats, so this paper covers only the potential for using
the above methods. With that said, it is apparent that the strategic
management of a firm’s economic security ought to incorporate
the development of methodology for the integrated assessment and
forecasting of impact factors, particularly threats and risks, in
developing and substantiating a new approach to assessing posi-
tive and negative conditions based on the use of a firm’s economic
indicators as a deciding parameter for economic security. The
findings may be viewed as a part of a firm’s anti-crisis strategy.

3. Results

A summarization of the findings from exploring the substantive
characteristics of the category ‘a firm’s economic security’ has
helped identifying two major approaches to this phenomenon [3].
On the one hand, a firm as an object is viewed as an integrated
system, the major characteristic of which is the availability of the
more significant structural parameter which determines the orien-
tation of the object’s operation. The system’s openness to external
and internal factors predetermines the existence of threats and
dangers that form risk factors, which requires the development and
implementation of activities on preventing negative impact on the
system’s crucial elements. Under this approach, crucial criteria are
structural characteristics. On the other hand, an enterprise is not a
static system, and the dynamics of its development are substantiat-
ed by the need to achieve set objectives. Counteraction on the part
of external and internal environmental factors complicates the
achievement of objectives. Proposing a set of activities that help
eliminate or counterbalance the impact of these factors may too be
viewed as a measure aimed at ensuring an object’s economic Secu-
rity. Common is focusing attention on the high degree of depend-
ence on the impact of external and internal factors, mostly viewed
as threats and risks [4].

The present-day theory of technogenic risk defines ‘risk’ as the
likelihood of a danger materializing factoring in the size of its
aftermath (above all its economic consequences) [5]. The litera-
ture contains a view whereby, in analyzing dangers of the techno-
sphere that arise as a consequence of deliberate actions by people
(organizations) intended to purposefully inflict some kind of dam-
age (e.g., aggression, terrorism, vengeance, etc.), one may use the
term ‘threat’, considering it a synonym of the term ‘danger’. For
instance, quite unequivocal is the use of the term ‘a threat to
transportation security’, which deals with the concept of Russia’s
transportation security. With that said, ‘danger’ is viewed as the
propensity of man and the environment which determines the
possibility of inflicting damage to living and nonliving matter.

A firm’s economic security is closely associated with ensuring the
environmental security of its activity. Thus, for instance, one of
the major global challenges to the development of present-day
civil aviation is the mismatch between current increases in air
passenger traffic and the requirement to reduce aviation’s envi-

ronmental impact on the biosphere [6]. This is characteristic of
many sectors of the economy.

Today’s economic literature makes no clear distinction between
the categories ‘risk’ and ‘threat’. Certain researchers view these
terms as synonymous [7].

Threats to a firm’s economic security are viewed as existing so-
cial/economic, statutory, and other factors that impact its econom-
ic security in various time intervals. With that said, the nature of
impact will be assessed as negative. Among the key sources of
negative impact is the nature of interaction among economic enti-
ties, as well as market-determined characteristics at the macro-
and microlevel.

Interpreting threats in a negative light is fundamental. On the
whole, the authors are not proposing the use of a single characteri-
zation of threats, but are suggesting that the phenomenon be con-
sidered in a substantive manner from the perspective of the char-
acteristics of negative impact [8].

Thus, for instance, in the dictionaries by Ozhegov and Ushakov
the terms ‘danger’ and 'threat’ have similar meanings. Certain
authors characterize a threat through a danger that is of an objec-
tive nature. The scenaric approach draws a distinction between the
terms ‘threats’ and ‘risks’. With that said, viewed as a determining
parameter is the possibility of conducting quantitative and qualita-
tive assessments of events.

A threat is construed as an event of a negative nature that does not
lend itself to quantitative and qualitative assessment due to that the
firm, as an entity, may have not come across this kind of events
before. Due to the impossibility of assessing an event, anticipatory
measures cannot be regarded as efficient a priori. To help mini-
mize a threat, relevant risks are identified and classified, which
helps formulate a roster of relevant preventive activities. Thus,
analysis of threats is a component of the process of analyzing risk.
Therefore, characterizations of threats become relevant after risks
have been determined and classified.

Generally, the category ‘risk’ is construed in the domestic and
foreign literature as a situation in which there exists a high degree
of likelihood of unknown events occurring, with it being possible
to assess this likelihood quantitatively [9, 10]. Conditions in which
quantitative assessments are impossible are characterized as un-
certainty. Risk may be characterized from the standpoint of the
situational approach, using assessment theories, viewed as a func-
tion, or via factor analysis.

Under the situational approach, risk is viewed as a situation that is
characterized by uncertainty in terms of how to resolve the prob-
lem, and its outcome can both be positive and negative for the
firm. The level of uncertainty may be correlated with assessments
of the likelihood of expected events occurring, which is what im-
plies the use of the assessment approach to investigating risks. A
positive effect or a negative one is the result of certain actions and
certain functions executed with preset parameters. This forms the
basis of the functional approach. Risk factors are potential condi-
tions that determine the potential for achieving an objective or the
possibility of deviating from it, which are investigated under the
factor approach.

The economic literature offers a variety of approaches to investi-
gating risks [11, 12]. With the development of the market and
entrepreneurship, the term ‘risk” was moved into a separate cate-
gory back in the second half of the 19" century. The issue of risk
management received further development in works by K. Arrow,
H. Markowitz, as well as representatives of the neo-institutional
strand of economic science.

Issues of risk management have been investigated by Russian
economists as well [13, 14]. Between the 1920s and 1930s, the
government passed a number of statutes that formulated the actual
concept of economic risk. Today’s Russian economic science and
entrepreneurship theories offer a plethora of approaches to the
substantive assessment of the categories ‘risk’ and ‘security’. Par-
ticularly worthy of mention are works by V. Abchuk, 1.Balabanov,
L. Blyakhman, V. Glazunov, A. Ivasenko, D. Morozov, E. Utkin,
and V. Chernov. The theoretical/methodological basis for research
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into the subject is grounded in works by prominent foreign econ-
omists such as J. Galbraith, F. Kotler, R. Coase, J. Lafta, P.
Lindert, D.H. Meadows, D.L. Meadows, J. Randers, M. Porter, O.
Williamson, J. Schumpeter, M. Goldberg, D. Forbush, and A.
Thompson [15].

Research into factors of risk and risk situations involves the use of
the integration approach, which implies the use of a methodologi-
cal apparatus of adjacent sciences. More specifically, scholars |I.
Bizyukov, V. Goncharov, G. Diligenskii, A. Kochetkov, N.
Litvintseva, and J. Humphries have drawn upon some of the basic
tenets of conflictology.

Factor analysis of risks helps identify their major types, which are
determined either by the nature of information or based on tech-
nology for selecting it. This approach has been employed in works
by V. Diev, A. Movsesyan, G. Myrdal, R. Nizhegorodtsev, A.
Rakitov, M. Rassolov, A. El'yanov, and E. Jeffrey [16].
Competitive analysis of research into the nature of risks has found
reflection in works by M. Porter and S. Huntington. Issues of re-
gional security and political risks have been investigated in works
by A. Vladimirov, V. Gal'perin, P. Grebennikov, E. Kochetov, A.
Leusskii, Yu. Lipsits, L. Tarasevich, and S. Schlichter [17].
Scholar A. Romanyuk has drawn upon a number of specialized
sources to analyze the characteristics of the term ‘risk’ in relation
to the microeconomic level, which has led to the conclusion that
‘risk’ correlates with ‘danger’ in a climate of uncertainty which
implies its probable emergence.

This view is currently prevalent in research into negative impacts
on the state of economic security. With that said, apart from risks
negative impacts also incorporate dangers, challenges, threats, and
shocks.

4. Discussion

Investigating the genesis of risks and threats posed to a firm helps
identify their social, technogenic, and natural basis. Social factors
predetermine the existence of political and economic (commer-
cial) risks. Technogenic risks are associated with the conditions
for a firm’s operation, implying danger linked with the execution
of work and utilization of the firm’s resources. Natural factors,
under which one subsumes ecosystem parameters, lend themselves
the least to influence on the part of economic security system.
There are also legal, criminal, competitive, and counterparty risks
[4].

Conditions and factors that are pregnant with danger may either
emerge on their own or do so under the influence of certain cir-
cumstances. A common feature of risks and dangers is their de-
structive nature and the negative nature of their impact on a firm’s
subsystems. The multiplicity of classification criteria substantiates
the need to develop a set of relevant preventive activities that
would help eliminate or counterbalance the negative impact of
threats and risks considered [18].

The first group of criteria is formed based on the existence of po-
tential for impacting on risks and threats. In this respect, it may be
worth identifying the following:

. foreseeable (predictable) and unforeseeable risks and
threats;

. objective and subjective risks, which are differentiated
from the standpoint of interaction among business entities;

. force majeure and nonforce majeure risks, which are

characterized as threats that either lend themselves or do not lend
themselves to action;

. insured risks and noninsured risks transferred to external
organizations, on which it is impossible to determine effective
countermeasures;

. pure and speculative risks, which reflect the substantive
characteristics of entrepreneurial activity and interpreting which
helps determine the existence only of threats or potential for gain-
ing an additional win.

In classifying objects of managerial action, risks may be identified
based on the types of corporate resources. Objects’ being of a
limited or an integrated nature help identify plain risks, risks that
cannot be broken down into separate elements, and integrated
risks.

From the standpoint of measurability of risks and threats, the fol-
lowing may be identified:

. catastrophic, substantial, and destructive factors which
cause difficulties;

. latent, hard-to-detect, and apparent dangers which really
exist;

. long-term, short-term, and current risks, which are di-
vided based on the time parameter;

. temporary risk, which emerges at certain stages in a

firm’s activity, and permanent risk, which is characteristic of the
entire period of operation.

The equivocal nature of sources of risks and threats leads one to
classify risks based on the area of emergence of threats [19]:

. global and private risks, which are characterized based
on the level of localization of sources of their emergence and the
degree to which one is exposed to the consequences;

o spatial risks, the basis for differentiating which is
grounded in the territorial factor;
. external and internal environmental risks, which are

determined by the conditions of a firm’s micro- and macroenvi-
ronment;

o production, commercial, and financial risks, which are
identified based on the types of the firm’s activity.

Classifying risks based on the criteria selected helps to identify
the sources of threats and dangers and determine those that are
most significant to a firm’s activity, as well as establish the poten-
tial for impacting on the negative factors identified. Concurrently,
one can conduct both quantitative and qualitative assessments of
risks and threats to the firm's economic security.

A modern enterprise is a backbone element in the national econo-
my. The management of risks and threats to economic security at
the microlevel is a part of the national strategy for social/economic
development in the Russian Federation. That is why threats that
emerge at the level of interaction among business entities are stra-
tegic risks [20].

Quantitative assessments of threats to the activity of national en-
terprises help define them as strategic risks. The indicators reflect
the degree to which the enterprise depends on macroenvironmen-
tal factors, and thereby substantiate the existence of threats to the
economic security of the Russian economy.

Apart from macroeconomic indicators and their threshold values,
the Center for Financial/Banking Research of the Economics Insti-
tute of the Russian Academy of Sciences has also formulated a set
of sectoral level indicators, which include parameters for the per-
formance of national enterprises, including factors that determine
the effectiveness of their operation. Key values are indicators of
investment activity and the innovation activity of enterprises. Re-
search indicates that on these crucial parameters the economy is in
a danger zone, i.e. the level of threat to national economic security
is quite high.

The Russian economy continues to be focused primarily on the
fuel and raw materials export model of development, with insuffi-
cient attention given to the use of scientific/technical and techno-
logical innovations, which is impeding boosts in the productivity
of enterprises.

Russia’s national enterprises are still exhibiting low competitive-
ness levels, which is affecting their market positions both domes-
tically and in the global markets. The expansion of imported
goods within the B2B and D2C (G) sectors against a backdrop of
the low competitiveness of products turned out by Russian manu-
facturers is giving rise to market threats in both the Russian and
foreign markets.

Note also the significant dependence of entrepreneurial establish-
ments in practically all sectors and spheres of the Russian econo-
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my from external economic conditions, as well as on economic
and political decisions made by integrated transnational conglom-
erates, international organizations, and global trade blocs. Letting
it go beyond the limits of openness of the national economic sys-
tem is augmenting the impact of international organizations on
Russian business entities, which is putting national enterprises at a
major disadvantage.

Russia’s current recessionary economic conditions are making it
impossible to secure reserves of production capacities and re-
sources of all kinds. High levels of uncertainty and the impossibil-
ity of forecasting production and sales in the Russian markets are
also reflecting on the planning of production processes and re-
source support for them. Physical and moral wear and tear in en-
terprises is a threat to the nation’s economic security. On the one
hand, this predetermines the technical and technological back-
wardness of enterprises, while, on the other hand, it amplifies
financial risks due to increases in expenditure on the upkeep of
plant and equipment, which is part of the prime cost of products
turned out by the enterprise.

Indicators of the specific output of the machine manufacturing and
metalworking sectors exhibited a trend toward declining during
the preceding periods in the development of the Russian economy.
The share of output from the above sectors dropped to 20-22%,
and that is considering that the threshold value of 25% is an indi-
cator of economic security at the sectoral level [21].

Declines in the production potential of enterprises currently oper-
ating in Russia are due to low investment activity. This poses a
tangible threat to companies’ economic security, which is prede-
termined, on the one hand, by a lack of financial resources and, on
the other hand, by Russia’s imperfect legislation. In the period
2008-2015, investment in fixed assets, especially within the mate-
rial production sector, declined almost by a fourth of its total vol-
ume.

Investment is needed the most by sectors concerned with the man-
ufacture of consumer goods. The proper organization of domestic
production of mass consumer goods is currently a top priority for
the Russian economy for two major reasons: firstly, there is a need
to create competitive sectors, and, secondly, there is a need to
reduce the nation’s dependence on foreign manufacturers, which
is being done at the moment via import substitution programs
pursued by the Russian government.

Today, extremely low volumes of investment are being infused
into the nation’s agriculture and light industry, as well as high-
tech venture capital sectors and scientific/technical spheres. With
that said, their share in the overall volume of foreign investment
does not, normally, exceed 0.1-0.4%.

Russia’s current monetary situation is fairly unstable, which, on
the one hand, is due to failure to fulfill one’s obligations, and, on
the other hand, due to the tough policy of regulating the activity of
financial institutions pursued at the moment by the Central Bank
of Russia.

Russia’s current, fairly destimulating, fiscal policy is fraught with
decreased business activity and an unfavorable entrepreneurial
climate. On the one hand, this may lead to a slowdown in the
growth and development of the SME segments, which especially
is of relevance for Russia’s regions, while, on the other hand, a
shrinking of the private entrepreneurial sector may result in de-
clines in revenue coming into the country’s federal and local
budgets. On the whole, this may have negative impact on econom-

ic growth, ensuring which is an objective of a strategic nature [22].

Russia’s current market-related characteristics — above all, peo-
ple’s paying capacity — are having negative impact on consumer
demand, for which reason they may be viewed as a factor of threat
to the economic security of Russia’s national enterprise. The na-
tion’s differentiation in revenue, which is another major character-
istic of today’s Russian economy, is characterized by a highly
pronounced territorial attribute: income gaps between urban and
rural residents have reached 25-40 times. Over 30% of Russians
earn today less than the minimum subsistence level.

A crucial component of a firm’s market activity is the logistics
subsystem — more specifically, work with suppliers and contrac-
tors. The existence of an aggregate of threats to economic security
is due to failure on the part of partners, ordering parties, suppliers,
clients, and other participants in economic interaction to make
good with regard to fulfilling the contract terms, making the pay-
ments, or supplying the goods.

Today’s economic/legal factors that determine the performance of
enterprises within Russia’s present-day economy can hardly be
viewed as a stimulus for the development of the nation’s private
business sector. On top of that, on a number of aspects the current
state of the nation’s legal environment and its current infrastruc-
ture parameters may be posing a serious threat to the economic
security of most enterprises. In particular, high levels of corrup-
tion among officials, which, among other things, are caused by the
nation’s imperfect legal framework, are coupled with wanton alle-
gations of irregularities on the part of control and oversight institu-
tions.

Based on an analysis of structural changes currently taking place
in the Russian economy, the technical and technological lag of
Russia’s industrial enterprises behind their foreign counterparts
has lately increased from 10-15 to 20-25 years. Declines in the
share of production enterprises among all enterprises operating
within the industrial production sector of the national economy
have given rise to issues in staffing — more specifically, declines in
personnel’s professional/qualification levels as a result of the need
for industrial/production personnel reducing by almost a third.
This, in turn, has resulted in drops in production competitiveness
levels and declines in the competitiveness of products turned out.
Given that outmoded technological equipment is still being used,
there is another threat to economic security that is emerging — lack
of industrial/production personnel, above all well-qualified spe-
cialists. In addition, there are declines across all areas of science-
driven activity: design and engineering, production and assembly
of equipment related to automated monitoring (control), commu-
nication, and management; production information systems and
integrated management and control systems. There are declines in
the number of progressive production processes in the area of
automation of loading and unloading operations and transportation
of materials and parts, which is causing declines in the competi-
tiveness of domestic manufacturers in this area of activity as well
[23].

In the period 2000-2015, the share of design and design-and-
survey organizations in the overall number of organizations oper-
ating within the sphere of research and development dropped near-
ly five times. The total number of organizations offering progres-
sive production technology for implementation reduced by nearly
a third, while the number of created progressive production pro-
cesses declined by almost a fourth. The number of design centers
and design-and-survey organizations continues to decline, worsen-
ing the prospects for new products and technologies, which other-
wise could help ensure comparable levels of competitiveness,
emerging in the innovation market.

Risk as an existing situation and a factor for a firm’s economic
development may have both negative impact and positive one. It is
also worth admitting that the impact of risk factors may have a
neutral outcome. An issue that requires working out and making
proper managerial decisions is the likelihood of a negative out-
come in each stage of a firm’s activity [4].

Negative impact factors are seen as existing conditions, the impact
of which on the economic system may result in damage. The like-
lihood of economic losses being incurred and their size are viewed
as key negative characteristics within the economic security sys-
tem. This system’s key focus is on not only identifying but also
differentiating risks and threats from the standpoint of the differ-
ent levels of impact. Therefore, the category of the likelihood of
negative events occurring and negative outcomes arising is viewed
as the key interest focus in designing an economic security sys-
tem.
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Since risk is a probabilistic category, it should be possible to
quantitatively assess the possibility of incurring a loss. Research-
ers have suggested that on an assessment scale of 0 tol the likeli-
hood of incurring a loss expressed in values from 0.3 to 0.5 should
be suggestive of a risk, and if it is expressed in values from 0.7 to
0.9 it should be suggestive of a threat. A threat-forming risk is
characterized by an interval value from 0.5 to 0.7. This means that
impact factors are characterized by a pronounced negative trend
that is not viewed as obvious as yet [24].

The process of determining the degree of impact of expected
outcomes of a negative nature on a firm’s performance is
viewed as assessing risk. Assessing risk implies not only de-
termining the intensity of impact but constructing its specific
forms as well. The assessment procedure may include the fol-
lowing stages:

. detection of negative impact factors;
. identification of the vector of development of impacting
conditions on the firm’s performance indicators;
. development of possible reactions by the firm as a sys-

tem under the impact of factors of risk and threats.

Threats and risks posed to a firm’s economic security are assessed
using various methods, with preference given to methods of math-
ematical modeling and mathematical analysis, as well as the ex-
pert assessment method.

The use of mathematical methods requires a special command of
the mathematical apparatus and proper potential for employing it
in the existing conditions. Also, the use of this methodology im-
plies collecting a significant amount of information, which may be
subjected to statistical processing. In the practice of management
and economic analysis, economists and individuals in charge of a
firm and those in charge of its divisions may face difficulties with
obtaining and processing this type of information [25].

The authors view expert assessments as a practicable method that
perfectly lends itself to the process of analyzing probabilistic
models. The method implies collecting, analyzing, and assessing
the views of independent experts, which subsequently becomes
the basis for managerial decision-making. Independent experts
normally include leading specialists in the area or those focused
on investigating the specific issue in question.

Expert assessments may contradict each other, which is why a
crucial factor for the method’s objectiveness is the consistency of
assessments. The task group must work out an assessment scale
that would help develop a quantitative characterization of the like-
lihood of negative events occurring and assess the significance of
relevant risk and threat factors.

Should there be detected discrepancies among the experts’ views
(i.e., if the established rules have failed), it may help to discuss
them with the experts in more detail. If no discrepancies have been
detected, one can go on to compute the arithmetic mean value of
the likelihood of negative events occurring, which subsequently is
used in conducting the procedure of assessing the impact of nega-
tive factors.

Expert assessments incorporate characterizations of both external
and internal environmental factors. Assessments of external fac-
tors of both a regulated and unregulated nature include the so-
cial/political and economic situation, the legal environment, the
degree of being provided with resources of all types, current con-
ditions in the market, and the availability and operation of infra-
structure [26].

Of importance are also characterizations of actual participants in
economic activity: partners, competitors, counterparties, and sup-
pliers. Due to the growing frequency of the use of methods of
unfair competition, which by definition are more effective, it is
worth considering factors such as the reliability, financial sustain-
ability, and business reputation of participants.

Assessments of external environmental factors are supplemented
with characterizations of the firm’s internal parameters and eco-
nomic security system. Characterizations of parameters of the
internal environment are carried out on all levels of the subsystem

and include describing all types of corporate resources. Each of
the resources considered is by itself an economic security risk
factor.

5. Conclusion

To summarize the materials and analytical information examined
in this paper, the following conclusions could be formulated:
Today’s theory and existing practice of managing an enterprise
draw no confirmed substantive distinction between the categories
‘risk’ and ‘threat’. The term ‘threat’ comes up when classifying
risks as part of the scenaric approach.

e  The economic security system in Russian enterprises is pred-
icated on the tenets of the risk management concept, with
analysis of risks and threats and their classifications being the
determining stage in the process. The multicriteria nature of
the qualitative characteristics of risks faced by national enter-
prises makes it possible to structurize and systematize risk
factors as part of the development of programs for ensuring
economic security.

e Threats and risks are managed at the microlevel as a part of
strategic management of business entities within the sectors
and subsectors of the national economy. Therefore, ensuring
a firm’s economic security is a part of anti-crisis programs
for the economy of the Russian Federation.

e  Qualitative assessments of risks and threats imply substantive
descriptions of factors that trigger them. Quantitative assess-
ments imply assessing the degree to which each of the factors
considered influences, as well as their integrated impact on,
the firm’s subsystems.

e Given the existing diversity of methods for assessing risks
and threats, the widest use is made of methods of mathemati-
cal analysis and expert methods. The use of the above meth-
odology is based on the analysis of large arrays of infor-
mation, including statistical information.

e  This paper did not aim to calculate real economic indicators
using mathematical, statistical, and expert methods. Risks
and threats posed to economic security were analyzed and
classified at the level of business entities. The issue of sys-
temic interaction at the sectoral level has yet to be explored
in due detail. The objectives examined in this paper may be
given greater attention in subsequent theoretical and applied
research devoted to issues of the economic security of busi-
ness entities within the Russian economy.
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