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Abstract

In early 2018, Cambridge Analytica, a UK based political consulting group, was in the middle of the spotlight regarding its activity col-
lecting Facebook users’ personal data. The data was harvested without users’ consent and was used to influence voter opinion to support
a presidency campaign. This event triggered numerous movement aimed to inform and motivate the public to be concern of the use of
their data in social media. However, whether these actions have raised the awareness of social media users is yet to be investigated. The
objective of this paper is to harvest the awareness of social media users in Indonesia. We’ve performed a survey and collected answers
from 312 responders who actively use social media in everyday life. The result shows that most of the responders have a low awareness
regarding the event and its impact to social media industry. Over 24% of our responders have heard of the event and only 7% of the re-
sponders were able to describe the event correctly. Moreover, most of these users did not aware how their profile information in social
media may be used to achieve commercial or political purpose by social media industry or collaborating third party without their consent.
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1. Introduction

Social media has become one of the most significant platforms in
recent years. The ability to connect to other people, communicate
through text and multimedia content has become a necessity in
modern lifestyle. Moreover, users and consumers are increasingly
dependent on social media to find proper information in order to
make decisions. This fact motivates researchers to find dyadic
relations between individual’s activity in social media and the
decision made related to the activity. The concept Social Network
Analysis [1] and Social Set Analysis [2] are two of the most
common concept used to solve these problem. While there are
many works need to be done to improve the performance, scien-
tists agreed that it is possible to create and support a better conclu-
sion based on these large amounts of social media activity data
(usually called Big Social Data). Since then, companies have been
gathering social media activity data and trying to create a better
understanding regarding their target market. Extracting meaning-
ful facts based on social media activity can give a competitive
advantage commercially. Furthermore, companies also actively
use social media to interact with the market. With the help of so-
cial media industry with “targeted audience” feature, companies
may have a more efficient and effective marketing by targeting
their ads to relevant prospective customer.

This trend however does not necessarily positives and prune to be
misused. By understanding individual’s opinion, one can easily
use or manipulate subject’s opinion by providing specific con-
tents. The use of destructive content and false news (usually called
hoax) is common in social media. Moreover, the lack of control
from authorities and social media industry combined with the
ability to become fully anonymous makes this problem complicat-
ed to solve. There are researches and solution that focus on solv-
ing this problem [3].

Recent hysteria on Facebook’s data breach by Cambridge Analyti-
ca [4]-[6], a now defunct [7] UK based political company, gives
an opportunity to raise the awareness of social media users regard-
ing the use of their data. However, recent studies show that this
event make little to no impact to overall Facebook usage. Espe-
cially in Indonesia, a country with one of the most Facebook us-
ers, the data breach event did not even affect most of its user.
Studies and surveys shows that there are no sign of massive Indo-
nesian users quitting Facebook. This fact motivates us to perform
a study on Indonesian Facebook users’ awareness regarding the
data breach. The study is aimed to answer these question: Is the
user aware about the event? Is the user aware about the impact of
this event? Was the user affected by this event?

This rest of the paper is organized as follows: Section 2 provides
related previous study that may support our works. In section 3,
we will describe the structure of our survey form and a set of
questions taken from the survey form as samples. The result of the
survey will be presented in section 4, followed by conclusion and
future works in section 5.

2. Related Works

Understanding user’s behaviour in social media is one of the most
common topics in socio-informatics research. With massive
amount of user’s data stored on social media, it is possible to pre-
dicts user’s opinion, interest, and future behaviour based on their
footprint. Asadzadeh et al. presents a work to predict psychologi-
cal traits based on their recent activity on social media [8]. Based
on their study on 92,255 users, Openness and Extraversion are the
easiest to be detected by studying their footprints on social media
followed by users with Conscientiousness and Neuroticism. Simi-
larly, Halevi et al. examines the correlation between the Big Five
personality traits and email phishing response and infor-
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mation/news sharing on Facebook [9]. The study aimed to have a
better understanding on individuals with a certain trait that prone
to performing illegal activity on cyber world.

Other studies focus on the use of social media as commercial tools.

Hu et al. studies how marketing campaign on Facebook fan pages
affects ticket-purchase behaviour [10]. The result of this work
shows that the behaviour of ticket sales was correlated to market-
ing activity on Facebook page. Boldt et al. presented a work on
predicting sales based on Facebook data [11]. Boldt et al. argues
that it is possible to correlate the social set analysis dataset taken
from Facebook page (likes, comments, and shares) and product
sales. There are also studies that aimed to present methods to op-
timize the use of social media for commercial purpose. Goncalves
et al. evaluated narrowcasting, or target segmentation, in achiev-
ing optimal online sharing level [12]. Khosla et al. evaluated the
properties of popular images using 2.3 Million images on flicker
in order to be able to understand how to make a popular image
[13].

Other studies evaluate social media footprint to find it relation to
user’s opinion regarding a specific subject. Most of these studies
are focus on political subject and involving the use of semantic
analysis to gather sentiment of the post. Chie et al. perform a study
to find the relation of user’s political tendency based on Facebook
posts [14]. Flesch et al. observed political party social media activ-
ity during 2017 German Federal Election [15].

3. The Cambridge Analytica Scandal

There are numerous articles explaining the scandal; some may
have a different story from others. Hence, before we go through
the survey, it is important to agree on a single story. In this case,
we use an article by Alvin Chang [16] as our main source.

The simplest version of the scandal is as follows: 87 Million Fa-
cebook users’ data were exposed by a UK based political consult-
ant named Cambridge Analytica. These data were later used to
support 2016 Trump’s Presidency campaign as a foundation to
build psychographic profiles on a national scale. Usually, building
this profile requires a huge effort in both time and money to per-
form nation-wide survey. However, Cambridge Analytica found a
solution by using a method to map personality traits based on
users’ activity on Facebook developed by Cambridge University’s
Psychometrics Centre [17]. The company then approached Dr.
Alexandr Kogan, a psychology professor who built a quiz app on
Facebook platform that able to gather users’ data.

Aside from Kogan’s failure to comply with Facebook policy not
to sell to third party and delete the data, there is nothing illegal in
this activity. While collecting user’s data without their consent is
unethical, it is not illegal per se. It is important to know that the
so-called breach was not a hack [18]. As a free service, Facebook
expected its users’ data to be harvested. What more important to
discuss vast majority of users are unaware on how their personal
data can be used as a valuable data.

Upon the blowout of this event, journalists and policy makers
have performed thorough investigation concerning the activity
related to harvesting social media activity data and how to guard
the data and protect users privacy [19].

4. User Awareness Survey

Our objective in this survey is to understand user’s understanding
regarding the impact of their behaviour in social media. The sur-
vey is structured into three parts as follows:
1. User Behaviour on Social Media
In this part we collected the users’ behaviour on social media
such as frequency and the content uploaded to their Facebook
account.
2. The Cambridge Analytica Scandal
The objective of this part is to measure users’ knowledge re-
garding the case. Our focus here is to measure user’s under-

standing regarding the case such as the legality aspect of the

case, the impact of the case, how their reaction after the case.
3. Information privacy awareness

This part focuses on their understanding regarding the infor-

mation privacy in social media. The objective is to under-

stand what social media company can and can not do regard-

ing their data.
The target audience for our samples are university students. The
age is varied from 14 to 21. We split the audience into two groups:
one with computer science and information technology back-
ground and the other without any background in computer science.
Total samples taken during the survey is 312.

4.1. Social Media Behaviour

Despite the increase of various social media application available
in current market, recent survey shows Facebook is still the mostly
used social media [20]. The first part of the survey is to figure out
the behaviour of social media activity of our responders. Table 1
shows the result of our survey.

Table 1: Social Media Activity Behaviour

Accessibility to Facebook Account

Yes: 265 (85%) | No: 47 (15%)

Frequency of accessing Facebook

Daily: 168 (63%) | Weekly: 65 (25%) | Monthly or Less: 32 (12%)

Type of activity spent on Social Media

Fun/Leisure: 299 (96%)

Serious Activity: 198 (63%)

Commercial: 39 (12%)

Frequency of interacting in Facebook (status, comments, likes, photos,
links, new profile)

Daily: 141 (53%) | Weekly: 79 (30%) | Monthly: 45 (17%)

Media to Access Facebook

Mobile: 102 (38%) | Computer: 53 Both: 110 (42%)

(20%)
Other Social Media

Instagram: 228 (73%) Snapchat: 102 (32%)

Path: 31 (10%) Twitter: 189 (60%)

Others: 135 (43%) No Social Media: 32 (10%)

Our samples show the same tendency; 85% of our samples still
use Facebook as their social media platform with more than half
of the user access Facebook daily. However, only 53% of the 265
responders perform interaction in Facebook such as updating sta-
tus/profile, giving comments, uploading videos, or sharing links;
the rest of them considered themselves as passive user. Most of
our responders also admit that they put their real profiles, status,
and opinions on social media. They are confident that social media
company have good policy and security system in preventing their
data to be misused.

Based on the type of activity, most of our responders uses social
media for leisure activity. However, 63% of our responders admit
that sometimes they use social media for serious purpose such as
criticizing, stating political opinion, and reporting cases. Only
12% of our responders uses social media for commercial purpose.
This is expected since various e-commerce applications available
makes Facebook irrelevant for commercial purpose.

4.2. Awareness on Cambridge Analytica Scandal

On the second part of the survey, our focus is to observe the
knowledge of our responders regarding the Cambridge Analytica
scandal and its impact. Table 2 below shows the result of the sec-
ond part of the survey.
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Table 2: Awareness on The Data Breach Event Aware 8 (3%) 3 (1%)
Aware of The Cambridge Analytica Event Not Aware 130 (42%) 171 (55%)
Yes: 31 (10%) | Vaguely: 44 (14%) l No: 237 (76%) YOL_J can m_odify the a_ccessibility of your social media data on most
Capability to Describe the Event Correctly (only responders who sneEl Tl A el
“Ves? ¢ 5 . . Affected Not Affected
answered ‘Yes’ and ‘Vaguely’ from previous question)
Correct: 5 (7%) | Average: 23 (31%) | Incorrect: 47 (63%) AV 0 (@) El(28%)
O 9¢ E : ° Not Aware 65 (21%) 79 (22%)
anarcl iRl cebolndonesiuuseriidats Companies/Organization may use your data for commercial purpose
Yes: 84 (27%) | Vaguely: 102 (33%) |  No: 126 (40%) Affected Not Affected
Impact on users upon knowing the event Aware 56 (18%) 86 (26%)
Moderate: 171 Not Aware 87 (28%) 83 (27%)

Significant: 67 (21%) No effect: 74 (24%)

(55%)

Despite the massive local media blowout regarding the event in
early 2018, most of our responders (76%) were unaware of the
event. Furthermore, amongst those who aware of the event, only
7% were able to give a correct description regarding the event.
Most of the users who acknowledge the event describe the case as
a Facebook hack. However, over 50% of our responders are aware
that there were data stolen from Facebook. They were aware that a
great number of Indonesian users affected to this event. Upon
knowing the event, 76% of our responders admitted they were
affected and may decide to change their digital behaviour and
review the data privacy policy on social media application. The
other 24% that not affected by this event agues that their there are
no significant information can be harvested in their social media
account.

Another interesting fact we found during this part of the survey is
all respondents who described the event correctly have a back-
ground in computer related study such as Computer Science and
Information Technology. Moreover, most of our respondent with
no computer related study background had trouble understanding
the technical aspect of the event, specifically terms related to
computer science such as “Facebook API”, “Third Party Develop-
er”, or even “Data Security and Privacy”.

4.3. Data Sharing Policy

The next section of our survey is to measure users’ knowledge
regarding how their data is used by social media company and
how this action may affect their behaviour. In this survey, we
present some common cases of data usage in social media industry
practice. The 4 options available are:

1. Aware and Affected if the user has already known this fact
and have change their behaviour in social media.

2. Aware and not Affected if the user has already known the
face but decided not to change their behaviour.

3. Not Aware and Affected if this is the first time the user has
been informed regarding the case and decided to change their
behaviour

4. Not Aware and Not Affected if this is the first time the user
has been informed regarding the case and decided not to
change their behaviour.

Table 3 below shows the result of the third part of the survey.

Table 3: Awareness on Data Usage in Social Media

Companies/Organization may use your data for psychographic which
can be used for political purpose

Affected Not Affected
Aware 55 (17%) 67 (21%)
Not Aware 99 (31%) 91 (29%)

Social Media Company uses your data to perform a more effective
advertising (narrowcasting)

Affected Not Affected
Aware 64 (20%) 132 (42%)
Not Aware 56 (18%) 60 (19%)

Facebook Application such as quiz app allows its developer to access
your data

Affected Not Affected
Aware 45 (14%) 61 (20%)
Not Aware 86 (26%) 120 (38%)

Your public social media data can be harvested without permission
from the Social Media Company

Affected Not Affected
Aware 42 (13%) 27 (9%)
Not Aware 156 (50%) 87 (28%)

There are studies/researches/methods to find relation between social
media activity and user’s psychographic profile.

| Affected [ Not Affected

The result in this survey shows that most of our users (62%) aware
of their activity may be used to perform a targeted advertising.
However, most of these users does not affected by this fact since
advertising in social media does not bother their activity. Most of
the responders however, reacted positively to advertising since it
is important to keep the service free. The result also shows that
most of our responders were unaware that social media application
gives access to third party developer to access their data by using a
Facebook application. Moreover, most of the respondent also did
not aware the value of their social media activity data and the use
of those data for commercial and political purpose. Nearly 70% of
our responder were unaware that their social media activity can be
used to map their psychological profile, which is important to
predict their opinion and action regarding a specific matter.
Unsurprisingly, 97% of our responders did not know that there are
studies, researches, and methods dedicated to performing psycho-
graphic profile mapping based on their social media activity.
While we expected that most of our responders were unaware
regarding the study, the amount is too far from our expected value.
We assume that this fact may be the cause of the unawareness of
our responders regarding the value of their social media activity
data.

5. Conclusion and Future Works

The Cambridge Analytica scandal opened an opportunity for com-
puter educator and government to educate social media users con-
cerning their digital activity. The massive media blowout was a
rare and good opportunity to highlight the impact of digital activi-
ty in the real world. In Indonesia, this event also caught local me-
dia attention and caused a have managed to trigger the government
to pay attention to Indonesian Facebook users.

However, based on our survey, the effect of the event to Indone-
sian active Facebook users is minimal. We have performed a sur-
vey and collected 312 samples of active social media users. The
results show that most of the responders in our survey have a very
low awareness regarding the event and its impact in social media
activity. Moreover, they were unaware the value of their data and
how it can be harvested and used unethically for commercial or
political purpose.

Based on this research, we suggest that the society need to be
educated concerning their digital lifestyle and the impact of it in
the long run. The senate hearing against Facebook CEO Mark
Zuckerberg [21] and the introduction of General Data Protection
Regulation (GDPR) by the European Union [22] are two of the
most recent breakthrough in raising the awareness of users digital
data. However, it is safe to conclude that even after the media
blowout of these events, local government should consider taking
a significant action to raise users concern about protecting their
data.
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