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Abstract

A brain tumor is a mass of cells in your brain that are not normal.Some brain tumors contain cancer and others don't: Brain tumor include both,
benign and malignant forms. Benign brain tumors don't have cancer cells. Malignant brain tumors have cancer cells. Differentiating malignant
and benign cases is a hard task even for experienced specialists. This work presents how to extract the characteristics and features of
tumor image by general segmentation methods for malignant risk computation and presents the use of digital watermarking for applica-
tions of automated tumor image analysis. Here personal information such as name, age, gender, location, ADHAAR number, contact
number etc., and tumor information such as tumor types, area of the tumor, severity, and any other useful information are embedded to
the tumor image. Encrypting that image with well-known encryption algorithms is also possible to avoid unnecessary nuisance from

information hackers.
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1. Introduction

In brain when abnormal cells are increased then tumor occurs.
Malignant and benign tumors are mainly two types of brain tu-
mors. Malignant tumors are divided into primary tumors and sec-
ondary tumors. Primary tumors are the tumors begin within the
brain, and secondary tumors that are spread somewhere else in the
body. Generally it is not possible to know the exact reason for
most of the brain tumors. The most common types of primary
tumors in adults are usually benign. In children, the most common
type is a malignant. These tumors are usually diagnosed
by medical examination like computed tomography or magnetic
resonance imaging. So it is important to extract different features
of tumor image. Similarly, storing of this information with pa-
tient’s details for years is also important for future diagnosis.
Medical imaging plays a important role in the diagnosis of differ-
ent brain tumors. Nowadays the imaging methods are non-noisy,
better resolution techniques, especially computed tomogra-
phy (CT) and magnetic resonance imaging (MRI) scans. By ex-
tracting the features of segmented tumor image, diagnosis of brain
tumor can be confirmed. Tumor tissue samples are obtained
by histological examination of segmented image.

Image segmentation is the process of partitioning a digital im-
age into multiple segments known as super-pixels. The goal of
segmentation is to simplify and/or change the representation of an
image into something that is more meaningful and easier to ana-
lyze. Image segmentation is mainly based on objects and bounda-
ries. Edge detection is a major part of segmentation process. Prac-
tical applications of image segmentation in medical imaging are
usually including volume rendered images from computed tomog-

raphy and magnetic resonance imaging which are used to locate
tumors and volume of measure tissues, study of objective struc-
ture, for different surgery planning, simulation of virtual surgery.
Different general-purpose segmentation algorithms and techniques
have been developed for image segmentation.

A digital watermark is used to mark the different signals such as
an audio, video, or image data. Hiding digital data in a digital
image is a simple technique using pixel value replacement meth-
od. The data which is to be hidden is converted into bits, and these
bits are embedded into the image pixels. Both steganography and
digital watermarking employ steganographic techniques, while
steganography aims for hiding something in signal which is unde-
tectable to human senses, digital watermarking tries to mark some-
thing in signal to control the robustness as top priority. Copyright
protection, broadcast monitoring, source tracking, and video au-
thentication are different applications of digital watermarking. For
removing the digital watermark and replacing the original image, a
reversible data hiding technique is used which enables images to
be authenticated and restores their original form.

Xinpeng Zhang, presented paper on data hiding technique in en-
crypted images, this work proposes a new scheme for separating
the data which is hidden in encrypted images and it can be re-
versible also. Heresome space is created to accommodate extra
data in encrypting side and recovers the original data without any
error in decrypting side [1]. Dr. P.V.Rama Raju, et.al. proposed a
different technique which is used to hide gray images in RGB
Image. In this the cover image is divided into sub images and by
leaving RED gray scale image, embedding of gray scale image in
remaining GREEN and BLUE gray scale images is explained [7].
V. S. Verma and R. K. Jha, are published paper on robust digital
image watermarking, this paper presents a thorough literature
review of how to avoid different categories of attacks with robust
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digital image watermarking applied in various types of images [8].
A. Upadhyay and M. Dave, are presented paper on color image
watermarking for medical applications, in this paper they applied
Discrete Wavelet Transform (DWT) up to the second level of
decomposition as watermarking technique to the color images[11].
S. Rawat, and B. Raman, are published paper on combination of
watermarking algorithm and cryptography techniques, in this pa-
per they proposed how effectively embed a digital watermark in
an image based on the fast discrete cosine transform (DCT) algo-
rithm without disturbing the original image and explained how
effectively encrypting is carried out [13]. R. O. Preda, et al. are
presented paper on active image fake detection scheme based on a
new watermarking scheme, in this paper they proposed wavelet
packets based watermarking algorithm which are used to protect
an image copyright [14]. N. Otsu, published paper on a selecting
different threshold values from gray-level histograms, here differ-
ent thresholding values are selected for picture segmentation and
introduces non-parametric and new methods for segmentation
[17]. G. Nagaraju, et al., are presented paper on encrypting differ-
ent color images after hiding some gray images in it, this paper
mainly focused on a key based steganography and a hiding the
gray scale images by substitution of lower significant bits method
[18]. S. Na, L. Xumin and G. Yong, are presented paper on a new
approach to segmentation techniques, this paper discusses the
shortcomings of standard k-means algorithm and briefly analyses
those algorithms [19]. J. Wang and X. Su, are published paper on
a new version of a segmentation algorithm, this paper introduces a
new technique of k-means algorithm using noise data filter. Here
noise data is generated. Then density-based detection methods are
developed for segmentation using noise data[20]. Lu Ming pre-
sented a paper on image segmentation algorithm research and
improvement, this paper proposes improved genetic algorithm in
image segmentation [21].In Section II, we present the proposed
scheme for watermarking generation, data embedding and extrac-
tion. The segmentation method used for tumor extraction is pre-
sented in Section I1l. Results and analysis are presented in Section
IV. We finalize with conclusions in Section V. This proposed
algorithm implemented using MATLAB software version
MATLAB R2015a.

2. Proposed Image Watermarking Scheme

The block diagram of the proposed segmentation technique and
watermarking procedure are shown in Figure 1. Our goal is to
hide the patient’s data into the medical image as a watermark
without disturbing the original image quality.

Tumor Image
\—‘ ‘ Name ‘ ‘ Gender ‘
Age Location

Adhaar Mobile
Number Number

Segmentation

Segmented Image Watermark Binary
Embeddingg Watermark
Extract
Features
Watermarked
Segmentad Tumor
Image

Fig. 1: Proposed watermark generation and data embedding scheme

2.1. Watermark generation

The data to be watermarked is the combination of six different
patient’s information fields like patient’s gender (1 character),
patient’s age (2 characters), patient’s name (50 characters), pa-
tient’s location (25 characters), patient’s ADHAAR number (12
characters) and patient’s contact number (10 characters). These six
components are converted into binary form and concatenated into
a binary vector w of 800 bits (100 characters). Each character will
be having a unique 8bit value generated by ASCII code. The gen-
eration of watermark using ASCII code with decimal values are
shown in Table 1. This newly generated vector w is added with
original image to obtain water marked image. To get original pa-
tient’s information, at the decoder side inverse permutation will be
performed.

Table 1: Alpha-numeric characters and symbols with their Decimal values

Character Decimal Character Decimal Character Decimal
Value Value Value

A 03 a 56 0 186
B 16 b 66 1 131
C 71 c 7 2 37
D 86 d 88 3 241
E 42 e 166 4 a7
F 156 f 06 5 205

G 05 g 53 6 112
H 118 h 106 7 154
| 08 i 222 8 200
J 52 j 216 9 99
K 30 k 11 SPACE 100
L 21 | 176 . 48

M 144 m 234 , 132
N 93 n 136

(0] 159 0 69

P 14 p 210

Q 104 q 55

R 72 r 18

S 81 S 26

T 228 t 250

U 149 u 190

Vv 127 \% 45

w 246 w 246

X 161 X 177

Y 181 y 62

Z 235 z 126

2.2. Watermark embedding

Let the segmented image be of size (200 200) pixels and the value
of characters ‘w’ are to be embedded in a row or column of the
segmented image by the data-hider. Hence, these values are kept
in the first row (particular selection) of the segmented image. In
this example, since the ‘w’ values are represented by 800 bits, and
the first 100 pixels of the first row of the image are selected for
location for embedding the data.

Then, the remaining pixels of the image are kept same. Then, the
8-bit binary values (each pixel) are converted to gray values and
are arranged into their original positions. Combining these, the
segmented image containing additional data is obtained with no
change in size to the segmented image. Hence, additional data is
embedded in a segmented image.

2.3. Watermark extraction

To get original patient’s information, at the decoder side inverse
permutation will be performed. Here the bits which embedded into
the watermarked image are extracted. These bits are converted
into 8 bit length bytes. These bytes are converted into characters
by using ASCII code. Finally the patient’s details are extracted.
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3. Image Segmentation Algorithm

Before going to apply segmentation, pre-processing of image is
very important. For this convert original color image into gray
scale image. And for contrast enhancement, applying different
filtering methods like median filter, adaptive filter is carried out.
Next applying morphological operations like erosion and dilation
are carried out. Segmentation refers to the process of partitioning a
digital image into multiple segments. Image segmentation is typi-
cally used to locate objects and boundaries in image. Image seg-
mentation can also be considered as a process of assigning a label
to every pixel in an image such that pixels with the same label
share certain visual characteristics. It can also be defined as a
technique which partitions a given image into a finite number of
non- overlapping regions with respect to some characteristics,
such as gray value distribution, texture. Segmentation subdivides
an image into its likely regions or objects. After subdividing the
image into different related likelihood clusters, most of the infor-
mation of original image is elevated. Discontinuity and similarity
are two basic properties of intensity values of the most segmenta-
tion algorithms.

In the first category the approach is based on abrupt changes in
intensity, such as edges which are used to partition an image. The
second category approaches is based on partitioning an image into
regions that are similar according to a set of predefined criteria. In
this paper second approach is used. i.e. K-means based Segmenta-
tion: In the year 1967 MacQueen developed the K-means algo-
rithm. K-means is the clustering method which forms k clusters of
n pixel objects, wherein each pixel object belongs to the cluster of
the nearest mean. Given a set of observations (x1, x2... xn), where
each observation is a d-dimensional real vector. Partition the n
observations into k number of sets where (k <n) S =S1, S2,...,Sk
is the main aim of the K-means clustering, so as to minimize the
within-cluster sum of squares, Where Cj is the mean of points in
Si. m=xj € Si. It is a simple clustering method and gives fast out-
puts as well.

The k-means algorithm is an iterative technique that is used to
partition an image into K clusters.
Algorithm for K means Clustering:

Step 1: Choose K centroids at random from input image.

Step 2: Partition the image into k clusters.

Step 3: Calculate the mean (centroid) of the k clusters for object i
=1... N. Repeat this until no reallocations occur.

Step 4: According to the clustered indexed Image separate image
into K sub images.

Step 5: To extract exact tumor part from image, apply threshold-
ing which is based on intensity and area. This algorithm is the
general procedure for the perfect solution. The initial set of clus-
ters and the value of k decides the quality of the solution.

4. Experimental Results

Example 1

Before going to apply segmentation, pre-processing of image is
very important. Original tumor image and its gray-scale image are
given in Figure 2. This original image is taken from internet and
it is resized into 200 X 200 pixel image, and it is converted into
gray scale image. With this 24 bit image is converted into 8 bit
image.

Fig. 2: Original image and its Gray-scale image

Applying different filters on image, the contrast and brightness
enhancement is done and its results are shown in Figure 3.The
median filter removes noise from an image or signal. Generally it
is a nonlinear digital filtering technique which improves the re-
sults of edge detection on an image. Adaptive filtering is used to
enhance or restore data by removing noise without disturbing the
image.

median fdter adaptive filter

Fig. 3: Median filtered image and Adaptive filtered image

Applying morphological operations like erosion and dilation on
image, the shapes of segmented area will be changed and its re-
sults are shown in figure 4. Dilation adds pixels to boundaries of
area of interest and erosion sharpens the boundaries of area of
interest. Here segmented part is the area of interest.

erosion

Fig. 4: Erosion image and Dilation image

After pre-processing, K-means clustering is used for segmentation.
From segmented image, the below parameters are extracted using
some pre-defined techniques.

The Parameters

Tumor Area (mm.*2) = 153.4706
Perimeter (mm) = 87.33
Type of tumor: malignant.

To get watermarked image the below patient’s details are embed-
ded in segmented image. Here Patient’s name, age, gender, loca-
tion, ADHAAR number and contact number are embedded. These
characters are converted into binary form by using ASCII code.
This binary information is embedded into segmented image by
replacing the existing binary values. The segmented image and
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resultant watermarked image after embedding the following data,
are shown in Figure 5.

Gender: M,

Age: 62,

Name: N. Apparao,
Location: Gudivada,
ADHAAR number: 456789123852,
Contact number: 9876543210

Fig. 5: Segmented image and Watermarked image

Example 2

Original tumor image and its gray-scale image are given in Figure
6. This original image is taken from internet and it is resized into
200 X 200 pixel image, and it is converted into gray scale image.
With this 24 bit color image is converted into 8 bit gray scale im-
age.

original

grayscale image

Fig. 6: Original image and its Gray-scale image

Applying different filters on image, the contrast and brightness
enhancement is done and its results are shown in Figure 7. The
median filter removes noise from an image or signal. Generally it
is a nonlinear digital filtering technique which improves the re-
sults of edge detection on an image. Adaptive filtering is used to
enhance or restore data by removing noise without disturbing the
image.

median fMer

adaptive filter

Figure 7. Median filtered image and Adaptive filtered image

Applying morphological operations like erosion and dilation on
image, the shapes of segmented area will be changed and its re-
sults are shown in Figure 8. Dilation adds pixels to boundaries of
area of interest and erosion sharpens the boundaries of area of
interest. Here segmented part is the area of interest.

dilation

erosion

Fig. 8: Erosion image and Dilation image

After pre-processing, K-means clustering is used for segmentation.
From segmented image, the below parameters are extracted using
some pre-defined techniques.

The Parameters

Tumor Area (mm.~2) = 112.14
Perimeter (mm) = 56.71
Type of tumor: Benign.

To get watermarked image the below patient’s details are embed-
ded in segmented image. Here Patient’s name, age, gender, loca-
tion, ADHAAR number and contact number are embedded. These
characters are converted into binary form by using ASCII code.
This binary information is embedded into segmented image by
replacing the existing binary values. The segmented image and
resultant watermarked image after embedding the following data,
are shown in Figure 9.

Gender: F,
Age: 48,
Name: U. Rudrama Devi,

Location: Visakhapatnam,
ADHAAR number: 334296017742,
Contact number: 8967498321.

Fig. 9: Segmented image and Watermarked image

5. Conclusions

This is a simple and useful technique proposed to water mark the
patient’s details in brain tumor image. An Image watermark is the
invisible image or data which may be inserted into digital image.
The inserted watermark should not disturb or modify the visual
quality of the tumor image and also it is proof against some signal
processing operations, along with cropping, resizing, and some
pre-processing techniques and segmentation. In this work, a brain
tumor image is pre-processed and segmented and watermarked the
patient data into the image. And also some features of segmented
tumor image are calculated. Encrypting the final image with well-
known encryption algorithms is also possible to avoid un-
necessary nuisance from information hackers. Add a unique 1D tag
to each encrypted image and exporting the encrypted image on to
the cloud is very useful for doctors to verify the patient’s details
through internet.
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