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Abstract

It is taken for granted that the techy core transfer has showed an upward indicator recently. Data exchanges could be a mutual subject
over unsecure network, the matter that made the multi-media security an inevitable and crucial issue. Applications that require image and
video processing became extremely popular in many fields, e.g. Medical imaging, manufacturing, and security systems. Real time image
and video processing is considered a vital matter, since it requires high computations for a huge a video data and complicated process in
return. Thus, to guarantee the confidentiality via the vulnerable network, along transmission, a video encoding is considered a priority.
As a matter of fact, valid algorithms are subject for violating. However, our academic research tackles an up-to-date system for real time
video encrypting by using pixel encryption. Pixel encryption thesis relays on shuffling and manipulating pixel values. According to un-
scrambled order generated, the position of pixel values is changed. All in all, decrypting to edit the initial video would be hold by rear-
ranging the pixel values first, then manipulating them reversely for a recipient side.
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1. Introduction

Day after day, multimedia files are exchanged exponentially eve-
rywhere to communicate. Video transmission from sender to re-
ceiver should be in a secure way. And the prominent examples are
video conferencing and digital video broadcasting. That urges for
an inevitable solution for a safe transaction into a smart way. En-
cryption is for securing the transmission of videos. The data would
be unreadable when encrypted. So far, many algorithms are as-
sumed e.g.: RSA, Diffie Hellman, DES, AES etc. [1]. Most of
them encrypt texts; however, they are limited as far as the feasibil-
ity is. The basic target of these lines for video encryption is to
boost security in addition to reduce time complexity. Actually,
there are many ways for video encryption; permutation encryp-
tion, selective encryption, fully encryption, RGB displacement
...etc. [2]. Whereas right in here the adopted thesis for video en-
cryption is reliable on many definitions, such as pixel values shuf-
fling, and RGB displacement. The 2nd part contains the Literature
Survey of our work. The detailed mechanism is described clearly
in the 3rd part and result analysis is induced in the 4th part. Even-
tually, the conclusion is in 5th part.

2. Literature survey

In this section contains the Literature Survey of our work with a
focus to RGB Color Model, Permutation-Based Encryption for
Video Files, Fully Layered Encryption, Selective Encryption
Technique, and RGB Pixel Displacement

2.1. RGB colour model

RGB stands for the 3 primary colors, red, green, and blue. The
RGB is a color model in which red, green, and blue light are
mixed into a way to stimulate a miscellaneous spectrum of shades
[3]. The 3 colored light beams must be superimposed, to establish
a color with RGB. Every ray color is entitled a color ingredient, all
of them can have a chaotic concentration from fully off to fully on.
In computers, the ingredient values are often stored as integer
numbers at the range of 0 to 255, a range that a single 8-bit byte
can afford. These are demonstrated as either decimal or hexadeci-
mal numbers.

2.2. Permutation-based encryption for video files

A system [4] [5] that shuffles the video component in a way, that
the attacker finds it challenging to guess the shuffled content.
Either totally or partially, shuffling could be carried out. The per-
mutation list serves as a clue in most algorithms. Eventually, this
clue is used to retrieve the basic file. Therefore, it is substantial to
attach this key as well.

2.3. Fully layered encryption

Layered Encryption is a technique in which the whole video con-
tent is first compressed. Then, it is encrypted by AES or DES
algorithms. [6]. This methodology is not possible for real time
encryption due to the increased time complexity. Moreover, there
can be a loss of video quality according to this situation [7].
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2.4. Selective encryption technique

It overcomes the drawback of the total layered approach. In this
technique, instead of encrypting the entire video content, a select-
ed portion is merely encrypted. This cuts down the encrypting
time and enhances as much security as possible. [8].

2.5. RGB pixel displacement

Along this system the numerical value of the RGB pixel is dis-
placed from its original position. In this method, no change occurs
into the file's size in the encrypting process. Whereas, pixel values
undergo a reverse displacement [7][9].

3. Proposed algorithm

A multiple mode for video encryption which uses shuffling of
pixel values and RGB pixel manipulation has been illustrated.

3.1. Encryption

The video is in AVI format. First of all, fetch the resolution of the
primitive frame (image) captured. After that and since the target is
to permute the pixel values of every single frame, we need a ran-
dom sequence. The random sequence should be as accurate as the
number of elements in a single frame. The next step is pixel dis-
placement. Graphics file formats store RGB images as 24-bit im-
ages. Each of the Red, Green and Blue components is of 8-bit.
Their values range from 0 to 255. In order to manipulate each
pixel value, a median of the range (0 to 255) is calculated so that
we can scale up or scale down the pixel values according to the
median, as shown in Figurel. All the pixel values, less than a me-
dian, are added to 128. The final values as shown in Figure2. The
above phase solely is not enough in terms of security, as it in-
volves shifting by a fixed value that can be unveiled easily by
experts, too. Therefore, to increase security later, we will use the
indiscriminate succession, produced earlier. Fig 7 illustration for
the flow chart of the encryption process.
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Fig. 1: Final Values.
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Fig. 2: Pixel Values According to the Median.

Fig. 3: Original Frame.
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Fig. 7: Flow Chart for Encryption.
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3.2. Key exchange

The shuffled sequence in the time being is set into a file that
would later be sent. However, it requires subtle average of security
to avoid the jeopardy while sending from one side to another. To
encounter this drawback, before sending the file, it has to be en-
coded in advance. So far, the file consists of many subsets. Finally,
the actual pixel values are shuffled to their basic positions, in addi-
tion to the previous subsets. Obviously, the greater the subset size
is, the higher the invulnerability would be. Fig 8 illustration for
the Flow chart of the key exchange process.

Fig. 8: Flow Chart for Key Exchange.
3.3. Decryption

With the help of the decrypted key, the video is shuffled again to
retrieve the basic one. Finally, for decoding the video, reverse
displacement of pixel values is performed. Fig 9 illustration for
the Flow chart of the decryption process.
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Fig. 9: Flow Chart for Decryption.

The following is illustration pseudocode for the encryption pro-
cess

Let N be the number of frames in the video.
while j<N
img=getsnapshot(vid);
img_size=size(img);
imgl=zeros(img_size(1),
img_size(2),img_size(3));
if(j==0)
idx=randperm(numel(img));
end,;

for a = 1:img_size(1)

for b=1:img_size(2)

for c=1:img_size(3)
imgl(a,b,c) = img(a,b,c);

end,;

end,;

end;

for a =1:img_size(1)

for b=1:img_size(2)

for c=1:img_size(3)
if(imgl(a,b,c)>=128)
imgl(a,b,c)=imgl(a,b,c)-128;
else if(imgl(a,b,c)<128)
imgl(a,b,c)=imgl(a,b,c) +128;
end;

end;

img(a,b,c)= imgl(a,b,c);

end;

end;

end;
shuffled_im=reshape(img(idx),size(img));
aviobj=addframe(aviobj,shuffled_im,shuffled_im);
ISt

end,

4. Result analysis

The algorithm is accomplished in MATLAB R2016b. The video is
captured in AVI format. Simultaneously, the algorithm is encrypt-
ing. Thus, the video is successfully done. Technically, it is the
ultimate style, indeed. Our algorithm also provides efficient secu-
rity rather than the existed permutation techniques. Table | emu-
lates the recommended algorithm and the previous techniques. In
table 2 comparative Performance of [10] and Proposed Algorithm
for encryption and decryption time on video of different sizes. Fig
10 illustration the encrypted and decrypted frames.

Table 1: Comparison Between Our Proposed Algorithm and the Presently
Used Techniques

Securi Suitable for real time en-
Methodology level Y Speed cryption
Fully Layered High Slow NO
Selective En- Low Fast NO
cryption
Proposed Algo- . Very
rithm I Fast  YES

Table 2: Comparison Between Our Proposed Algorithm and [10] For
Encryption and Decryption Time (Second)

File  MAES [10] Proposed Algorithm
File Name elit Encryp- Decryp- Encryp- Decryp-

(MB - - -

) tion tion tion tion
Fore-
man.mpeg 126 781 923 621 781
I 245 981 1027 812 963
ic.mpeg
Space.mpeg 411 1571 1611 1215 1333
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Fig. 10: Encrypted Frame and Decrypted Frame.

5. Conclusion

As long as this research is concerned, it has tackled into details the
role and necessity of security for video transfer. By transferring
the video core, encryption plays a significant role to guarantee the
confidentiality of it. In brief, the ultimate choice to encrypt a real
time video is the recommended algorithm, it affords premium
security in a relatively short computational phase, and it copes
with different video sizes & types, and multiple devices, too.
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