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Abstract

This project focuses on face recognition implementation in creating fully automated attendance system with a cloud. Cloud services will
provide a useful information regarding the attendance such as attendance summary performance and visualizing the data into graph and
chart. In this study, we aim to create an online student attendance database, interfaced with a face recognition system based on raspberry
pi 3 model B. A graphical user interface (GUI) will provide ease of use for data analysis on the attendance system. This work used open
computer vision library and python for face recognition system combined with SFTP to establish connection to an internet server which
runs on PHP and Node.js. The results showed that by interfacing a face recognition system with a server, a real-time attendance system

can be built and be monitored remotely.
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1. Introduction

Recording of attendees to an event is important for any organiza-
tions either for corporate offices, activities in school, universities,
industries and etc[1]. Attendance records should have details in-
formation about the attendees such as start and end time, date, and
venue. A good attendance system must be able to record the pres-
ence of an individual avoiding the act of manipulating attendance
for instance, asking somebody else to sign on that person behalf.
Traditionally, attendance recording involves the use of paper-
based name list to be distributed among attendees or participants
for a particular event. This process is somewhat time consuming
and troublesome should the paper lost during the event. This
method also allows for cheaters to manipulate the process like
signing in for an individual that is actually absent from the event.
A centralized and computerized attendance database is needed for
evaluation and generation of proper attendance report. Currently,
there are few existing attendance recordings using database locally
by storing it in local hard disk. Thus, utilizing a centralized data-
base with Internet of Things (loT) for instance offers advantages
in term of better data backup and recovery should failure occurs at
the local storage center.

Recently, a lot of developments emerged to enhance ways of at-
tendance recording using state-of-the-art technology, among oth-
ers are using the RFID card, voice print and biometric identifica-
tion [1-4]. However, each of the mentioned methods does have its
pro and cons.

The latest in attendance recoding is by employing face recognition
algorithm. This system uses the latest facial detection and recogni-
tion algorithm with video camera to capture live image or video
stream. The face recognition is achieved using an algorithm called
the haar-cascade which is simpler as compared to viola-jones

method which will then combine with facial recognition algorithm
like the Eigen faces and local binary pattern histogram [1].

GUI applications provide good system interaction between user
and system provider. Besides that, the use of GUI benefits user for
better data visualization in data representation. Hence, this work
will focus on developing attendance system using face recogni-
tion, with front-end system using graphical user interface and the
back-end system with database. It is expected that the developed
system will improve the existing attendance recording.

The system is implementing an online database and a graphical
user interface (GUI) interface with a face recognition system on a
Raspberry Pi 3 based on open computer source vision (OpenCV)
version 3.1.0. Face recognition data used in this study will be ana-
lysed using three algorithms in OpenCV which are Eigen face,
Fisher face and Local Binary Pattern Histogram Algorithm. Data
were sampled from 29 volunteers from class EE241C7A of Facul-
ty of Electrical Engineering, Universiti Teknologi MARA, Shah
Alam, Selangor, Malaysia. This project is limited to the program
written in python that is only tested and usable on a Windows 7
machine and a raspberry pi 3 running Raspbian Jessie with python
and required plugins installed. And thus the attendance analysis
use in this study only covered the standard method and data used
in standard attendance analysis to provide a useful information on
the GUI.

2. Literature Review

The method of taking attendance manually using attendance sheet
or so called paper-based are time consuming and full of flaws [2]-
[4]. Manual attendance sheet that require student to pass it around
is distracting the students and hence disturbing the lecture. Thus,
in this decade there emerge various way and method of taking
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attendance such as using RFID, thumbprint, punch card,
smartphone application and face recognition. All these methods
have their own advantage and disadvantages. For example, RFID
based attendance system would require direct contact of the per-
son to update their attendance [5]-[7]. This method is not effi-
cient for large classes as students need to queue in order to update
their attendance in the system. Another method that has been in-
troduce is to use mobile application with voice print to update the
attendance as described by [8] and [9]. Then there is another
method which require lecturer or professor to call out students
names, that would give the similar result as the paper-based at-
tendance which would be time consuming and causes delay to
start on the class [8].

In a different way is by using mobile application and voice print is
using the on geo-location to track the person to update the attend-
ance [8]. However, problem may arise for such cases of mobile
phone runs out of battery and that would cause some problem for
the management and the student as well. Combining more than
one method for attendance might be great for security, but it will
cause a lot of expenses and make the attendance time consuming.
For example, using both RFID and face recognition, it would be
redundant for an attendance which to focus on attendance and
does not require any security measure that would require such
system [3].

There is also a method using a marking system which will be de-
tected by a video camera. This method requires a person to wear
some kind of marked onto their body. This is more suitable for a
uniform-based attendance like soldiers, but not suitable for student
or any casual events that require attendance [10]. Lastly, a method
of using face recognition-based attendance system. There are vari-
ous facial recognition algorithm available to use such as Viola-
jones algorithm and Eigen faces algorithm [2], [4], [11]. These
algorithms have their own advantage and disadvantage. For such,
lighting conditions and human pose would affect the face detec-
tion. Despite that, both algorithms can be implemented using vari-
ous programming language such as MATLAB, visual basic
(VB.net) and C ++ have 97 percent of accuracy [11]. This particu-
lar face recognition method require almost no direct contact with
the system, and only require faces to be detected from a certain
pose for a few seconds in the camera and the attendance can be
updated. All this various method for taking attendance have also
be implemented with a web-based attendance but none of these
research does really look inside the database [2], [5], [10]. More
and more people are preferable towards an online attendance that
far more suitable with today’s advanced of technology [12]. A
windows-based application such as EAMS is limited to a windows
platform machine and would require user to have certain dot net
plugin and require the same platform in order to edit or add data to
the system [12].

3. Methodology

The design of the system can be divided into two main parts which
are face recognition system and the server system. The server or
back-end system can be further divided into smaller chunks in-
cluding database design, real-time log file monitoring, graphical
data analysis and front-end design. Fig. 1 shows the overall flow
chart of the system. To ensure the network are not flooded with
data transfer from a single system, an interval of 5 minutes is put
in between data transfer although this can be adjusted as required.
Fig. 2 shows the system architecture. Because the output is ac-
cessed via a web page, it can be accessed from any device with an
internet connection and a web.
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Fig. 1: Flow chart of the system
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Fig. 2: Overall System Architecture
3.1. Face Recognition System

The face recognition is built on raspberry pi 3 model B+ with a
5MP camera module. The system built using python which is a
cross platform programming language and based on OpenCV
library version 3.1.0. The face detection and recognition are using
haar-cascade classifier for face detection and combined with local
binary pattern histograms (LBPH) for face recognition. The sys-
tems are also designed with a graphical user interface to make sure
that the back end system can be used properly without the need of
intense training.

The face recognition system detects frontal face of a student and
then compare it with face database in the system. If the student
face matched, the monitor will show the student matrix number
and update the attendance log file with a timestamp. When a face
is detected the image undergo several processes before the image
is save or compared with images in the database. Fig.3 shows the
face recognition flow chart. The image is first normalizing and
then once again applied a histogram equalizer. First the image is
stored in Blue Green Red (BGR) color model which is the reverse
order of Red Green Blue (RGB) color model as in Fig. 4(a). Then
the image is converted into LAB color model which stands for
Luminance and A and B which is a chromatic component. Fig. 4(b)
shows the image in LAB color model. These 3 components are
then split into its own channel. The L channel is then equalizing
by applying histogram equalization using Contrast Limited Adap-
tive Histogram Equalization (CLAHE) algorithm. This method
will increase the contrast of the image as shown in Fig. 4(c). After
CLAHE is applied to the L-channel, all three components are
merge back into LAB color model. The image is then converted
back into BGR model which then converted into gray color image.
This gray image as in Fig. 4(d) are the final products of image
normalization and then once again applied a normalize histogram
to increase the image contrast. Fig. 4(e) shows the final product of
the equalized gray image.
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3.2. Real-Time Log File Monitoring

Fig. 5 depicts the flow real-time file monitoring. The real-time log
file monitoring is used to make sure that the database is update in
real-time within 30 minutes when the class start. Any student who
comes late more than 30 minutes are considered as absent auto-
matically and the status can only be change directly by the lectur-

er. In order to do this, PHP cannot be used because PHP is a
scripting language which can only executed when a php page is
requested by user. So node js which is an asynchronous server-
side JavaScript runtime that runs on server side [13]. Using
Node.js, it enable any changes on a file to be monitored and act
upon as in Fig. 6. In this system, whenever the CSV log file
change, the change will be update to the server database. This will
make sure the data in the database is updated as the log file is sent
from the face recognition system.
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Fig. 6: File change detector
3.3. Database Design

Database is design according the Relational Database standards.
This is design by designing a proper conceptual model and logical
design consideration. This is to make sure that all information is
located in its own table and are linked with each other without the
needs to repeat the same data in all table. Database design is im-
portant because this is where all the data are stored and related to
the front-end or the user-interface of the system as the data and
user will interact a lot using PHP script.

3.4. Data Consideration

Graphs Data that are chosen to be shown on the dashboard are
consider as the most important information that user will look for
in a normal attendance sheet and represented in way that would it
easier for user to understand the data. This data is calculated using
data in the database and converted into percentage and are regular-
ly updated to make sure a real-time data from the database is used.

3.5. Front-End and Framework

The front-end part is design considering two important factor in a
user-interface design which are usability and user-experience.
Usability means the user-interface is fully functional without bugs
or hidden functions that require special skill while user-experience
is the design concept that allow first-time user or inexperience
user to navigate and use the interface easily without the needs of
intensive manuals. Finally, the design also considers the looks of
the user-interface so that it is design according to the design indus-
try standard and practices. This is done by using design frame-
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work such as bootstrap which enable html elements to be manipu-
lated easily with pre-configured cascading style sheet (CSS) styl-
ing.

After the layout is designed, a proper data representation is chosen
to use a graphical representation which are in charts. This repre-
sentation is done using Chart framework which is a JavaScript
framework that enables char and graph to be easily generated.

4. Results and Discussion

The prototype has been simulated and tested for face recognition
system, server back-end and internet front-end with a group con-
sist of 29 students including 5 students with data already in the
face database.

4.1. Face Recognition System

The face recognition system is set with a threshold value which
will define the accuracy acceptance for the face recognition algo-
rithm. A set of 10 data is taken for 5 students as the face database
data. The sample data taken is 150x150 pixels each. This is due to
the original size of image which is 1024x720 pixel. Fig. 7 shows
the sample data taken from one student. When student walk in
front of the camera, the system will detect the frontal face and
compare it with the dataset from the face database. Student matrix
number will be shown on the screen if the data match, otherwise it
will display as unknown. Within the system, a comma separated
value (CSV) file is generated with student matrix and timestamp
of the detection. The output CSV file is verified to make it follow
a proper CSV file format with a header as depicted in Fig. 8. The
CSV file is re-created every time the system started. For every 10
seconds, the system will connect to the server using local area
network (LAN) connection to upload the CSV log file using se-
cure file transfer protocol (SFTP). and PYSFTP module.
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Fig. 7: Face Database
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Fig. 8: Sample CSV log file generated
4.2. Server Back-End

The server act as a SFTP server, real-time file monitoring and a
database. SFTP is used instead of FTP to make sure data integrity
and establish a secure connection to the server. Local area network
connection is used to make sure security of the system that no
unauthorized user can access the database. SFTP server is created
using Core SFTP Server software and the client are using python
PYSFTP Module in order to use SFTP. Using SFTP has proven
that the file can be transferred securely without error compare to

normal file transfer protocol (FTP) which sometimes will result in
file corruption and the file cannot be uploaded properly.

When the server receives the file from client which is the raspber-
ry pi face recognition system, a node.js program (which run in
real-time) will detect any changes every time the file is uploaded.
Any updates on the file will be update to the MySQL database by
the node js program in real-time. This is done using structured
query language (SQL) query from the file change detector pro-
gram to the database.

4.2. Database and Data Analysis

The database is tested by using SQL query and checking the data-
base from phpMyAdmin control panel. Next, the data from the
database is called using PHP and SQL query to make sure the
correct query is used to get the specified data as shown in Fig. 9.

Ssuhisc.id =2

=1
Squen- "SELECT * FROM takes JOIN student OIN
(stusdent,stad_id=tebes.stad i) "

" JOIN subject ON
(subiest subject id=takes sub_id) WHERE
takigs.sub,_id='Ssubiess, id’ AND
takes st id="Sstud id. "

Sresult = mysali_gueryi$commection, Squery);

Si=1;
while (Srow = myzali. fetch, amay $result))
{

gcho("Takes: '$1");

var dump($row);

Si++;

Fig. 9: PHP and SQL query testing

To display a graphical representation of the data, the design of the
web page is first created based on Bootstrap framework to get the
basic outline of the page. After that, chart module is inserted into
the page with a dummy data. After successfully display the dum-
my data, real data is added from the database using PHP combine
into chart script within the page. After tested with real data, more
data added to the pages including current data and real time data
as shown in Fig. 10.

This Month: May

Today Monday, 22

May 2017

11 [

Fig. 10: PHP and SQL query testing

To give more details on the data, a list of absent student also add-
ed to the dashboard display. This list shows 2 name from the ab-
sent list and the total number of student absent in real-time. This
page is linked to the list of absent student page which will show
all the student absent from the particular class as in Fig. 11. The
dashboard will be the main page when user logged in to the sys-
tem and thus only show the summary of the overall data.

Programme

Fig. 11: Absent Student List Page
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From the summary, user can search particular student to get more
info by using student id or part of the student name as a filter.
User can also easily add new student to the subject database as in
Fig. 12. The web view design is accompanied with a sidebar to
make it easier for user to navigate between pages to get to where
is required faster. Fig. 13 depicts the full web page view.

Student List —not selected —

swaent D e Programme Pant

Student D Name Programeme Pan

Fig. 13: Full Web Page View

5. Conclusion

The authors proposed the attendance system with taking the ad-
vantages the use of Internet of Things (IoT) instead of using a
close system that require the use of fix hardware and software.
The evolution of internet of things and data analytics will enhance
and provide more information than we ever imagine with the use
of readily available data that only need to be analyze to be more
useful than just a log file [14]. This data could be used to provide
a better service, analyze lecture quality to be improve and to in-
spire more student to involve in curricular and attend their classes
[15]. From the proposed system, the system has successfully rec-
orded a list of attended and absent students. Future works will
focus on implementing a proper database for an institution. A face
depth sensor can be used to replace the Raspberry Pi Camera and a
better platform can be used with the face recognition system
which is based on Python programming.
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