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Abstract

Information technology plays very important role in the healthcare sector and as new technology are introduced the potential of those
technologies are tried out to see how better the healthcare sector could get advantage of these new technologies. From the time of internet
age, the healthcare sector has undergone massive changes and with new technologies like Cloud Computing has bought enormous
possibilities in having Personal Health Record (PHR) management. One of such latest technology which has been successfullytested and
getting introduced is Blockchain. The growing interest in utilizing this technology into Health Sector especially for PHR due to its
disturbed network model and the security design it has embedded in it.
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1. Introduction

Blockchain first introduced by [1] and was used for crypto
currency. Blockchain uses open ledger methodology where the
data is stored in the form of blocks. Blockchain uses a P2P
network model instead of standalone which helps in creating a
distributed data set for the same data, the data is storedas data
blocks whenever there a new transaction is recorded. These
transactions are updated in the ledger books of all the participating
organizations in the network without need of a centralized control.
Any minute changes in the exiting data blocks are recorded and
gets updated in all the ledgers of the participating organization
leaving a trail of transactions. This enables improved security
features and leaving audit trail for transaction monitoring.

Current model of PHR is managed by individual hospitals or third
party organization based on proprietary technology or based on
standalone database. This has led to having multiple records of
Personal Health Information(PHI) in various organization with no
historical details available for the same individual. There has been
lot of traction to this with the introduction of Blockchain
methodology. The potential of such technology has been adopted
and tried out as new model likeOmniPHR[2]. However,these
approaches do not address issues of how PHI could be used in
early diagnosis of health alignments or such captured information
could be used in clinical research without compromising the
individual’s identification.

This paper proposes a new approach to advance model of system
using the Blockchain methodology to address the requirements of
health professionals and clinical research requirements without
compromising the individual’s identity as laid out by HIPAA in
ResearchRepositories, Databases and the HIPAA Privacy
Rule[3][4]. A covered entity may de-identify PHI in one of the
two ways.

The first way is “safe-harbor” approach method, by removing all
18 identifiers captured under section 164.51(b)(2) of the
regulations. A set of data that has been de-regulated for the 18
identifies, then an entity could not identify an individual unless the
entity uses the de-regulated information along with other
information to identification.

The second method is to have qualified statistician determining
the usage of the information using generally accepted statistical
and scientific principles and methods. The risk of using such
information is very low.

Once the data is de-identified it could be used for clinical research
without compromising the individual’s privacy thus benefiting for
both individual and hospitals at the same time.

2. Related Works/Literature Survey

In a non Blockchain world, healthcare organization typically
follow three models to facilitate interoperability of medical data:
view, pull and push. In a push mode, medical information is sent
from one organization to another. In a pull model, an organization
seeks another organization about information. Finally, in the view
model, an organization looks at another organization’s record.
Moreover, in push model, if a patient has been transferred from
one hospital to another hospital the new hospital may not be able
to view data recorded in the first hospital. Major drawback of
thosekind of models are data is not audited. The lack of having
audit trail means the data integrity cannot beguaranteedfrom the
point of data generation to the point of data usage. [5]

The introduction of wearable medical devices and use of mobile
medical applications has led to the easy availability of PHI. These
PHI are available with different organization for different usage.
The lack of clarity in storing and usage of such devices in many
countries as there is no written consent from the individual on the
usage of his data.
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The latest trend in data hacking is reported to have millions of PHI
being stolen and this has contributed to security and privacy
concern in the health industry as well the lack of confidence
among the individuals in protecting their own data.
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Fig. 1: Cases of data breaches in US for year 2017

Existing E-healthcare system has various issues with respect to
security and privacy. Types of attacks on healthcare system such
as jamming attack, data collision attack, data flooding attack,
desynchronization attack, spoofing attack, selective forwarding
attacks and Sybil attacks are identified as major type of cyber-
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attacks [6]. These attacks are carried out with intention to misuse
personal information for ransom or to bring dis-credibility to the
health providers. These attackers can also the alter the existing
data which could impact the individual’s.

3. Framework

The proposal is to de-limit the individual details and extract
critical information to createnew data blocks which are based on
diseases and clinical results in the form of distributed database
using P2P network. This data blocks would assist health
professional and clinical research organization and individuals in
early detection of health aliments and provide new approach for
providing early relief to individuals. This could be achieved
without disclosure of individual’s identification details at the same
time having audit trails enabled to ensure transparency in usage of
data blocks. The security features captured in the Blockchain
methodology adds to the benefit of the individual’s and health
professional at same time without compromising the privacy of
the individuals and enabling better security of the system used.

FHE
Data block

enR o
- Duts bhock ~ .
- - &
p Y - ” -
\ — 4
A ) )
S 4 Health Professional

Read only
Read / Write
wWrite Only

Fig. 2: Proposed two-layer architecture

a. Methodology/Implementation

This sectiondiscusses about the methodology which will be used
forthe development of the proposed architecture. The new
trending technologies such as Cloud Computing along with
Blockchain method would be used for creating P2P network and
data blocks.

Cloud computing uses three models of service such as laaS, PaaS
and SaaS. These combined or separately could be used to have
distributed network configured thus eliminating the need for
standalone infrastructure. The use of virtualization technology
helps in further reducing the need of dedicated platforms [7][8][9]
[10].

Blockchain typically uses cryptographic hash algorithm for
transmission and storing of data which has better security features
built into it. These helps in data integrity leaving audit trail for
future analysis [11].

Other technologies such as OpenPHR Standard which provides
standards for clinical (HER) and demo demographic content
model integrated with various standards such as SNOMED CT,
LONIC DICOM and HL7 would support in identifying various
health demographics [12].

PHI data sets needs to be developed as part of implementation and
testing for analysis of this model. Any existing PHI which could
be integrated into the proposed model would be analyzed and
used.

4. Discussions

This paper proposes two-layer architecture for creating data
blocks using distributed network. This model proposes to use
patient permission model for data access at the same time
allowing to de-identify the PHI to remove 18 parameters as per
HIPAA rule to create new data blocks as second layer. These data
blocks in the second layer could provide new disease registries
and medicinal registries to aid health professionals in early
diagnosis of health alignments. These registries could also help
clinical professionals and organization to use these data for their
research without the need of individual’s personal information as
classified by HIPAA.
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5. Conclusion

The article focused on the improving the data availability for
health professional and clinical research without compromising
data security and individual’s privacy. Detailed analysis of various
crypto algorithm needs to evaluated before choosing the right one
for the model. Integration of Cloud technology along with
Blockchain needs to be tested to confirm the security standards
mentioned by these technologies without compromising the
individual privacy which add to the benefit of the proposed
architecture model.
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