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Abstract 

 
This papers reviews and surveys the security issues, mechanism of internet of things (IoT) proposed in the literature. As IoT is a 

computing concept that describes the idea of everyday physical objects being connected to the internet and being able to identify 

themselves to other devices. The main advantages of IoT improve the resource utilization ratio and relationship between human and 

nature. In addition, it possesses various characteristics like sensing, heterogeneity, connectivity, dynamic nature and intelligence. 

However, it possesses several challenges like connectivity, compatibility, longevity, privacy and security. Specifically, Security and 

privacy are the crucial issues that need to be solved for successful deployment of IoT. Moreover, some of the data collected from the IoT 

are very sensitive and should not be revealed to third parties. Such data needs to be protected by some provided legislations. We 

reviewed some of the security challenges of IoT like secure communication, data privacy and integrity, authorizing and authenticating 

the devices. 
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1. Introduction 

Internet of Things (IoT) is a computing concept that describes the 

idea of everyday physical objects being connected to the internet 

and being able to identify themselves to other devices. The main 

advantages of IoT improve the resource utilization ratio and rela-

tionship between human and nature. Moreover, it is more flexible 

and accessible anywhere. In addition, it possesses various charac-

teristics like sensing, heterogeneity, connectivity, dynamic nature 

and intelligence. These characteristics exhibits with various appli-

cations of IoT in real world like smart homes, smart cities, IoT in 

agriculture, smart retail, healthcare, smart technology. These ap-

plications are being developed in every sector to provide more 

service from this technology. However, it possesses several chal-

lenges like connectivity, compatibility, longevity, privacy and 

security. Specifically, Security and privacy are the crucial issues 

that need to be solved for successful deployment of IoT because of 

insufficient security features, ineffective authentication, insecure 

web interface, insecure cloud interface, insecure network services, 

insecure mobile interface, lack of transport encryption and inse-

cure software. The basic security weakness of the IoT is that it 

increases the number of devices behind your network’s firewall. 

Few years back, the issue was on securing our personal computers 

which later it came to securing our smartphones. Now our cars, 

home appliances, and many other IoT devices are also vulnerable 

to the security attacks. Moreover, some of the data collected from 

the IoT are very sensitive and should not be revealed to third par-

ties. Such data needs to be protected by some provided legislations. 

Some of the security challenges of IoT like securing constrained 

devices, secure communication, ensure data privacy and integrity, 

ensure high availability, predict and pre-empt security issues man-

aging device updates, detecting vulnerabilities and challenges and 

authorizing and authenticating devices. This papers review various 

issues, mechanism on security proposed by various researchers in 

the literature.  

2. Security Issues 

To develop an IoT application security framework has got a great 

importance. There are some security concerns (shown in Fig.1) 

while creating a secured and attack resistant IoT applications. 

 

2.1 Data Encryption 

 

Typical IoT applications gather huge amounts of data where data 

retrieval and processing is the core part of IoT. As the data is per-

sonal it should not be disclosed to anyone. So, it should not be 

encrypted using Secure Socket Layer when your data is present 

online. Websites in default use SSL certification to secure the 

user’s data online. In a wireless protocol this is a part and the other 

part comes into picture during data transfer which should also be 

encrypted. As sensitive data should be available only to the con-

cerned user and not to anyone else. So, make sure to use wireless 

protocol with default encryption. 

 

2.2 Data Authentication 

 

There is a chance of IoT device being hacked even after successful 

encryption of data. The security is compromised, if the device 

could not be provided authenticity where data is communicated to 

and from an IoT device. For example consider a temperature sen-

sor in a smart home. Even after encrypting the data it transfers, 

authentication is not provided then someone can hack it give some 

wrong data which might insist your sensor to heat the room even 

though the room is hot. Authentication issues may not be noticed 

in small things but definitely be a security risk.  
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2.3 Side Channel Attacks 

 

Encryption and authentication have chance for side channel at-

tacks. These attacks focus more on how that information is being 

presented and less on the information. Suppose if someone is able 

to handle data like timing information, power consumption or 

electromagnetic leak, this data can be used for side channel attacks. 

 
Fig.1. All Security issues in IoT 

 

2.4 Manage Device Updates 

 

For instance, when we apply updates the reliability crosswise over 

conveyed situations. When updates are applied to the devices they 

strengthen the down time and should be available across all gener-

ations. 

 

2.5 Authorize and Authenticate Devices 

 

The authorize and authenticate devices are for securing IoT sys-

tems. In authorize and authenticate the devices must identify be-

fore they can access. At some point these devices fall in authenti-

cate like by using weak passwords. By adopting IoT platform we 

can resolve these issues. In this system each device will access 

throughout the system. 

 

2.6 Secure Constrained Devices 

 

Numerous IoT gadgets have restricted measures of capacity, 

memory, and preparing ability and they regularly should have the 

capacity to work on bring down power, for instance, when running 

on batteries. Security approaches that depend intensely on encryp-

tion are not a solid match for these obliged gadgets, since they are 

not fit for performing complex encryption and unscrambling rap-

idly enough to have the capacity to transmit information safely 

continuously. These gadgets are regularly defenceless against side 

channel assaults, for example, control investigation assaults, that 

can be utilized to figure out these calculations. Rather, obliged 

gadgets ordinarily just utilize quick, lightweight encryption calcu-

lations. IoT frameworks should make utilization of different layers 

of safeguard, for instance, isolating gadgets onto isolate systems 

and utilizing firewalls, to adjust for these gadget confinements. 

3 Security Challenges in IoT 

Due to the expanded utilization of IoT gadgets, the IoT systems 

are prone to different security attacks. The below mentioned are 

the various security challenges faced in IoT which are the root 

cause of security attacks. 

 

 

3.1 Detect Vulnerabilities and Challenges 
 

In spite of best endeavours, security vulnerabilities and breaks are 

unavoidable. How would you know whether your IoT framework 

has been traded off? In expansive scale IoT frameworks, the 

many-sided quality of the framework regarding the quantity of 

gadgets associated, and the assortment of gadgets, applications, 

administrations, and correspondence conventions included, can 

make it hard to distinguish when an occurrence has happened. 

Techniques for distinguishing vulnerabilities and ruptures incorpo-

rate checking system interchanges and action logs for irregularities, 

taking part in infiltration testing and moral hacking to uncover 

vulnerabilities, and applying security insight and investigation to 

recognize and advise when episodes happen. 

4. Security Services 

Apart from the challenges of security in IoT, there are various 

services provided to ensure security. The main motto of the ser-

vices is to guarantee the accuracy and consistency of data. 

 

4.1 Authentication 
 

Authentication identifies legitimate users from unauthorized users. 

It ensures that the access is only provided to the actual users. It is 

the act of confirming the truth of an attribute of data claimed true 

by an entity which is necessary to validate the user’s data in a 

system. There are different kinds of authentication types which 

can identify the real users of a system. Some of them are Kerberos 

authentication protocol, digest authentication, SSL/TLS, VPN and 

smart cards. 

 

4.2 Integrity 

 
The assurance of consistency and accuracy of the data can be 

termed as data integrity. Integrity is one of the security policy to 

ensure privacy of the data. Data integrity can be verified by math-

ematical algorithm called hash, in which SHA(secure hash algo-

rithms) is more popular. A better approach for a data integrity 

check is with a shared private key which is called keyed-hash 

message authentication code. Integrity checks likewise should be 

utilized for information that is being handled to guarantee that the 

information and its flow can be trusted.  

 

4.3 Confidentiality 

 
When the data is shared publicly, it must be protected in order to 

avoid unwanted access of the information. The confidentiality 

attacks occur at the network layer while the data is routing through 

the medium and being exposed. An intended exposure attack hap-

pens when the routing element enables the data to be exposed to 

an outside element either because of misconfiguration or by some 

attack. To prevent this kind of attack, the communicating nodes 

must be authenticated. 

 

4.4 Privacy 

 
Some of the data collected by IoT are very sensitive and should 

not be revealed to third parties. Such data is protected by some 

provided legislations. Even then the required precautions are not 

taken while storing data or sharing it with others. In some cases, 

the single data might not be sensitive but when combined with 

other devices, the data pattern might be revealed which may cause 

damage. Hence individual privacy is more recommended 
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5. Various Mechanisms Proposed in Literature 

of IOT 

5.1 Confidentiality 

 
1. In [1] zhicaishi et.al have presented a protocol which utilizes 

CRC function not hash function to encrypt all sessions so as to 

ensure the confidentiality. For each authentication, different ran-

dom numbers are assured. After each successful authentication, 

RFID system is update. 

 

2. In [2] chih-Hsuehlin et.al have proposed the concept of random 

key pre distribution scheme to perform key agreement for wireless 

sensor network. In this process, the sensor nodes will implement 

embedded with a random subset of keys. The sensor nodes will 

implement a challenge and response process to explore the com-

mon key among the sensor nodes. 

 

3. In [3] christoschatzigeorgiou et.al have presented a protocol 

which is a two-step privacy protection. In this process it consist of 

two step process. Each step involves a server with a unique role. 

In the first step, it conceals the user’s identity and in the second 

step it supports the end to end encryption. 

 

4. In [4] juhannes braun and Johannes buchmann et.al have pro-

posed the quantum key distribution .This mechanism is used to 

securely transmit a key. That key can then be used as an OTP to 

encrypt the data. It inherit to point to point character. 

 

5. In [5] parkand ji-yong et.al have proposed a secure key check-

sum ,an integrated secure mechanism suitable for network coding 

with encryption and checksum combining an encryption key and a 

checksum see. The secure key checksum provides confidentiality 

by using encryption of information with block cipher between 

source and destination 

 
Table 1: Different mechanisms for providing Confidentiality 

 
 

5.2 Privacy 
 

1. In [6] Yuchen Yang et.al have proposed security issues in bat-

tery life and resources. Possible solutions were to extend the light 

weight computation. The presented scheme consist of authentica-

tion in RSA keys. 

 

2. In [7] Sofia Zebboudj et.al have presented protocols namely 

Attribute based encryption, CHORD protocol and uTESLA. The 

ABE and uTESLA model works with the help of entities like pub-

lic key generation, data generation and transmission, decryption 

and encryption and access control for the users. The ABE mecha-

nism is used to generate keys based on the user attributes which 

identifies whether the user has the right to access the encrypted 

data or not. 

 

3. In [8] Ana Nieto et.al have presented a scheme in the view of 

privacy.It defines privacy mechanism. This allows the anonymous 

witnessing. 

 

4. In [9] Mohamed Abomhara et.al have presented a survey which 

consists of various challenges faced with privacy. The 

RFID(Radio Frequency Identification Techniques) make the con-

cept of IoT feasible. The major IoT targets to create smart envi-

ronment and self-conscious with the help of privacy. 

 

5. In [10] Zhen Ling et.al have presented a view on security and 

privacy. The functionalities of the Edimax IP cameras were dis-

cussed. Real time experimenting has been done on the cameras 

and types of attacks were discovered. By performing experiments 

on the camera, the success rate of the device spoofing attack is up 

to 98%. The model needs to be served with secure and privacy 

preserving IoT system.  

 
Table 2: Different mechanisms for providing Privacy 

 

5.3 Integrity 
 

1. In [11] Anderson Fongen et.al have presented a protocol which 

provides a combined control of authentication and integrity while 

providing service to the client. This is a protocol which is devel-

oped on simple hardware and simple cryptographic functions. It 

has got implementation for both symmetric and asymmetric keys 

which differ from the wired connection of hardware unit, provid-

ing safer key management in an asymmetric key implementation. 

By the combination of cryptographic functions, IdP and keys the 

integrity is provided.  

 

2. In [12] Henrich C. P¨ohls et.al have presented a problem in the 

transport layer during the communication of sensors. This is used 

as the message’s data structure. Elliptic curve based digital signa-

ture is used. To achieve this, it carries integration protection.  

 
Table 3: Different mechanisms for providing Integrity 
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5.4 Authentication 
 

1. In [13] Alireza Esfahan et.al proposed a lightweight authentica-

tion mechanism for devices like smart sensors. In this process 

there is a authentication between sensor and router.  

 

2. In [14] Bacemmbarek et.al have proposed a technique to reduce 

the authentication delay. This refers in the receivers buffer. 

 

3. In [15] Shamini Emersonand Young-Kyu Choi OAuth proposed 

a protocol in which there will be third party restriction. They will 

access the data only when they provide credentials. 

 

4. In [16] Padraig Floodand Michael Schukat proposed a tech-

nique which consist of fixed number of devices. Due to zero 

knowledge there will be no security and devices must compromise.  

 
Table 4: Different mechanisms for providing Authentication 

 

6. Summary 

Table6: Summary of all mechanisms above mentioned 

 

7. Conclusion 

This papers reviews and surveys the security issues, mechanism of 

internet of things (IoT) proposed in the literature. Specifically, 

Security and privacy are the crucial issues that need to be solved 

for successful deployment of IoT. Moreover, some of the data 

collected from the IoT are very sensitive and should not be re-

vealed to third parties. Such data needs to be protected by some 

provided legislations. We reviewed some of the security challeng-

es of IoT like secure communication, data privacy and integrity, 

authorizing and authenticating the devices.  
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