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Abstract

Cloud computing the most emerging data storage and processing technology. Today many organizations are using cloud-based data
storage because of their complex data management. Even though cloud is attracting many users towards using it but there is a
requirement of security concerns to be taken care of because cloud is untrusted, the data which individual stores on cloud will be
transparent to cloud administrator also which may be confidential. So, while using cloud security is the primary concern. In this paper,
we proposed a scheme to encrypt cloud data using user attribute-based encryption. Which is a public key crypto technique in which key

will be based on the attributes of user. The attributes we used are biometrics of user who is going to upload the data.
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1. Introduction

These days computation over cloud has become most common for
all type of applications. As the storage on local disks is not too
reliable, cloud storage is attracting every individual to store data on
cloud which can be accessible across the globe. The number of
users increases, the security level need to be upgraded which
means data over the cloud may not be secured because when par-
ticular data is transferred to the cloud the data is transparent to two
parties. One who is using cloud services and the cloud administra-
tor. While dealing with the data security aspect we can’t trust any
single individual, Cloud admin may be the victim to steal the data.
So, while storing data over the cloud it need to be encrypted and
stored on the cloud, so that no one except the owner will know the
actual raw data. Even the cloud administrator cannot access the
data without knowing encryption mechanism. So, now data is said
to be secured to some extent but not totally we can trust these en-
cryption mechanisms to avoid that there is another method of en-
cryption mechanism which is user attribute-based encryption
mechanism which uses the attributes of user in order to generate
key which is used to encrypt the data. Now some more confidenti-
ality is added to previous mechanisms because the attributes will
be known to the user only. But, those attributes will be stored
somewhere in the cloud only where the actual encryption process
is happening. Which means the user attributes will be transparent
to the cloud administrator also. So, in providing security the
strength of encryption mechanism will not depend on the algorithm
used but it depends on the strength of the key used here key (user
attributes) is transparent. Therefore, how much complex the algo-
rithm may be, cracking that algorithm will be easy thing once ci-
pher key is known. So, including attributes of user in generation of
cipher key is a good thing but storing/mentioning those during key
generation on the cloud is safe to some extent only. To increase
trust for the cloud users those attributes the of the user is consid-
ered but not the text or any other but the BIOMETRICS of the user
who is going to store data is used to generate cipher key which is
used in encryption and decryption process [,

2. Biometrics:

These are the forensic techniques which uses the physical charac-
teristics of individual like finger prints, hand geometry, iris, voice,
face in order to authenticate him/her to access a particular sensi-
tive data. The suitable biometrics are used based on the type of
application or based on necessity of level of security. The bio-
metric data inputs are seized or captured using various biometric
devices such as finger prints, iris, face etc. These biometric de-
vices are classified into two groups discrete devices and non-
segregated or integrated devices. Discrete biometric devices con-
cern to the category of fingerprint, iris that requires connectivity
to a network host or host device such as PC, laptop, etc. Integrat-
ed biometric devices have a sensor which are integrated into de-
vice package.

2.1. Finger Prints:

Finger prints of users are used as attributes for security over long
period of time but not too much extent they are used for more
confidential systems only like in banking sector administrators
will use their finger print in order to unlock the database access.
Finger print scanners are affordable and are flexible to be used
over many computer applications . The sample image of finger
print is shown in fig 2.1.

Fig 2.1. Finger Prints sample
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Advantages of finger prints include Reliability is very high in
finger print recognition. This requires very less space for storage
in order to store biometric template, reduction of database size
must be required. Finger prints are systematized. It is very easy to
use. They will have some disadvantages too; Finger print recogni-
tion is unwanted to some people because it is related to criminal
recognition. Compression of image is required in this factor.
Recognition of the finger print is very difficult when the fingers
skin is very dry and dirty. Recognition of children’s finger print is
not significant because the size of their finger print size changes
so fast.

2.2. Hand Geometry:

The Hand geometry-based authentication system is based on a
measurement taken from the palm of user such as length of palm
vein, size of palm, length and width of fingers etc. Viable hand
geometry devices are manufactured since 1980s, hand geometry is
the first biometric to widespread computerized use. Scanning palm
print with high accuracy is needed because palm geometry may
match between two individuals ™. Scanning the palm of users has
to be done periodically in order to avoid conflicts. Because the
palm length, length and width of fingers are considered they will
grow with age of person so, this was not that much popular as fin-
gerprint scanners B!, Hand geometry is very reliable when com-
pared with other types of identifications. For comparison it uses
palm vein pattern as shown in fig 2.2.
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Fig 2.2. Palm Recognition

Advantages of Hand geometry are the data of hand geometry is
easy to collect, a good frictional skin is required by image systems
and special lighting of retinal data is required unlike the other fin-
ger prints. It is very simple, easy to use and affordable. Environ-
mental problems such as dry which causes dry skin is not a big
issue. Usually considered less prominent than fingerprints, retinal,
etc. Disadvantages are hand geometry is not distinctive and they
cannot be used in identification of systems. In hand geometry bio-
metrics the size of data is very large and it is not absolute to use it
in embedded systems. Not consummate for growing children.

2.3. Iris Recognition:

Iris scanners depends on the nerve endings inside eyes they will
scan and mark the nerve endings in the eyes of user and store those
points and those stored points will be used further to authenticate
the user to access sensitive data. This system failed in some cases
like while there is any sensation in the eye of user and eyes be-
come reddish in that case iris recognition system fails to authenti-
cate person. This is not much popular for authentication purpose,
but it is used for some confidential issues. It is used by hundred
million persons in many countries all over the world for expedi-
ence purposes such as passport free automated border crossings
and many national 1D programs. Mostly it is extreme defiance to
false matches. Methodology is shown in fig 2.3.
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Fig 2.3. Iris Recognition System

Advantages include high accuracy. Time for verification is less
than 5 seconds only. The iris of a dead person would degenerate
too fast, so we may not need any extra precautions to be taken by
retinal scans and we must me sure that user is a living human be-
ing. Disadvantages are Large amount of memory is required to
store the data. Iris recognition is very expensive when compared
with other techniques. It is very inquisitive.

2.4. Voice Recognition:

Voice recognition system is one of the biometric authentication
system which uses vocal tone of the user to identify whether the
correct person is accessing the data. Once the vocal tone of user
saying particular words will be stored and while authenticating
the user need to speak out those words with same. voice if voice
matches then authentication system will unlock the security pro-
vided for that data. As shown in fig 2.4 voice wavelets will be

compared.
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Fig 2.4. Voice Recognition.

Advantages are Non-invasive and highly socially acceptable.
Time for verification is upto 5 seconds. The technology which is
used in voice recognition is very cheap. Disadvantages include A
person’s voice is changes due to the occurrence of illnesses like
cold and cough, this causes identification of persons voice very
difficult and hard to recognize. An individual’s voice can be rec-
orded easily and also be misused for unauthorized access of PC
or any other network. Very less accurate.

2.5. Face Recognition:

Face recognition system scans the users face and predict the
features of face like eyebrows, lips, eyes etc. and store them in
database during authentication same features which are stored

will be extracted again from users face and matched with the
previously stored values and unlocks if matched™! .
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Fig 2.5. Face recognition.
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Advantages are Face recognition does not require any physical
commerce from the user. In face recognition we recognize the face
by submissive identification. It is inexpensive identification tech-
nique and friendly. Disadvantages are It cannot identify the differ-
ence between two identical replica or twins. Face cannot be recog-
nized when people shave shave their beard or grow their beard, false
recognition of face is done when they change their hair style.

2.6. Signature Recognition:

Signature recognition is visual or behavioral biometric. We authen-
ticate the individual by analyzing his handwriting style in his partic-
ular signature. Signature recognizing systems contains sensors such
as touch sensitive writing surface, pen etc. These sensors detect the
direction, pressure and angle of the writing. The system converts the
writing into a graph and identifies whenever the signature is
changed during authentication. This Signature recognition is of two
ways which is static and dynamic. In static recognition when we
write the signature on paper, it is digitized through a scanner or
camera, the biometric authentication system identifies the signature
by examining its shape. This is known as "offline". In dynamic
recognition we write the signature or a smart phone or a tablet. This
is known as "online". Signature timing is noted in dynamic recogni-
tion. We can forger the signature into duplicate, but it is not possible
to duplicate the timing of the signature, the timing changes accord-
ing to the pressure X, y. It uses edges of lines as starting points to
recognize signature as shown in fig 2.5 (1,2,3).
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Fig 2.6. Signature Recognition

Advantages includes Verification time is very less in signature
recognition. We use very cheap technology. We mostly use this in
industrial purposes. Disadvantages include It is used to verify the
subjects which are based upon their unique signature and individu-
als who did not sign their names in uniform manner may cause
problems in verifying their signature. Error rate of signature
recognition is 2 in 100.

The Biometric Recognition Systems are used to identify the per-
son based on the feature vectors of any one of the biometric that
the person possesses. Among all the biometric recognition sys-
tems finger print has gained its importance and is successfully
implemented in numerous real- world applications because eve-
ryone is known to have a unique finger print which are immuta-
ble throughout his/her life irrespective of their ages. So, finger
prints are widely used in authentication systems as it will ensure
high security. There are many applications where biometrics are
used as key for authenticating users for better security. Biomet-
rics are used as authentication systems such as on demand bio-
metrics for cross authentication systems for faster access while
logging into user accounts without using usernames and pass-
words [ Biometrics are used for systems where complex pass-
words are needed because those complex passwords are difficult
to remember [, In major security problems like security in ATM
machines can be replaced with biometrics . These days biomet-
rics are made as authentication for android smart phones future
all the android applications will replace passwords with finger
prints in order to login to particular application finger print is

enough no need of remembering usernames and passwords which
are difficult to remember and may be predictable. Android securi-
ty using biometrics are implemented using facial recognition
authentication system for African cashew farmers who need to
carry out their transactions through mobile security need to be
[rgggh because huge amount needed to be transferred between them

3. Cloud:

It’s nothing but remote computing or a remote computational sys-
tem which can store, manipulate the data. Most of the users use
user id or username and password for authentication purpose but
the main issue with this approach is that user can maintain too
many accounts which leads to multiple access and either forgotten
password or using same combo for various sites. In cloud compu-
ting protecting the data and various applications from unauthorized
access is a major security concern. One of the biggest issue in
cloud computing is the cloud contributor can also access the data
of the authorized user. Security problem is very major component
in cloud computing. Whenever we are using a local system for all
our needs if that system crashes there will be no alternative for us
to get back our data so, these days people are moving towards
cloud for data storage where the data can be stored on multiple
data servers if one server crashes the data will be safe in other
server. As the cloud has advantages and many are using there will
be more demand for that and many cloud provider companies were
established and each cloud will be administered by its administra-
tor.

3.1. Cloud Based Biometric Technologies:

Recently, Cloud ABIS™ is introduced which is highly ascendible,
cloud based biometric matching system. This cloud based bio-
metric matching system is built over 15 years of experience in
large scale biometric technologies. This comparing system rein-
force fingerprint, finger vein, face and iris recognition. This cloud
based biometric matching system which is also known as
CloudABIS™ can contrast lakhs of fingerprint templates at a time
per second but we need an internet connection from the client to
influence the power and accessibility of our cloud biometric plat-
form. CloudScanr™ can work immediately across any kind of
browser.

3.1.1. Emerging Market Trend on Cloud Based Biometrics:

There are many surveys conducted on cloud based biometric sys-
tem, the survey name Bloomberg survey has stated that by 2020
the biometric based cloud computing will earn up to 270 billion
dollars mainly due to its pliability, movability and savings of cost.
The cloud users are increasing day by day and recently the cloud-
based platforms are provided or made accessible to the mobile
applications also. According to recent studies, more than 240 mil-
lion users of businesses uses cloud based biometric authentication
system via mobile devices by 2015.This has raised the revenue of
biometric based cloud computing by 5.2 billion dollars. Some
smart phone manufacturing companies like Samsung which has
released licenses to SRI’s iris solution of mobiles and then they
introduced Samsung Galaxy Tab Pro 8.4 tablet for biometric based
authentication and some other companies like HTC, Apple and
Sony has already instigated some biometric features such as fin-
gerprint, voice, face recognition to their products. These features
are very convenient to the users in securing their cloud data. As
new biometric technologies are arriving into the market it becomes
very easy to embrace biometric security on cloud.
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3.2. Securing Cloud Data Using Fingerprint Authentication
Mechanism:

We use fingerprint authentication technique in order to secure
cloud data. We use the help of camera of the mobile phone to cap-
ture the input finger print image. After obtaining the fingerprint
image, we need to extricate the ridge structure from the fingerprint.
By this process, the image will be almost identical to the finger-
print image from the fingerprint sensor. The user can use his fin-
gerprint to login each and every time when he tries to access the
cloud.

Input fingerprintimage |>

L

| Pre-processing image |

I

| Core-point detection |

!

extraction |

Enroliment

(

| User is accepted |

Fig 3.2.1. Securing data on cloud

As shown in fig 3.2.1 first phase in which input fingerprint image
is given is call as enrollment phase. In this phase, the sensor cap-
tures the fingertip of the user. Pre-processing of the image is done
to extract the features from the fingertip which is displayed or
presented by the user and further it is used to compare the identifi-
cation or verification of the user. The user needs to provide his
fingerprint to the fingerprint sensor whenever he tries to login or
access into the cloud-based applications. The user is able to login
if and only if when the fingerprint features matches with the fea-
tures which are stored in the database during the first phase which
is enrollment phase. The user is granted to access or accepted only
when the features are matched otherwise the user is rejected to
access the cloud-based applications. Matching between the user’s
fingerprint features and the features which are stored in the cloud
database is shown below.

3.3. Matching the Features:

Let, S be the similarity.

If S has a low value, it implies there is little similarity.

If S has high value, it implies there is high similarity.

Let T be the Threshold and it is contrasted with the Similarity
score which is S.

if (S>T) then

The user is accepted
else if(S<T) then

The user is rejected.

Thus, the biometric authentication system plays a major role
whenever the user tries to access the cloud-based application.
After the successful access of the user or authentication of the user,
the user is directed to the authentic cloud service platform and the
user is provided the command to access.

3.4. Risks in Cloud Environment:

As the data is stored remotely the first risk to be considered is
security for the stored data. Basically, data that is stored on cloud
will not be exposed to anyone, but it is transparent to two parties
one is the person who is going to store the data and the other is

the cloud administrator. While security is taken into concern no
one has to be trusted cloud admin may steal the data. So, for that
we need the administrator not to steal data at any concern so dur-
ing uploading the data into cloud the data needed to be encrypted
and stored so that the cloud administrator will not understand
what the data is for that there are many encryption mechanisms
we can follow to encrypt the data and send to cloud for storage.
But for computation on the cloud we need to get back the data
again to our local system and perform computation and again
need to store the data again on the cloud which is little complex
task to be accomplished so everyone who uses cloud will make
computation on cloud itself and while performing computation on
the cloud our conventional approach of encrypting and storing
won’t work because the data on the cloud is not the raw data and
the decryption process will not be known to cloud so then the
process of encryption and decryption has to be done on the cloud
only for that we need to perform/store that encryption process on
the cloud only.
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Fig 3.4.1. Encrypting and storing data on cloud
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Fig 3.4.2. Performing computation on cloud

In the above figure 3.4.1 & 3.4.2 the data will be stored raw data
will be sent to cloud and there the encryption mechanism takes
place and stored while performing any operations over cloud the
data will be decrypted and used for computation and again after
computation the encrypted and that data will be stored. In case of
encrypting on local machine and storing on cloud is more burden
because each time we need to perform computation only on local
machine few computations like data analytics are very difficult to
perform in local system. So, this method fails in those cases. In
case of performing encryption and decryption process on the cloud
the raw data and the encryption mechanism needed to be trans-
ferred to cloud. Therefore, the encryption mechanism and will be
on the cloud and will be known to the administrator. As the en-
cryption algorithm is known to the third party which means we are
taking more risk on data. To avoid these, we need to use better
encryption techniques. Encryption mechanism’s strength will
blindly depend on the strength of cipher key used for encryption as
the strength of key is more it is not that easy to predict the key and
the data will be safe so the key generation is the major task in en-
cryption. Later key generation is made complex by involving user
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attributes in the key generation process which means while gener-
ating the cipher key the user attributes like name, DoB, email,
phone number etc. are used and key is generated based on key
generation algorithm. Drawback with this mechanism is the attrib-
utes will be known to the administrator because they are stored on
cloud itself so later moved on to next level of using user attributes
in key generation. Biometrics are involved in key generation pro-
cess which means biometric properties of particular user will be
used and the key will be generated based on an algorithm of their
choice.

4. Key Generation:

4.1. Using Palm Vein in Key Generation Process:

As mentioned in figure 4.1.1 the process will be carried out and
hand geometry of user is used for key generation purpose. From
the palm vein, particular minutiae points will be extracted and
those set of points will be used for key generation purpose !

Palm Vein
Image Processing

|

v

Minutiac Point

I

Key Generation ‘

Fig 4.1.1. Feature extraction in palm vein

4.2. Key Generation Using Finger Prints of User:
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i

As shown in fig 4.1 Finger prints of user needed to be scanned
using a mechanical scanning device and check for quality if the
quality is enough for image processing then send it for image
enhancement where the original image will be modified and an
image which is optimal for feature extraction will be generated
and from that enhanced image the feature extraction is carried
out based on our requirements. Considering minutiae points and
using them to extract points and store them to use is one ap-
proach but storing them may lead to security issues in some
cases. So, storage of extracted points is not safe. Because the
application is not only matching the data and providing authenti-
cation, but encryption and encryption process also depends on
those points only.

5. Cloud Data Encryption Technique:

Cloud is most preferable when there is a large amount of da-
ta(big data) which is used for analytics applications so encrypt-
ing that large data at a time is quite complex issue, That total
data will be divided into small parts and those sub parts of data

will be sent for encryption and that are stored on cloud which
means we are splitting cloud and encrypting then when there is
retrieval of data those particular portions of data will be decrypt-
ed and combined to form the actual data and necessary calcula-
tions will be performed on that data /.

6. Algorithm:

Authenticate user for accessing.

If ok Scan the finger prints using finger print scanner.

Extract the features from scanned print.

Using those features generate the cipher key.

Split the data on the cloud into small parts.

Using the previously generated cipher key encrypt the

small portions of data and store them in sequence.

7. When the retrieval of data is triggered by cloud again ask
for authentication

8. If ok scan finger prints again and generate cipher key.

9. Decrypt the required data using immediately generated
cipher key.

10. Combine the small portions of decrypted data to get back

raw data.

eg~rwnE

7. Conclusion

Even after the authentication is done and cloud access is granted
the data needed to be decrypted in order to get original data so if
the finger prints given is wrong the data decrypted will also goes
wrong and raw data will not be exposed to no one except the

owner of that data.
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