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Abstract

In the research of cloud storage security, the image encryption is given much attention and a lot of encryption algorithms have been pro-
posed. The image encryption is different from the text encryption methods owing to some of features of images such as capacity and data
redundancy. So, the image encryption is comparatively difficult to handle with traditional methods. In the proposed work, the image
encryption and decryption are based on modified Morse code and diagonal zigzag pattern. To begin with, the pixels of image are extract-
ed and then converted into binary form. The binary data is replaced by DNA sequence with modified Morse code and diagonal zigzag
pattern. The proposed algorithm successfully encrypts/decrypts the image with DNA and modified Morse code with diagonal zigzag
pattern. The encrypted image using the proposed algorithm is absolutely different when compared to original image file. So the encrypted
image is suitable for the secured transmission over the cloud data storage. Thus, this proposed model provides an additional measure to

tighten the image security efficiently.
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1. Introduction

Every day the number of cloud users increases because of its ad-
vantages. It is an on demand online services provider for various
organizations. Data storing is an important need of organizations.
Cloud provides a large space for storing the data. Cloud compu-
ting provides a convenient and cheap mode for content propaga-
tion. In cloud computing every day the size of data storage is get-
ting larger. The need of storing text and images securely over
cloud environment promoted the creation of cryptography to ena-
ble the cloud user to encrypt their data.

2. Literature review

In the literature review the survey is done on the encryption algo-
rithms in the area of cloud security based on DNA computing. It
also includes the benefits of cloud computing and importance of
cloud security.

Chang - Mok Shin et al. [1] proposed an image encryption with
multilevel encryption using binary phase exclusive-OR operation.
The image is encrypted with binary phase XOR operation.
M.Zeghid et al. [2] proposed an algorithm based on AES for im-
age encryption. In the proposed algorithm they analyze and add
key stream generator to AES for better performance. Grasha Jacob
et al. [3] proposed an encryption algorithm for secure transmission
of data using DNA sequence and JPEG Zigzag code [4].

D. Suresh et al. [5] proposed a model to solve the cloud data stor-
age issues. This model helps the cloud user to take decision about
cloud data storage based on their budget. The data transmission is

done with DNA sequences AGCT more securely. The encryption
algorithms are used to encrypt the original data before transmitting
to cloud [6]. The cloud computing risk and challenges are dis-
cussed and solved [7 - 9].

The proposed work is similar to Cloud Storage Security Scheme
using DNA Computing with Morse code and zigzag [10]. In the
proposed security model the encryption is carried with image pixel
and decryption is done with encrypted pixel.

2.1. Cryptography

Cryptography is a technique of converting a data into a cryptic
(non-readable) form to prevent the confidential data from the
hackers.
The conversion of data from plain text to non readable form is
called encryption. The decryption process reverts the data to its
original form. The cryptography provides the following security,

e Data integrity

e Authentication of user

e Non-repudiation of data

e Data confidentiality
Traditional encryption algorithms such as RSA, DES, IDEA, and
AES are symmetric or asymmetric key based algorithms [11]. In
the symmetric and asymmetric algorithm the keys are used for
encryption and decryption of plaintext. Some of other cryptog-
raphy methods are substitution, transposition, concealment, block
cipher, stream cipher. In the substitution method, the plaintext is
converted into cipher text. Transposition method is used to encrypt
the plain text by constitutes a permutation of the original text. In
the concealment cipher the randomized transformation is done for
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encryption process. In the block cipher and stream cipher plaintext
is processed by block and stream ciphers.

Many symmetric key and asymmetric algorithms exist for encryp-
tion and decryption. These algorithms are based on keys. These
keys are easier to hack by trying multiple possibilities on secret
keys [12]. So there is a need to develop the security algorithms
with DNA sequence.

2.2. DNA based cryptography

DNA is Deoxyribonucleic acid which carries information of living
organisms. The DNA composed of four nucleotides Adenine (A),
Thymine (T), Cytosine (C) and Guanine (G). The helical structure
is formed based on the pair rule. According to base pair rule the
nucleobases would pair A-T, T-A, G-C, C-G. Cryptography is
combined with DNA computing to protect and hide data.
L.Adelman introduced DNA computing in the year 1994 to solve
Hamiltonian path problems (HPP) [13]. The DNA cryptography
has evolved from the DNA computing. The DNA cryptography is
used for secure communication. The DNA sequences ACGT are
used to create encryption and decryption technology [14]. The
unbreakable encryption and decryption schemes are achieved
based on DNA sequence [15].

2.3. Morse and diagonal zigzag pattern

The Morse code was introduced in the year 1836 by F.B. Morse in
the telegraphy field. The Morse code is used to transmit the mes-
sage in the form of ‘dot” and ‘dash’. The modified Morse code is
shown in the Fig.1 (a).

The diagonal zigzag pattern is matrix structure of n? integers. The
motive wave that travels on diagonal trend is called diagonal zig-
zag pattern. The diagonal zigzag pattern is shown in the Fig.1 (b).
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Fig. 1: A) Modified Morse Pattern. B) Diagonal Zigzag Pattern.

The diagonal zigzag pattern and modified Morse code are com-
bined in the proposed model [16].

3. Noise identification

Noise in data communication is unwanted electrical or electro-
magnetic power that degrades the quality of data at data transmis-
sion. In digital communication the data is stored and processed in
two states. They are,

e Positive

e Non-Positive
The positive state is represented by 1 and the non positive state is
represented by 0. The different types of noise are thermal noise,
shot noise, signal noise, burst noise and flicker noise.

3.1. Cyclic redundancy check algorithm

The Cyclic Redundancy Check is a technique used to detect errors
and changes happened during data transmission. It is also used to
detect errors when a data file is retrieved from storage. For each
file in file system has checksum along with the content. The CRC
check sum will differ from the received check sum if there is any
miss match occurs between original file and transmitted file. CRC
algorithm uses modified Morse code on both sender and receiver
side to check for the error.

Check for remainder
Send M(X) with Morse sequence

Sender >

Receiver

v

If (.) error, if (—) no error
Fig. 2: CRC for Morse Code Data.

In the above Fig.2 the and — are used as an error detection code. If
the CRC is . the transmission is done with error and can go for
retransmission of data. If the CRC is — the data transmission is
carried without error.

3.2. Modified parity check

In the telecommunication the parity check is used for error detec-
tion. The parity check is based on the bit added to the string. The
two types of parity bits namely even parity and odd parity. Even
parity bit occurs if parity bit value is 1. Odd parity bit occurs if
parity bit value is 0. In the proposed model the two types of parity
checks are used to check for errors. They are as follows,

a) Dash parity bit

b) Dot parity bit
In the dash parity the parity bit value will be — and in the dot pari-
ty the parity bit value will be (.).

Table 1: Example of Dash and Dot Parity

Data bits Count of dash (-) ?'b't parity

4

3
4
3

Based on the count of dash (-) in the data bits the parity bit value
is set to dash parity bit () or dot parity bit(.). In the case of even
value, the parity bit (-) is set in the dot parity bit. If the count value
is odd, the parity bit (-) is set in the dash parity bit which is shown
in table 1.

4. Image encryption

The proposed technique make use of all the four type of conver-
sions like binary sequence, DNA sequence, Morse code and diag-
onal zigzag pattern for image encryption. In the first step, the pixel
of original image is converted to binary sequence data. The second
step is the conversion of DNA sequence data, where the DNA
sequences AGCT are used to encrypt the binary data. The third
step is the conversion of DNA sequence data into modified Morse
code data, which is used to generate the dot and dash form of
DNA sequence data. The diagonal zigzag pattern is applied on the
modified Morse pattern data to construct the secret image.

The proposed technique is unique compared to other different
image encryption algorithms in a way that the data is not in the
form of image. Most of the algorithms use keys to generate en-
cryption image. This technique generates the encrypted image
based on the pixels. The modified Morse code and diagonal zigzag
pattern used to achieve unbreakable image encryption system. The
proposed image encryption scheme is shown in the Fig.3.
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Fig. 3: Encryption Phase.

The rows and columns of the total image pixel are converted
based on DNA sequence and modified Morse code. The diagonal
zigzag pattern is used on rows and columns to encrypt the image
pixels.

The Encryption algorithm is given below,
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Fig. 4: Decryption Phase.

The decryption algorithm is shown below,

Algorithm 2: Decryption phase
Input: Encrypted Image
Output: Original image

Algorithm 1: DNA based image encryption
Input: Image
Output: Encrypted image

1) begin

2)  [lconvert image to pixel

3) L« size of the image;

4) fori=0toLdo;

5) forj=0toLdo;

6)  img[i][j] « pixel value;

7)  endfor

8)  endfor

9)  /lconvert pixel to binary

10) fori=0to L do;

11) forj=0to L do;

12) bindata[x] < img[il[jl;

13) endfor

14) endfor

15) /lconvert binary to DNA sequence
16) forx=0to L?do;

17) DNA[i] « bindata[x];

18) endfor

19) //convert DNA to Modified Morse code
20) fori=0to L?do;

21) morsedata[j] < DNA[I];

22) endfor

23) /lconvert Morse data to diagonal zigzag pattern
24) forn=0to Ldo;

25) form=0to L do;

26) matrix[n][m] <« morsedata[j];

27) dzigzag[n] < matrix[n][m];

28) end for

29) end for

30) end

In the above algorithm line from 4-6, 10-14 and 24-28 has nested
loops. So the time complexity is O (n?). In the encryption algo-
rithm from line number 15-18 and 19-22 has single loop will exe-
cute till L2 So the time complexity will be O(n?). And the time
complexity of the algorithm is O (n?).

5. Image decryption

The decryption algorithm is a reversal process of encryption tech-
nique. The decryption algorithm has four conversions. In the de-
cryption, first, the diagonal zigzag pattern data is converted into
modified Morse pattern. The modified Morse data is converted
into DNA sequence data and binary data. Finally the original im-
age picture is constructed using the decryption technique. The
decryption phase is shown in the Fig.4.

1) begin

2) /lconvert morsedata to matrix
3) forn=0toLdo;

4) form=0toLdo;

5)  matrix[n][m] < dzigzag[n];
6)  morsedata[i] «— matrix[n][m];
7)  end for

8)  endfor

9)  /lconvert modified morsedata to DNA sequence
10) fori=0to L do;

11) DNA[i] < morsedata[i];

12) end for

13) /lconvert DNA sequence to binary
14) forx=0to L do;

15) binary[x] <~ DNA[i];

16) end for

17) /lconvert binary to image pixel
18) fori=0to L do;

19) forj=0to L do;

20) image[i][j] « binary[x];

21) end for

22) endfor

23) end

In the above decryption algorithm is the reverse process of the
encryption algorithm and it takes O(n?) as its time complexity.

6. Performance evaluation and result

The pixel information about the image is processed based on the
bits. The number of bits used in each conversion is shown in the
following table 2.

Table 2: Number of Bits Used in the Encryption Phase

S.No  Number of bits Description

1 0-3 Original image pixels

2 8 Binary conversion

3 2 DNA conversion

4 2-4 Modified Morse code

5 2-4 Diagonal zigzag pattern

The image pixels are extracted from the image. The number of bits
of image pixel is starts from 0-3 bits. The binary conversion is
done in eight bit binary value. The binary data is converted to
DNA sequenced data based on 2 bits. The modified Morse code is
based on 2-4 bit dash and dot. The diagonal zigzag pattern conver-
sion is done based on 2-4 bits.

Net Beans IDE 8.0.1 is used to simulate the algorithms in the pro-
posed model. The experiments are performed using 300 different
images with different size to prove the efficiency of the proposed
algorithm. The noise identification test is carried by applying CRC
check and parity bit check.
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Fig. 5: A) Original Image. B) Encrypted Image. C) Decrypted Image.

An example encryption and decryption of a picture is given in the
above Fig.5. The original image is stored in rose.jpg file and en-
crypted encryption.txt. The encrypted file is decrypted and image
is stored in decryptedimage.jpg.

6.1. Histogram analysis

The histogram is used to plot the number of pixels at each intensi-
ty level. If the histograms of the original image and decrypted
image are same, then the encryption scheme is efficient. The his-
tograms of an original and decrypted image are shown in the Fig.
6.
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Fig. 6: A) Histogram of Original Image. B) Histogram of Decrypted Im-
age.

The histogram of original and decrypted images is compared using
a standard existing comparison algorithm.

The results obtained from the comparison algorithm shows that

the proposed scheme works efficiently.

7. Conclusion and future work

Cloud computing is a utility computing that can provide conven-
ient access to set of resources such as storage, software services,
and infrastructure services with least management intervention.
However the basic computing, the image encryption schemes are
developed. We surveyed the existing image security models of
cloud computing, and proposed image encryption scheme using
DNA sequence.

To increase the level of data storage security, the modified Morse
code and diagonal zigzag pattern are used. Finding original image
is difficult because guessing the modified Morse pattern by hacker
is nearly unachievable. In future, it is possible to extend the en-
cryption scheme to encrypt the video and audio file.
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