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Abstract

Cloud computing is a revolutionary computing technique, by which computing resources are provided dynamically via In-
ternet is widely popular. Since the most attractive part of cloud computing is computation outsourcing, it is far beyond
enough to just conduct access control. Unfortunately, the data in the cloud is out of user’s control in most cases, privacy
risks would rise dramatically due to the access of unauthorized users. The security of the data is the major concern. Coordi-
nating mobile devices into cloud computing is a rising but encouraging illustration. The coordination happens in a cloud
based multi-layered client information sharing condition. With the coordination of cloud computing with mobile devices
may result in security issues such as information privacy and client rights.

The proposed work makes use of a technology using Advanced Hierarchical Attribute Based Encryption (A-HABE) archi-
tecture, in which the data storage will be in hierarchical structure and the retrieval of data will also be in the form of access
level. Data confidentiality should be guaranteed and the system should be resilient. The secure storage and sharing of data

without the fear of an unauthorized access in the cloud can result in growth in many sectors.
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1. Introduction

With the quick improvement of PC task and cell phone innovation,
cloud computing has turned into the eventual fate of system corre-
spondence. Portable stages will fundamentally depend on cloud
computing in the days to come. Cell phones have restricted ca-
pacity limit and portable cloud computing stores process infor-
mation outside of cell phones. Boundless registering force and
capacity are fundamental telephone needs. Capacity should be
acquired from the cloud. Gadgets, for example, top of the line
guides store maps and courses locally. They require mists to get
continuous data about course arranging and activity refreshes.
Getting to portable information in the cloud is turning into the
present developing interest.

As the mobile cloud computing defines there would be so much
sensitive data from the mobile devices is bursting into the cloud
infrastructures to process and store the data. The sensitive data
belonging to a mobile cloud computing model can contain infor-
mation of different hierarchies. It is important that the users with
lower privilege cannot get access to some information that the
higher privilege user can get to, while the higher authority user
can get access to all the data that is obtainable for users in lower
hierarchical position since different users of the mobile cloud
computing system constitute a hierarchical authority system. At
the same, all the information should be encrypted appropriately
since the data is not supposed to be available for a third party

which doesn’t belong to the system. So, a secure and hierarchical
access control method should be proposed to apply in the mobile
cloud computing system.

2. Related Works

N. Fernando et.al [1] gave an expansive clarification of versatile
distributed computing research. The examination done by them
was about the difficulties that were not yet accomplished and they
coordinated for the future work.

S. Abolfazli, Z. et al [2]The most developed versatile upgrade
show that utilizations asset rich mists to include, improve and
streamline the registering influence of cell phones intended to
perform asset concentrated portable applications is a CMA. The
examination is led to feature the effect of remote assets on the
quality and dependability of the development procedure and to
advance the difficulties and open doors for the better use of cloud
based assets in cell phones.

R. Kumar, et al [3]The paper talks about the security and
difficulties looked by versatile cloud through taking a gander at
display cloud security issues, insufficiency in portable cloud
gadgets and how to deal with these issues in future portable
information insurance.
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I. Stojmenovic [4] the latest encryption crude utilized for get to
control is Attribute Based Encryption (ABE). This framework
tends to a portion of the entrance control issues in circulated
frameworks, for example, versatile specially appointed systems,
in-vehicle systems and cloud computing, and so on. These
applications have an alternate impediment and need us to indicate
how variations of ABE can be tweaked.

G. Wang, et al [5] this article characterizes an answer which
encourages organizations to share classified information
adequately on cloud servers. This is executed by joining
progressive character based encryption (HIBE) framework and a
figure content characteristic based encryption (CP-ABE)
framework and utilizing execution bargain lastly applying apathy
re-encode to the program and intermediary re-encryption.

C. Gentry, et al [6]given a progressive character-based encryption
conspire and a mark plot that can adjust the protection at any level
and if there is a trouble of expecting a bilinear Diffie-Hellman
issue, select arbitrary prophet demonstrate figure content security.

J. Bothencourt, et al [7] actualized a framework for complex
access control for encoded information, which is generally known
as figure content approaches-based encryption. This innovation
can be utilized regardless of whether the server isn't trusted. The
Encrypted information will be kept mystery, also forestalls impact
assaults.

A. Zhou, et al [8] Learned about various distributed computing
framework suppliers about their well-being and isolation concerns.
They found that these worries are insufficient and should include
more parts of security (convenience, privacy, information
uprightness, control and reviewing).

Y. Xie, et al [9] proposed a structure in light of bar/sub, talked
about the advantages and disadvantages, which incorporates the
new cases of security challenges lastly a response to security will
be started.

Ambrust, et al [10] they have a specific go for security and safe
activity and gradually picking up specialist over innovation
utilizing diverse level of qualities. The paper proposes a three-
level structure in view of encryption (A-HABE).

Al-Haj, et al [11] Characterized security mindful asset designation
as a Constraint fulfillment issue (CSP) which is settled utilizing a
Satisfiable Model (SMT) solver. The exploratory investigation
uncovers the effective approach in limiting danger and upgrading
the tractability of cloud virtual machine security design.

B.R Moyers, et al [12] their exploration work was to diminish the
impact of assaults on cell phones, the examination incorporates
looking at the source codes and parallel documents of the versatile
application.

The idea of Identity based Encryption (IBE) was presented by
Shamir [13]. IBE utilizes discretionary strings to delineate the
client's way of life as open key encryption information. The
benefit of IBE is that the sender won't scrutinize the general
population key data to the affirmation expert online to take care of
the issue of execution of the accreditation specialist. One
inconvenience of IBE is that all private keys produces client keys
can be clog in the framework.

Horwitz [14] provided an idea of Hierarchical IBE, which works
like the higher lever user of the system, can create a private key
for the lower level user with his private key. This means that a
private key generator only needs to create a first level user private
key, while lower level user private key can be generated by
ancestors. The improved system lessens the burden of PKG and

increases the system effectiveness by validating the identity and
transferring the key in the local area rather than global scope.

T. Shobana, et al [15] the task objective is to utilize AES 512 bits
to upgrade the wellbeing of the cloud. As the data is put away in
faraway areas, there are numerous sorts of gadgets getting to into
it. In existing AES, 256 bits are utilized for security. In this
examination, they utilize AES 512 bits to upgrade the cloud
wellbeing, encode and decodes information with better security.

Ganesh, AR, etal [16] the current symmetric encryption
guarantees better security, however keeping up the key is
troublesome. Keeping up key is simple when utilizing topsy-turvy
plans, however suppliers lesser security contrasted with symmetric
plans. Proposed an improved variant of the half and half
encryption plot named cross-encryption key that joined Advanced
Encryption Standard (AES) with Elliptic Curve Cryptography
(ECC) for trading the key securely, hub validation and blended
encryption to upgrade figure content well-being.

S. Manishankar [17] Real issue staying for open frameworks and
web is security. Absence of security is one of the constraints in
receiving distributed computing. There are numerous security
issues with respect to distributed computing like information
security and looking at the cloud use by distributed computing
clients. As the utilization of World Wide Web expanded, the
security hazards additionally expanded alongside it. The security
challenges incorporate when there is a mass or sudden customer
demands, security check will be fizzled.

Sandhya.R, S. Manishankar, Bhagyasree.S [18] Learned about
adjusting colossal information for the data administration industry.
Proposed a calculation that tends to the difficulties happened
while cloud stack administration chooses the best cloud segment
for workload administration, including determination and booking
calculation utilizing VISTA plan calculation and achieving the
adjusted outcome with decreased use of preparing measurements.

3. Existing System

The literature survey portrays that the calculations and the security
frameworks that are being utilized by the present frameworks are
not that successful for the individual or a client to add classified
data in the server/cloud. The information that is being added in the
cloud or the server can be accessed to if the clients have a unique
key with them. Yet, there is no security for the information which
can be accessed to by the clients and further shared by them.

4. Proposed System

In proposed framework the user can store his information to the
cloud. The user can get the information from anyplace anytime.
The motivation behind this application is to improve security of
information in cloud computing process.

Cloud suppliers should ensure the consumers that they can access
and utilize their information at wherever and whenever. Custom-
ers' information ought to be kept secured in cloud frameworks.
The information saved in cloud frameworks require a system to
guarantee their information isn't lost or changed by unauthorized
clients. A safe control framework disperses fitting assets to be
used in various events.

The application gives facility to the consumer to offer authoriza-
tion to the users who can get to the information saved in the cloud.
When the consumer receives the user request to access the data,
the permission will be given by generating a key and sending that
key to users’ mail according to the priority of the user only then
the data can be accessed by the authorized users. RSA (Rivest
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Shamir Adleman) algorithm is used for key generation, further
will be explained in the implementation part.
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Fig. 1: Architecture Diagram

The above diagram shows theconsumer login by providing
credentials. The consumer can access the files and upload the data
to the cloud. Data stored by the consumer will be encrypted. The
user will login to the cloud for accessing the data. The consumer
will give permission to the users who have the priority to access
the data. The user request will be send to the consuer’s portal and
the consumer will send the key for the user according to the
priority.

5.1. Algorithm

Step 1: Given a security parameter K that is huge enough, AUC
will generate a system parameter ‘params’ and a root master key
MK.

Step 2: Create Master Key: Using system parameter ‘params’ and
their own master keys, AUC or Sub-AUCs can create master keys
for lower-level Sub-AUCs.

Step 3: Create Secret Key: With its own master key MK and sys-
tem parameter params, Sub-AUC1 creates secret key SKu for each
consumer if it is sure that the public key of the user is PKu, or
there would be no secret key for the user.

Step 4: Create User: Sub-AUC 2 will create user’s identity keys
SKi;u and attribute keys SKi;u;a which is kept as secret. For them
if the Sub- AUC makes sure that the attribute A is in charge of it
and the user u satisfies a, if not there would be no secret identity
keys or secret attribute keys.

Step 5: Encrypt: With R denoting a set of user’s IDs, A represent-
ing the attribute-based access structure, the pubic keys of all the
users that are in R and the public keys of all the attributes that are
in A, the data provider, which is also a data user of the cloud com-
puting in this case, can encrypt the sensitive data D into cipher
text C.

Step 6:RDecrypt: Given the cipher text C, a data user possessing
the precise ID that is in R is able to decrypt the cipher text C into
plaintext D with params and the users secret key SKu.

Step 7: ADecrypt: Given the cipher text C, an attribute set {a}
flag that is possessed by a data user that satisfies A, which means
an attribute key SKi;u:a owned by a consumer can also decode the
cipher text C into plaintext D using the system parameters with the
user’s secret identity key SKi;u, and the attribute key SKi;u;a.

As shown in the above algorithm the encryption and de-
cryption takes place and the algorithm that is used here is the RSA
Algorithm.

Table 1: Abbreviations of the terms

Key Name Meaning
MK Master Key(Authentication)
PKu Public Key(Users)
SKu Secret Key(Users)
SKi:u Secret Identity key(Users)
SKi;u;a Secret Attribute Key(Users)
AUC Authentication Center
Sub-AUC1 Sub Authenticationl
Sub-AUC2 Sub Authentication2

Table 2: Functional tests are based on the following:

Parameters Description
Valid Input Should accept identified classes with valid input
Invalid Input Reject identified classes with invalid input.
Functions The functions which are identified should be worked
out
Output Should work on an application output’s identified
classes.
System/procedures Methods or interfacing frameworks should be con-
jured.

Association and readiness of practical tests are centered on pre-
requisites, key capacities, or uncommon experiments. Also, con-
templation for testing are, deliberate scope relating to distinguish
business process streams, information fields, predefined forms and
progressive procedures. Prior to the fulfillment of functionality
testing, extra tests are recognized and values of current tests are
resolved.
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6. Experimental Results

File Encryption Time
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Fig. 2: File Encrypton Time

File Decryption Time
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Fig. 3: File Decryption Time

The figures fig. 2 and fig. 3 demonstrates the time taken by the
application to encrypt the information. There are numerous clients
utilizing the cloud services with a specific end goal to spare their
information. One of the fundamental parameters is the time taken
to encode and decode the information. Availability of information
is one of the benefits of the proposed application, along these lines,
the application ought to give speedier transferring and getting to of
information. For accomplishing this favorable position it is critical
to figure the time required to encrypt and decrypt the information.
The application will be more proficient on the off chance that it
can give security and speedier transferring and getting to
information. Unwavering quality gave by the cloud servers causes
the clients to store their private information without the dread of
unauthorized access.
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Fig.4: Encrypted File

Fig. 4 shows how the data is encrypted at the application and how
it is kept safe from unauthorized access. When the user clicks on
decrypt button, the user request is sent to the consumer who
uploaded the data, the consumer will send the key into the user’s
email and when the user enters the key he can access into the data.
As mentioned in the previous sections, a user can only decode the
encrypted file with the permission of the consumer who has the
authority to provide permission, hence the data is safe from
unauthorized access.
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Content

Fig. 5 portrays the decrypted document after the consumer allows
the client to access the information. The user will have the
capacity to download the document from the cloud.

7. Conclusion

This paper proposes the way the data has been encrypted in the
cloud and the retrieval of data from the cloud using a multi hierar-
chical method, now the data can be accessed only by the consum-
ers for whom the data Uploader gives permission to access. The
proposed method is appropriate for the mobile cloud computing
technique for the protection and guarding the illegal access. The
suggested system prioritizes the users to access only the legitimate
files. Hence the safety of the system is highlighted as there is no
loss of data, illegal access, more control over the data stockpiled.
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