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Abstract 
 

This paper puts forward reversible concealing plans for figure content pictures encoded by techniques for open key cryptosystems with 

probabilistic and homomorphic properties. Inside the reversible plan despite the fact that a direct contortion is presented, the inserted infor-

mation might be separated, and the special picture might be recuperated from the immediately unscrambled photograph. With the combined 

strategy, a beneficiary may evacuate a bit of inserted data before unscrambling and expel some other piece of installed data and recuperate 

the genuine plaintext picture post-decoding. Here we propose to actualize the RSA and ElGamal consolidated calculation for picture encod-

ing and decoding. 
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1. Introduction 

Encoding and information stowing away are two powerful methods 

for information insurance. While the encoding strategies change 

over plaintext content into indistinguishable figure message, the in-

formation concealing procedures install extra information into 

cover media by presenting slight adjustments. There are various 

plans which perform information covering up and encoding to-

gether. Distinctive techniques are utilized to conceal the infor-

mation. Be that as it may, now and again information stowing away 

in pictures makes harms the first picture and furthermore to the in-

stalled information amid extraction. It is possible in the applications 

like distributed storage and healthcare frameworks. 

Being lossless makes this procedure reasonable for medicinal, mil-

itary applications and distributed storage. In distributed storage, a 

substance proprietor can scramble a picture to protect his/her secu-

rity, and transfer the encoded information onto cloud. Circum-

stances where distributed storage is gotten to by programmer, he 

will most likely be unable to extricate the information from the 

scrambled pictures which gives an additional layer of security to the 

cloud client. Reversible information stowing away in scrambled 

picture, which can recuperate the first picture with no bending from 

the stamped picture after the shrouded information have been sepa-

rated. Present days, reversible information stowing away in en-

coded pictures is being used because of its brilliant property which 

is unique cover can be recuperated with no misfortune after extrac-

tion of the implanted information [1]. Additionally it secures the 

first information. Existing Reversible Data Hiding in Encrypted Im-

ages (RDHEI) can be separated into two classes: without or with a 

pre-preparing before picture encoding. 

Reversible data hiding was used for authentication. At the begin-

ning stage, reversible calculations had a little installing limit and 

poor picture quality. While the encoding strategies change over 

plaintext content into figure message, the information concealing 

methods implant extra information into cover media by presenting 

little changes. In some contortion inadmissible cases, information 

stowing away might be done with lossless or reversible way.  

The proprietor of the picture initially scrambles the picture by 

change, influencing utilization of an encoding to key [2]. The infor-

mation hider, with no learning about the first picture content, 

shrouds information into the encoded picture by histogram altera-

tion strategy.  

The substance proprietor encodes the first picture [3]. The infor-

mation hider partitions the scrambled picture into three sets. The 

beneficiary concentrates message utilizing an extraction key. The 

rough picture with great quality can be acquired by decoding if only 

the beneficiary has the unscrambling key. This paper constrains the 

distortion among three LSB layers and as needs be enhanced the 

embedding rate. 

The work haphazardly chooses pixels from a unique picture to ac-

quire the estimation mistake for mystery information installing [4]. 

This strategy is first to evaluate a piece of the pixels in a unique 

picture utilizing the rest pixels and get the estimation mistakes. The 

information hider then implants the mystery information into the 

encoded estimation mistakes and scrambles the picture utilizing the 

sharing key. At the beneficiary side, the mystery information and 

unique picture can be removed and recouped independently by uti-

lizing diverse security keys. 

The creator proposed and assessed another distinct RDHEI struc-

ture [5]. A Block Histogram Shifting (BHS) approach utilizing self-

shrouded crest pixels is received to perform reversible information 

inserting. The outcomes exhibit that higher information inserting 

limit, better decoded checked picture quality, mistake-free infor-

mation extraction, and precise picture remaking. 

Information covering up in the encoded picture is one the protected 

method for transmission of information safely yet because of spe-

cialized angles after extraction there might be enormous misfortune 

in quality and in addition unique substance of picture [6]. The re-

versible information concealing methodology expressed as the fun-

damental undertaking of or work of reversible information conceal-

ing calculation is to recuperate unique substance of the scrambled 
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picture [7]. This strategy having a limit of insert high limit infor-

mation into the picture yet PSNR (Peak Signal to Noise Ratio) must 

be more noteworthy than 48dB. 

The creator proposes the information embedding or information in-

stalling procedure in light of LSB strategy [8]. They attempted to 

recuperate unique substance picture without misfortune, however, 

this procedure implies that we can state that blend of host flag and 

the LSB method. To get improved histograms change for reversible 

information concealing the paper proposes Prediction– Error Ex-

pansion (PEE) based reversible information concealing system [9].  

The creator utilizes Recursive Code Construction (RCC) and the 

Rate Distortion Bound (RDB) of reversible information covering 

up for estimation of RDB and for the excitation of RCC, one should 

first gauge the Optimal Transition Probability Matrix (OTPM) [10]. 

Here they propose bound together system bating OTPM for all kind 

of uses. 

In various reversible data covering procedures, an additional place 

can basically be made open to suit riddle data as long as the picked 

thing is compressible, yet the points of confinement are not high 

[11]. Moreover, the payload of this methodology is low since each 

square can simply convey one piece. 

In this paper [12], neighborhood standard deviation of the marked 

scrambled pictures is examined to evacuate the implanted infor-

mation amid the unscrambling step. The following proposed [13], 

receives a superior plan to quantify the piece smoothness. At that 

point, it utilizes the side-coordinate plan to diminish the mistake 

rate of extricated bits. 

This work proposes Reversible Image Data Hiding (RIDH) plot 

[14] in the scramble area. An open key tweak system is performed 

to accomplish information installing, in which access to mystery 

encoding key isn't required. In [15] the data introducing is done us-

ing pixel differentiates; this is an immediate aftereffect of the prob-

ability of high redundancies among the neighboring pixel regards 

in like manner pictures. 

The paper [16] proposed the substance proprietor encodes the es-

sential uncompressed picture utilizing an encoding key to make a 

blended picture. While utilizing both of the encoding and infor-

mation disguising keys, the presented extra information can be suf-

ficiently cleared and the central picture can be faultlessly recuper-

ated by mishandling the spatial relationship in the typical picture. 

2. Methodology 

In this area, a consolidated plan of lossless and a reversible infor-

mation stowing away for open key-encoded pictures is proposed. In 

the joined plan, the picture supplier performs histogram psycholo-

gist and picture encoding. While having the scrambled picture, the 

information hider may insert the initial segment of extra infor-

mation. While having the encoded picture, the information hider 

may implant the initial segment of extra information. On the bene-

ficiary side, the gatherer first focuses the second bit of additional 

data from the LSB-planes of mixed space. By then, in the wake of 

deciphering with his private key, he expels the underlying portion 

of additional data and recovers the principal plaintext picture from 

the particularly unscrambled picture. The sketch of the proposed 

scheme appears in Fig. 1.  

 

 
Fig. 1: Reversible Data Hiding Scheme. 

 

However, in [1] for the encoding purpose, Paillier cryptosystem is 

used. Since RSA consumes less time for encoding and ElGamal 

takes less time for decoding when compared to Paillier Cryptosys-

tem, replacing this cryptosystem by the combination of ElGamal 

and RSA algorithm which may result in the reduction in the time 

required for encoding and decoding process. 

RSA is a prominent method out in the public key cryptography. Its 

security lies in the trouble of figuring huge numbers into prime var-

iables. 

The procedure to generate a key pair for encoding is as follows: 

1) Select two random prime number, p and q. 

2) Computer = p × q. It should be p ≠ q, because if p = q, 

then r = p2, and p can be obtained from the square root of r. 

 

Compute ∅(r) = (p − 1)(q − 1)                                                 (1) 

 

3) The select public key PK , which is relatively prime with 

∅(r). 

4) Generate a private keySK.  

 

SK. PK = 1(mod(∅(r)                                                                 (2) 

 

The encoding procedure is as follows: 

5) The plaintext is separated into squares x1, x2, … with the end 

goal that every one of the squares speaks to an incentive in 

the range from0 to r − 1. 

6) Each block xi is encrypted into the block yi. 
 

yi = xi
PKmod r                                                                            (3) 

 

The decoding procedure is as follows: 

Each of the ciphertext blocks is decrypted into the block xi. 

 

xi = yiSKmod r                                                                             (4) 

 

Same as RSA computation, ElGamal is likewise an open key cryp-

tography figuring. This tally was at first utilized for the front-line 

check, yet afterward, it was adjusted so that it could be utilized for 

encoding and translating. The idea of this include lies an awful po-

sition of figuring discrete logarithm. To scramble and unravel a data 

embedded, a discrete power is executed. An aggressor that would 

like to decipher a got message may attempt to recoup the private 

key. A logarithm should be readied at this side. For this, no true 

blue framework exists. Under these conditions, the encoding is se-

cure. 

The procedures for the generation of a key pair for encoding is as 

follows: 

1) Select a random prime number, p 

2) Select two random number g and x, where(g < p)and (x <
p) 

 

Compute y = gx mod p                                                                (5) 

 

3) x is the private key and y is the public key. The g and p val-

ues are public. 

The encoding procedure is as follows: 

1) Plaintext is isolated into squares m1, m2, … with the end goal 

that every one of the pieces speaks to an incentive in the range 

from 0 to p − 1. 

2) Select a random number, k where 0 ≤ k ≤ p − 1, such that 

k is relatively prime with p − 1. 

3) Each square of the plaintext m is encoded  

 

a = gkmod p and b = yk mod p                                                 (6) 

 

Pair a, b is figure content for message piece m, so the measure of 

figure content is double the span of its plaintext. 

Decoding of a and b is done by using a secret key x, and plaintext 

m is recovered by this equation: 

 

m = (b axm)mod p⁄                                                                     (7) 

 

Based on the above analysis we can combine both the algorithm by 

generating the public and private keys via ElGamal algorithm 
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which is given as input to the RSA algorithm for encoding and de-

coding process. This combined algorithm will reduce the complex-

ity of computation when compared to Paillier cryptosystem. 

The procedures for the generation of a key pair for encoding is as 

follows: 

1) Select a random prime number, 𝑝 

2) Select two random number, 𝑔 and 𝑥, where  
(𝑔 < 𝑝)𝑎𝑛𝑑 (𝑥 < 𝑝) 

 

3) Compute 𝑦 = 𝑔𝑥 𝑚𝑜𝑑 𝑝                                                    (8) 

 

4) 𝑦 is the prime number and its value is public.  

The encoding procedure is as follows: 

1) Plaintext is organized into the piece 𝑚1, 𝑚2, … to such an ex-

tent that each piece speaks to an incentive in the range from 

0 𝑡𝑜 𝑟 − 1. 

2) Each block 𝑚𝑖 is encrypted to block 𝑐𝑖.  

 

𝑐𝑖 = 𝑚𝑖
𝑥𝑚𝑜𝑑 𝑟                                                                            (9) 

 

The decoding procedure is as follows: 

Each cipher text block 𝑐𝑖 is decrypted into block 𝑚𝑖 

 

𝑚𝑖 = 𝑐𝑖
𝑦𝑚𝑜𝑑 𝑟                                                                          (10) 

 

Information installing was finished by Wet Paper Coding (WPC) 

With the encoded picture, the information hider partitions the cipher 

text pixels into two sets: Set A including 𝑐(𝑖, 𝑗) with odd estima-

tions of (𝑖 + 𝑗) and Set B including 𝑐(𝑖, 𝑗) with even estimations of 
(𝑖 + 𝑗). Without loss of sweeping statement, we assume the pixel 

number Set A is 
𝑁

2
. At that point, the information hider utilizes blun-

der redress codes grow the extra information as a bit succession 

with length 
𝑁

2
 and maps the 

𝑁

2
 bits in the coded bit grouping to the 

cipher text pixels in Set A out of a balanced way. The scrambled 

picture containing installed information was sent to the beneficiary 

where he will decode the picture initially took after by extraction of 

the information. 

3. Experimental results and discussion 

Grayscale images sized 512×512 Airplane and Baboon were used 

as original plaintext cover in the experiment and was implemented 

in MATLAB environment. Both the images used are in PGM for-

mat. The PGM format is a lowest common denominator grayscale 

file format. At the sender side, first the plaintext was embedded in 

the cover image and then the embedded image was encrypted by 

the proposed algorithm. The encrypted image after the message was 

embedded had a PSNR value of 4.20 dB. The encrypted image was 

then sent to the receiver. At the receiver side, the received image 

was then decoded. The embedded message was extracted from the 

decoded image. The decoded image after message extraction was 

having a PSNR value of 43.28 dB. Fig. 2 and Fig. 4. shows the ac-

tual, encoded and decoded images of airplane and baboon respec-

tively. Fig. 3. and Fig. 5. shows the histogram of the actual, encoded 

and decoded images of airplane and baboob respectively. The time 

required for encoding process was 0.310768 seconds and for decod-

ing was 8.589123 seconds.  

Following table shows the results for proposed plot for airplane and 

baboon images respectively. 

 
Table 1: Results for Airplane and Baboon Image 

Parameter Airplane Baboon 

Encoding time 0.31 seconds 0.24 seconds 

Decoding time 8.58 seconds 7.11 seconds 

Encrypted image PSNR 4.20 dB 5.55 dB 
Decrypted image PSNR 43.28 dB 41.24 dB 

 

 

 

 

(A) 

 
 

(B) 

 
 

(C) 

 
Fig. 2: A) Actual Image B) Encoded Image C) Decoded Image. 

 
(A) 

 
 

(B) 
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(C) 

 
Fig. 3: Histogram of A) Actual Image B) Encoded Image C) Decoded Image. 

 
(A) 

 
 

(B) 

 
 

(C) 

 
Fig. 4: A) Actual Image B) Encoded Image C) Decoded Image. 

 
(A) 

 
 

(B) 

 
 

(C) 

 
Fig. 5: A) Actual Image B) Encoded Image C) Decoded Image. 

 

Following table shows the comparison of results for encoding 

schemes proposed in paper [1] and in the current paper.  

 
Table 2: Comparative Analysis for Airplane Image 

Parameter 
An original method in 

[1] 

Proposed 

method 

Encoding time 8.79 seconds 0.31 seconds 

Decoding time 12.65 seconds 8.58 seconds 

Encrypted image 

PSNR 
8.51 dB 4.20 dB 

Decrypted image 

PSNR 
36.3 dB 43.28 dB 

 

Peak Signal-to-Noise Ratio (PSNR): It characterizes as the propor-

tion of the most extreme conceivable energy of a flag and the energy 

of debasing commotion that influences the constancy of its por-

trayal. PSNR is most effortlessly characterized by means of the 

Mean Squared Error (MSE). 

 

𝑀𝑆𝐸 =
1

𝑚𝑛
∑ ∑ [𝐼(𝑖, 𝑗) − 𝐾(𝑖, 𝑗)]2𝑛−1

𝑗=0
𝑚−1
𝑖=0                                  (11) 

 

𝑃𝑆𝑁𝑅 = 20. 𝑙𝑜𝑔10(𝑀𝐴𝑋𝐼) − 10. 𝑙𝑜𝑔10(𝑀𝑆𝐸)                         (12) 

 

Here, 𝑀𝐴𝑋𝐼  is the greatest conceivable pixel estimation of the 

picture. At the point when the pixels are spoken to utilizing 8 bits 

for each example, this is 255. 

It is observed from Table 2 that the values obtained vary from the 

values in the other paper and it is noticed that the time taken for the 

encoding in the proposed plot is less than the plot [1] and time taken 

for decoding in the proposed scheme is less than plot [1]. However, 

the total time required for the entire process of the proposed scheme 

is less than plot [1]. Also, better PSNR value for encrypted and de-

crypted image is achieved in the proposed plot. In Fig. 3. and Fig. 5., 

it can be observed in the histogram of the decoded image that there 

is some loss of pixel information. It is run on MATLAB 2017 with 

a computer having Intel Core i5 CPU, 4GB RAM, 64-bit processor 

and operating system used is Microsoft Windows 8. 

4. Conclusion and future work 

This paper proposes another reversible information concealing plan 

for ciphertext pictures with a blend of RSA and ElGamal calcula-

tion. Security of RSA lies in the trouble of considering expansive 

numbers into prime components. The proposed calculation, which 

is a blend of RSA and ElGamal calculation have twofold security. 

The proposed technique stresses on lessening of time required for 

encoding and decoding process than on information inserting rate. 

The proposed strategy has better figuring time when contrasted with 

different plans. In light of the work that has been done, blend of 

RSA and ElGamal for encoding has diminished processing time re-

quired. Nevertheless, the unscrambling time has not been discretely 

accomplished. It can be accomplished by doing some investigation 

in the decoding procedure. 
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