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Abstract

For a decade since year of 2000 until 2010, Theory of Planned Behavior [TPB] and its main construct of Attitude, Normative belief
and Self-efficacy have been considered as a significant theory and factors in the area ISP compliance behaviour study. However,
there are still some questions exist particularly on to what extent this theory is significant in recent studies compared to other compet-
ing theories. This paper presents a comparison on main constructs of top three behavioral theories in predicting and explaining the
recent ISP compliance studies. The studies on ISP compliance published from 2010 until 2016 will be used to analyse the signifi-
cance of this TPB compared to General Deterrence Theory [GDT] and Protection Motivation Theory [PMT]. Criteria of comparisons
are based on the significance of main constructs towards dependent variable and the comprehensiveness of a theory’s main constructs
usage in a research model from the selected studies. The results have confirmed that TPB is still relevant as the most significant in
the area of ISP compliance study and its main constructs are the strongest predictors of dependent variables in most of ISP compli-
ance models compare to GDT and PMT. This paper provides a clear status on the significance of TPB and its main constructs of
Attitude, Normative belief and Self-efficacy in predicting and explaining ISP compliance behavior in recent studies. It could be used

by academicians as references for statistical evidences on the comparison of the top behavioral theories.

Keywords: Behavioral Theory; Theory of Planned Behavior; Information Security Policy Compliance; Security Behavior

1. Introduction

In ISP compliance and incompliance literature, there are many
behavioral theories have been adopted and adapted to explain and
predict this issue. It is because this area of study is surrounding the
behavior of human in dealing with information assets that docu-
mented in company ISP. At the same time, adopting behavioral
theories in research models will provide more relevant findings as
well as more powerful explanations and understanding [Ifinedo,
2012; Mishra and Dhillon, 2005] on particular behaviors in ISP
compliance context. Among many theories, Theory of Planned
Behavior [TPB], General Deterrence Theory, Protection Motiva-
tion Theory [PMT] are the most and common used in this area and
it was widely acknowledged in reviews by Lebek, Uffen,
Neumann, Hohler, & H. Breitner [2014] and Sommestad, Hallberg,
Lundholm, & Bengtsson [2014].

Interestingly, among these three theories, TPB was found to be the
most significant one. According to Lebek et al. [2014], this theory
with its main construct, which are Attitude [ATT], Normative
Belief [NB] and Self-Efficacy [SE] are the most significant behav-
ioral factor in predicting and explaining information security be-

havior. Other reviews also have acknowledged the strength and
significance of this theory and its main constructs in this area such
by Sommestad & Hallberg [2013] and Sommestad, Hallberg, et al.
[2014]. However, there are two questions are still exist in confirm-
ing this fact. The first one is, to what extent TPB was significant
in recent studies compare to other competing theories because
there are many more recent studies have been conducted and pub-
lished in this area and all these studies are not included in the pre-
vious review by Lebek et al. [2014]. There is no detail compari-
son in terms of main constructs of each competing theories with
main construct of TPB towards predicting and explaining ISP
compliance behavior. Another question is, to what extent all these
main constructs for each theory are applicable in a research model
in order to confirm the comprehensiveness of each theory’s main
constructs in predicting and explaining ISP compliance behavior.
This paper is addressing these two questions by comparing three
top behaviour theories in terms of their main constructs to analyse
their significance in ISP compliance studies. The next section will
discuss the method used in this review followed by the section of
results and discussion that will show and discuss all the finding in
answering the two questions. This paper conclude the review by
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giving the summary of comparison among these three theories in
terms of certain criteria that will justify the strength and ability of
main constructs of each theories in predicting and explaining re-
cent ISP compliance behaviour of employees in organizational
settings.

2. Methodology

This review involved the searching and analyzing of theories of
TPB, GDT and PMT used in the recent ISP compliance studies.
Relevant literature were identified through a carefully structured
literature search as the quality of a literature review strongly de-
pends on the search process [4].

The online databases of ScienceDirect, IEEEXplore, SpringerLink,
ACM, Wiley, Researchgate, InformsOnline, Emerald, and AlSeL
are used to find the latest studies on ISP compliance and violation
in current literature. The search criterion were based on keywords
or combinations of specific terms such as “Information Security
Policy Compliance”, “Information Security Policy Violation”,
“Information Security Compliance Behavior”, “Information Secu-
rity Compliance Behavior”, “Information Security Violation Be-
havior”, “Security Compliance Behavior”, “Employee ISP Com-
pliance” and “Security Violation Behavior”. Another inclusion
criteria included are:

The studies must directly investigate employees’ compliance or
violation behavior towards ISP in the organization

The studies must use TPB, GDT and/or PMT in the research mod-
el.

The studies must have empirical results and findings of the rela-
tionship between constructs and dependent variable under re-
viewed

The studies must be published in the period of 2010 until 2016
The studies must be written in English

The selected articles are thoroughly read and analyzed to identify
the criteria of comparison used in this review, which are:

The significant relationship of a theory’s main constructs towards
dependent variable, and

The comprehensiveness of a theory’s main constructs usage in a
research model

3. Result and Discussion

The searching process based on particular criteria as well as care-
ful reading and analysis has found 38 articles that specifically use
TPB, GDT and PMT in the studies. In general, it was found that
TPB is the most popular behavioral theory used in recent ISP
compliance studies. From 38 studies, 15 studies have used TPB,
13 used GDT and 10 studies have used PMT.

Table 1, 2 and 3 shows the statistical significance of each theory’s
common main construct towards Dependent Variable [DV] used
in a research model in ISP compliance/incompliance behavior
study. The DV used for this review are Intention to Comply [INT],
Actual Compliance [ACT] and Attitude towards Compliance
[ATT]. These three constructs are the most common DVs used in
ISP compliance literature [1,2]. Interestingly, these three variables
are also among the variables contained in TPB [5].

Tables 1 clearly show that the main constructs of TPB, which are
ATT, NB and SE have the most number of significant relationship
towards DV compared to main constructs of GDT and PMT as
shown in Table 2 and Table 3 respectively. Specifically, according
to Table 1, construct of ATT was 100% significant in all 15 stud-
ies. This construct is the most dominant factor and some studies
such as in Bulgurcu, Cavusoglu, & Benbasat [2011] and Kajtazi &
Bulgurcu [2013] have utilized this factor as DV in their studies.
Another two constructs of NB and SE also are the strong predic-
tors of ISP compliance behavior. All studies have indicated a sig-
nificant relationship of these two constructs towards DV and only
one study which is by Kim et al. [2014] and Borena and Bélanger
[2013] has respectively found that SE and NB was not significant.
However, as for NB, although this construct was found as not

significant towards INT in Borena & Bélanger [2013], it was actu-
ally has significant relationship towards ATT in the study. Since
ATT is also one of the common DV in ISP compliance studies,
therefore construct of NB is actually has significant relationship
towards another DV in this study. All these scenario have con-
firmed that almost all studies that used the main constructs of TPB
have found significant relationship towards DV and this is con-
sistent with the prior review by Lebek et al. [2014], which found
that all these three factors are significant and strong predictors
towards DVs used ISP compliance behavior studies.

At the same time, Table 1 also depicted that most of the time, the
studies that adopted this theory have always using all the main
constructs in the research model of a study. This somehow sug-
gested the ability and the comprehensiveness of this theory’s main
constructs in predicting and explaining the phenomena of ISP
compliance behaviour. Although there are few studies have not
used all the main constructs, it is not an issue. Specifically, in the
studies of Bulgurcu et al. [2011] and Kajtazi & Bulgurcu [2013],
the authors used this theory just to utilized the construct of ATT
and INT to be as DV in their study rather than to examine the
significance and comprehensiveness of the all main constructs in
explaining ISP compliance behaviour. Thus, it is confirmed that
each of these TPB constructs is significant and has its own role
and strength in predicting and explaining ISP compliance behavior.
In comparison with two other popular theories which are GDT and
PMT, findings showed that the main constructs of these two theo-
ries were not as convincing as TPB in predicting and explaining
ISP compliance/incompliance behavior as indicated in Table 2 and
Table 3. As for GDT, the table clearly shows that its main con-
structs which are Perceived Certainty of Sanctions [PCS], Per-
ceived Severity of Sanctions [PSS] and Informal Sanctions [IS]
are not as strong as TPB’s main constructs in terms of number of
significant relationship towards DV. Most of GDT’s main con-
structs could not provide a conclusive relationship towards DV
and the findings are not consistent from one study to another. Ac-
cording to Table 2, unlike TPB, there is no 100% significant re-
sults of any of these main constructs toward DV and most of the
time they produced mixed findings among these studies. For ex-
ample, PCS have found significant in Li, Zhang, et al. [2010] and
M. Siponen et al. [2010] but not significant in the studies of
Cheng et al. [2013], Hu et al. [2011] and Son [2011]. As for PSS,
this construct was found significant in Sal Aurigemma & Mattson
[2014], Chen, Ramamurthy, & Wen [2013] and Cheng et al.
[2013] but not in Hu et al. [2011], Li, Sarathy, & Zhang [2010a]
and Son [2011]. The same scenario also happened to construct of
IS, which was found significant in Guo and Yuan [2012] and M.
Siponen et al. [2010] but not in Li, Zhang, et al. [2010] and M.
Siponen and Vance [2010].

As for main constructs of PMT, although Table shown stronger
results compared to GDT in terms of significant relationship, it
still has some issues especially in terms of the usage and applica-
bility of its main constructs in a research model. Table 2 shows
many cases of NA [not applicable] of a construct of this theory in
a research model. This means that most of the studies that used
and utilized PMT have not applied all the main constructs in the
study. Only studies of Ifinedo [2012] and Vance, Siponen, &
Pahnila [2012] have used all the PMT main constructs in as a sin-
gle factor [without combination] towards a DV in their models.
Some studies have combined certain constructs and this somehow
suggested that a single construct of these main constructs is not
strong enough in providing a significant relationship towards a
DV in a study. It is consistent with study by Sommestad, Karlzén,
et al. [2014] that proved the addition of PMT constructs into TPB
framework did not provide much different in explaining ISP com-
pliance behavior.

The same scenario also happened to GDT. Most of the studies that
adopted GDT have not used the entire main constructs in a re-
search model. Like PMT, some studies have combined particular
constructs in relationship with DV in a study. Unlike TPB, GDT
constructs were not consistently used in most of the ISP compli-
ance behaviour models. At some extent, there is no consistency in
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terms of usage of GDT’s main constructs from one study to anoth-  [16] and interestingly some studies did not used these two con-
er. For example, according to Table 2, most of the studies used  structs [18] at all even though these two constructs are the most
constructs of PCS and PSS as Independent Variables [IVV] but  common constructs for this theory. Nonetheless, all these argu-
other studies have combined these two constructs to represent IV ments have led to a conclusion that the main constructs of PMT
of Formal Sanctions in their research models such as in Guo, Yuan, and GDT are not convincing enough as TPB in explaining ISP
Archer, & Connelly [2011], Siponen & Vance [2010] and Vance  compliance/incompliance behavior of employees in the organiza-
[2012]. Moreover, some studies used one of these two constructs  tion.

Table 1: Statistical Significance of TPB’s Main Constructs in Recent ISP Compliance Behavior Studies

No. Authors Significance of results of TPB’s constructs towards dependent variable in a Research Model
Attitude [B] Self-Efficacy [B] Normative Belief [B]
1. Hu et al. [2012b] 0.197*** 0.360*** 0.366***
2. Kim et al. [2014] 0.303*** 0.07 NS 0.25***
3. Bulgurcu et al. [2010a] 0.25* 0.22* 0.29*
4. Kranz and Haeussinger [2014] 0.242** 0.84** 0.216**
5% Al-Omari et al., [2013] 0.12* 0.25* 0.14*
6. Sommestad, Karlzén, et al. | 0.35** 0.21** 0.22**
[2014]
7. Ifinedo [2014a] 0.63*** 0.18* 0.15*
8. Ifinedo [2012] 0.48*** 0.17** 0.19**
9. Cox [2012] 0.12* 0.15* 0.73*
10. Bulgurcu et al. [2011] As dependent Variable NA NA
11. Sal Aurigemma and Mattson | 0.584** NA NA
[2014]
12. Borena and Bélanger [2013] 0.447*** 0.316*** o 0.352***[ATT]
e NSJINT]
13. Al-Omari et al. [2012] 0.206* 0.119* 0.233*
14. M Kajtazi and Bulgurcu [2013] | As dependent variable NA NA
15. Salvatore ~ Aurigemma & | NA 0.390** NA
Mattson [2015]

*p<0.05, ** p<0.01, *** p<0. 001
NS — Not Significant
NA — Not used in the study

Table 0: Statistical Significance of GDT’s Main Constructs in Recent ISP Compliance Behavior Studies

No. Study Significance of results of GDT’s constructs towards dependent variable in a Research Model
Perceived  Certainty  of | Perceived Severity of Sanctions [§] Informal Sanctions []
Sanctions [B]

1. Q. Huetal. [2011] -0.082 NS -0.087 NS NA

2. Son, Jai-Yeol [2011] 0.05 NS 0.06 NS NA

3. [Li, Zhang, et al. [2010] 0.24** -0.12 NS - 0.09 NS

4. Cheng et al. [2013] 0.27 NS -0.311*** NA

5. Hovav and D’Arcy, [2012] e -0.20** for Korean | o  -0.14** for US Sample NA

Sample . -0.04 NS for Korean Sample

° -0.06 NS for US Sample

6. M. Siponen et al. [2010] 0.09***
[combined]

7. M. Siponen and A. Vance | 0.4 NS -0.07 NS

[2010] [combined]
8. Guo and Yuan [2012] NA NA -0.41%**
9. Sal Aurigemma and Mattson | NS 0.282* NA
[2014]

10. Y. Chen et al. [2013] NA 0.29** NA

11. Vance [2012] -0.02 NS -0.10*
[combined]

12. Guo et al. [2011] -0.053 NS 0.225%**
[combined]

13. Li, Sarathy, et al. [2010] 0.13* | 0.06 NS NA

*p<0.05, ** p<0.01, *** p<0. 001

NS — Not Significant

NA — Not used in the study

[combined] — the result is a combination of effect of particular main contructs towards dependent variable

Table 3: Statistical Significance of PMT’s Main Constructs in Recent ISP Compliance Behavior Studies

No. Study Significance of results of PMT’s constructs towards dependent variable in a Research Model
Perceived Perceived Severity | Respond Self-Efficacy [B] Respond Cost [f]
Vulnerability [B] [B] Efficacy [B]
1. M. Siponen et al. 2014 0.062* 0.069* 0.13 NS 0.87** NA
2. Ifinedo [2012] 0.20** -0.20* 0.27** 0.17** -0.12 NS
3. T. Sommestad et al. | 0.04 significant* 0.01 NS
[2014] [combined]
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4. A. Vance et al. [2012] 0.10 NS 0.27*** -0.21*** 0.34*** -0.18*
5. Johnston and Warkentin | NA NA 0.213* 0.187* NA
[2010a]

6. Cox [2012] 0.9* 0.39 NS NA NA NA

7. Siponen et al. [2010] @A2==s -0.02 NS 0.177%** NA
[combined]

8. Kim et al., [2014] NA NA 0.266*** NA NA

9. Lee, Lee, & Kim [2016] 0.48*** NA NA NA NA

10. Hovav & Putri [2016] 0.168* 0.330*** 0.091 NS NA
[combined]

*p<0.05, ** p<0.01, *** p<0. 001

NS — Not Significant

NA — Not used in the study

[combined] — the result is a combination of effect of particular main contructs

Table 4: Summary of Comparison Amon

TPB, GDT and PMT

Theory Main No. of No. of studies that have Percentage of number of No. of studies that used
Constructs occurrences in significant relationship significant relationship of main all the main constructs
recent studies towards DV constructs towards a DV without combination
ATT 12 12 100%
TPB SE 12 11 91.7% 12
NB 12 11 91.7%
PCS 12 4 33.3%
GDT PSS 13 4 30.8% 1
IS 5 3 60%
PV 8 7 87.5%
PS 7 6 85.7%
PMT RV 8 5 62.5% 2
SE 7 5 71.4%
RC 3 1 33.3%

Table 4 shows a summary of comparison among these leading
theories in recent studies. The comparison criteria were selected to
focus on the research questions of this review. The table clearly
shows that the main constructs of TPB consistently have the most
number of significant relationships towards a DV in a research
model. Although two constructs of PV and PS from PMT also
have many number of significant relationship towards DV in par-
ticular research models, however these two constructs are not
strong enough to be as a single construct compared to the main
constructs of TPB. As discussed before, there are some studies
have combined these two constructs together to represent a con-
struct of Threat Appraisal. On the other hand, main constructs of
TPB are representing distinctive elements of concept and each of
them is significant in predicting and explaining ISP compliance
behaviour. Furthermore, as shown in Table 4, TPB has the most
number of studies that used all of its main constructs, which is 12
compared to PMT and GDT that recorded only 2 and 1 respective-
ly. All'in all, it is clearly shows that all the comparison criteria are
suggesting that TPB is the most dominant theory and has the most
significant main constructs in predicting and explaining employ-
ees’ ISP compliance behavior. These facts are consistent with
review of previous ISP compliance studies.

4. Conclusion and limitation

This paper provides a clear status on the significance of TPB and
its main constructs of Attitude, Normative belief and Self-efficacy
in predicting and explaining ISP compliance behavior in recent
studies. The review found that its main constructs are the strongest
predictors compared to main constructs of DGT and PMT. Fur-
thermore, the main constructs of TPB are always consistent in
terms of the usage of all its constructs in the research models
compared to main constructs of DGT and PMT. These two criteria
have provided more convincing findings in terms of comparison
among top behavioral theories in this area of study. This review
provides a new perspective of comparison based on comprehen-
siveness of usage of main constructs in a study as additional sig-
nificant comparison criteria to be highlighted. he findings could be
used by academicians as references for statistical evidences on the
comparison of the top behavioral theories. Nevertheless, since this
review is done using simple comparison in terms of significant

relationship and the comprehensiveness of main construct usage in
a study, more thorough statistical analysis such as meta-analysis
could be done to get deeper and wider findings on the strength and
weaknesses of main constructs of these three behavioural theories
in predicting and explaining ISP compliance behaviour.
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