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Abstract 
 

This paper presents a comprehensive review of advanced control and communication technologies of smart grid (SG). Various func-

tions/features of SG include real-time pricing, voltage/VAr control, frequency control, power quality, demand response management, distri-

bution system restoration, and reconfiguration, distributed generation dispatch and storage. There is a strong requirement to control these 

functions, as well as to communicate within themselves. Suppose, if two-way communication is not possible then it cannot be considered 

as a function of SG. When trying to track or monitor a function, one must be able to control, command, and communicate with it. In order 

to control observation ability and measure of some type of numerical quantity that is obtained from a real time measuring device being 

moni-tored is necessary. Some of these measurable quantities are: overvoltage limits, security measures and contingency analysis. This 

paper addresses various challenges of control and communication techniques of SG. 
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1. Introduction 

Renewable power generation is an important part of conventional 

as well as smart grid (SG), and it is getting more attention every day 

as it is economical option, pollution free and easily available in in-

finite amount. The SG is the next generation electrical grid, which 

will enable the smart integration of conventional, renewable and 

distributed power generation, energy storage, transmission and dis-

tribution, and demand-side management. Especially, with the ad-

vent of efficient storage options, reliability of these sources has im-

proved. Therefore, nowadays, the renewable energy is playing a key 

role in generation. The renewable energy sources (RESs) can be 

used efficiently as distributed generation sources, which is highly 

motivated in SG environment. In remote and rural areas, where en-

ergy is crucial to human development, it can provide an economical 

platform [1]. Global warming problems and higher prices of oil and 

their limited availability has motivated research for wide variety of 

RESs that include the wind power, solar PV power, tidal wave en-

ergy, geothermal energy, biomass power and hydro generation. 

With the increase in population, the demand for energy production 

led to raise in fossil fuel based energy generation . But carbon emis-

sions from such generation threatened the ecological balance 

though global warming. This forced the countries to adopted tech-

nologies that are renewable and less or zero carbon emission strat-

egies to provide reliable electricity to all. By using the smart grid, 

it is easier to access electricity to the industrialization, and it im-

proves the quality of human life and other social and economic in-

dicators [2-3]. 

For control action (i.e., overvoltage), one should consider the volt-

age, current flowing through the components and the power factor 

quantities. For security measures, one should consider the speed of 

information that is being sent, number of components in system, 

voltage, current and power factor quantities. Whereas, in contin-

gency analysis, one should consider the voltage, current, power fac-

tor, frequency, topology information and the energy consumption. 

For the control of smart grid (SG), we need advanced optimization 

methods which include real time optimality and dynamic proce-

dures involving: stochastic programming, adaptive dynamic pro-

gramming, and heuristic programming. The quantification of real 

time quantities follows with communications and state estimation 

[4]. Reference [5] discusses the rise of SG concept from the com-

puting and communications perspective, explores the challenges re-

lated to the energy management and the communication control. 

The challenges related to the security of SG and the possible solu-

tions are discussed in [6]. A review of integral components of SG 

and its communication infrastructures enabling the six SG applica-

tions is presented in Reference [7]. Reference [8] reviews the issues 

at stake and the research challenges that characterize the SGs from 

a security and privacy point of view are discussed and presented in 

[8]. The cyber security evaluation of active distribution grids char-

acterized by a high level penetration of RESs is presented in [9]. 

Reference [10] provides an integrated and holistic understanding of 

technology-stakeholder-policy interactions of SG technologies, and 

also presents the state-of-the-art policy experiences and research 

developments. Reference [11] presents the smart metering and 

monitoring approach to reduce energy consumption as well as the 

cost. An overview of data management for SGs and the added value 

of Big Data technologies is presented in [12]. Reference [13] pre-

sents the effects of the development of SG and nanotechnology 

technologies on reducing the carbon emissions. For the increased 

use of communications and information technology, sufficient ac-

cess to communications facilities is very important for the SG, and 

it has been presented in Reference [14]. Reference [15] presents the 

communication security aspects of SG metering and control system 
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from the point of view of cryptographic techniques to enhance 

cyber security of the emerging SG.  

From the above literature survey, it can be observed that a well 

functional control and communication of a typical two-way com-

munication of the SG is necessary for better demand response, load 

control, etc. Load control or load adjustments made by the utility 

via two way communication of the SG must be non-disruptive in 

the sense that consumers are unaware of the control actions. In 

achieving this feature of the SG, a need therefore arises for an ap-

propriate control and communication in the grid that could provide 

an important grid reliability enhancement, and enhancing the fun-

damental understanding of stability characteristics of power sys-

tem. 

The remainder of this paper is organized as follows: Section 2 de-

scribes various communication technologies of SG. The control 

technologies of SG are presented in Section 3. Section 4 presents 

the application of control and communication technologies to the 

SG in real time. Finally, the conclusions are summarized in Section 

5.  

2. Communication technologies in smart grid 

For the real time measurement, it is necessary that various quanti-

ties of SG must be applied for the efficient and effective operation. 

There a several devices that needs to be considered in terms of real 

time measurement, which includes remote terminal units (RTUs) 

and phasor measurement units (PMUs) [16]. 

2.1. Remote terminal unit (RTU) 

The interface between objects of the physical world and Supervi-

sory Control and Data Acquisition (SCADA) is made possible by 

the transmission of telemetry data to the system and utilization of 

messages from supervisory system to control the connected objects. 

Sometimes, RTUs are also known as remote telemetry units. There 

are many companies that provide SG solutions to utilities that uti-

lize RTUs. Further example of how the RTU is utilized when the 

circuit breaker control unit integrates with an Intelligent Electronic 

Device (IED), it detects the fault, and then instantly trips the switch-

gear and blocks fault current. After that, RTU communicates the 

event to the distribution management system control center. The 

Distribution Management System (DMS) is able to take the auto-

mated or operator-initiated action in order to isolate the fault section 

and therefore restore the power to the functioning and healthy parts 

of utility grid. The RTUs collects the communication from various 

components of DMS including the capacitor banks, substation 

transformers, sectionalizer switches, etc [17]. 

2.2. Phasor measurement unit (PMU) 

The PMUs can be individually devices or be functions that are in-

corporated into other grid components, such as protective relays. 

PMU technology is an advanced technology when compared to the 

SCADA. SCADA is an X-ray of a power grid where as PMU is a 

MRI. The advantages of PMUs when compared with the commonly 

used technology i.e., SCADA are:  

• Measurements are obtained at a faster rate. 

• Measurements are time synchronized. 

• Provides dynamic behavior of the system. 

• Situational awareness conveyed to the operators. 

If synchrophasors or PMUs were implemented on the power sys-

tems, then the operators would have know the problems hours 

ahead the possible collapse in the system [18]. 

2.2.1. Challenges of PMUs implementation 

In spite of having various advantages of PMUs, there exist several 

disadvantages/challenges for implementing the PMUs into the sys-

tem. They include [19], 

• Diverse requirements from different utilities.  

• High investment: initial cost of implementing PMUs deters 

many utilities from installation at this point in time, and a 

clearly defined roadmap needs to be created or a cost benefit 

analysis of the implementation of PMUs will assist in the 

necessary deployment of this technology.  

• Lack of related produce, i.e., application software. 

• Visualization of PMU data: It is very difficult to visualize the 

numerous amount of data being recorded by PMUs.  

• Communication of PMU data: The communication network 

required for PMUs is extremely expensive.  

• Communication delays. 

• Low frequency oscillation monitoring. 

• Bad data estimation (i.e., state estimation (SE). 

• Online voltage instability prediction. 

2.3. Output modules for smart grid 

2.3.1. Analog to digital converters (ADCs) 

An analog voltage is transformed to a binary number, consisting of 

a series of 1’s and 0’s, and then into a digital number, base 10. This 

number is then able to read on a meter, monitor, or visual display. 

The digital number is only an approximation of the actual value of 

the analog voltage at a specific instant because it can only be pre-

sented discretely. The higher the sampling rate of the digital signal, 

the closer to the digital signal will be to the original analog signal 

[20-21]. 

2.3.2. Digital to analog converters (DACs) 

As from analog to digital, there is also a process to go from digital 

back to analog or digital code back to a current or voltage signal. 

Now, the digital to analog converters are mainly manufactured on 

integrated circuits due to cost and the need for matched components. 

There are various DAC architectures that have different advantages 

and disadvantages and the suitability of a certain DAC for a specific 

function or application is determined by a number of measurements, 

which includes speed and resolution. 

Various companies are using analog to digital converters in differ-

ent ways for the SG solutions as they propose to utilities and other 

entities. The ADCs in their SG solutions, guide in different areas 

such as smart meters, power-grid monitoring, communications, and 

energy management. A key innovation that the solution supplies is 

multiplexed systems versus architectures that dedicate separate 

ADCs to each channel that is monitoring analog signals. Smart me-

ters create an environment where the power transactions are open 

and secure by reducing the risk of fraud/theft, help to manage debt 

recovery, to increase transparency in price changes and fees, and 

there by improves the efficiency [22].  

The ETAP software offers various solutions dealing with the SG, 

from distribution and energy management systems to industry is-

sues. One solution in particular is its state and load estimation fea-

ture. One main difference between these methods of control, are the 

areas they cover. For example the DMS is a system that manages of 

distribution systems or circuits, where an EMS manages the sys-

tems within transmission networks [23]. 

2.4. Bandwidth requirements for smart grid communica-

tion applications 

Bandwidth is required to accomplish best SG technology in the sys-

tem. The following are the required communication technologies 

for enhancing a resilient and sustainable SG technology: 

2.4.1. Customer premise to aggregation point 

A SG communication network should aim to appropriately transfer 

to and fro the grid’s information from/away the customer premises 

to an aggregation point, such a substation, a communications tower 

or a utility pole-mounted device [24]. 
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2.4.2. Distributed energy resources (DERS) 

The bandwidth (BW) required for distributed energy resources 

(DERs) will be along the same lines as that required for Advanced 

metering infrastructure (AMI). This BW requirement is allocated 

per each DER for a good communication networks in the grid. 

2.4.3. Real-time advanced metering infrastructure (AMI) 

For better optimal communication systems, the SG advanced me-

tering infrastructure is best with enabled real-time control function. 

2.4.4. Distribution automation (DA) 

The particular communication path for DA will probably be on a 

shared medium, i.e., the communication system will not be dedi-

cated just for DA communications to enhance the SG communica-

tion systems [25]. 

2.4.5. Synchro phasor communications 

The synchrophasor communications requirements vary depending 

on the nature of data being transmitted. This requirement should be 

suited depending on the region of applications of SG communica-

tion systems. 

2.4.6. Video applications 

There are many possible uses of video applications in the SG, for 

example traditional video surveillance to use video cameras to relay 

images of analog dial readings to a control room. This means that 

video applications in communications infrastructure will have dif-

ferent requirements.  

Some posed research topics in smart grid communication systems 

that are still being addressed include the role of sensors in the SG 

and their challenges, to make use the hierarchical communication 

architectures and the concerns regarding cyber-security being used 

for wireless communication. Cyber-physical security is an emerg-

ing field focusing on attacks that target the cyber and physical sys-

tem components of the smart grid including phasor measure-

ment units, intelligent electronic devices, communication links, 

control systems and metering devices with the ultimate goal of dis-

rupting physical components such as generators or transmission 

lines. Such attacks can lead to cascading failures that also affect 

power flow, but employ diverse threat and attacker capability mod-

els [25].  

3. Control technologies for smart grid 

The deployment of smart grid is a revolutionary and imperative 

around the world. It involves and deals with lot of multidisciplinary 

areas like energy sources, control systems, communications, com-

putational, generation, transmission, distribution, customer, opera-

tions, markets and service provider. Smart grids are emerging in 

both developed and developing countries for achieving reliable and 

secure electricity system to all. Further, smart grid technologies will 

enable the emission reductions. Smart grids will eventually need 

standards, policy and regulatory framework for successful imple-

mentation. Following high priority areas are focused recently in 

smart grid technologies: Information and communication technol-

ogy integration, wide-area monitoring and control, Transmission 

enhancement applications, distribution and management, advanced 

metering infrastructure, charging infrastructure and customer side 

systems [26]. 

Since the proponents for a more sustainable power systems, i.e. 

smart grid (SG), numerous efforts have been embarked on by sev-

eral institutions, bodies, and organizations to address the overall 

goal of the SG. To ensure that all features of SG are rightly imple-

mented, the SG proponents have come up with several test beds that 

aims to address not only the features but also architecture. This ap-

proach has been embarked on for a while now in a bid to ensure that 

a deplorable SG does not in any way fall short of its features and 

architecture when in operation in the real world of power systems.  

3.1. Distribution automation system (DAS) 

The DAS uses remotely operated monitoring and control system of 

switches and breakers on the distribution system in real-time. The 

DAS encompasses the distribution substations and supports the op-

timal network operation such as fault processing, loss minimization, 

and load balancing. It comprises the control center, automated 

switches, RTUs, communication network, and modem. For the 

DAS to be intelligent, additional functions such as monitoring and 

diagnosis of equipment, power quality monitoring, and intercon-

nection of DG to the power grid are added [27]. 

Distribution automation (DA) is composed of the control center, 

automated switches, RTUs, communication network and the mo-

dem. In the intelligent DAS (IDAS), additional functions such as 

monitoring and diagnosis of the equipment, power quality monitor-

ing and interconnection of DG to the power grid are added. Usually, 

the control center consists of the main server, backup server and 

historical server. In the distribution network, several kinds of auto-

mated switches and breakers are networked through the RTUs. The 

communication network interconnects the RTUs in the field and 

control center. For the field test, the main server for IDAS, moni-

toring devices of the thunderbolt/lightning protector, load monitor-

ing devices of the ground transformer are included. The main server 

is the integrated system with SCADA and DAS. It includes several 

kinds of applications, monitors and controls for the substation and 

the distribution feeder together. Most intelligent devices used in-

clude different kinds and they are used to monitor and measure par-

tial discharge, temperature, gas pressure, lifespan of a circuit 

breaker, and power quality. 

3.2. Substation automation system (SAS) 

The SAS is the automated system that utilizes substation operation 

with a management system under one network. Different functions 

such as measurement, control, monitoring, diagnosis and protection 

of the power facilities in the substation are standardized, integrated 

and interconnected. It is composed of the intelligent electronic de-

vices (IEDs), operating systems including human machine inter-

faces (HMIs) gateways, network devices such as Ethernet switches 

and optical cables [28]. 

3.3. Intelligent transmission system 

The Intelligent Transmission System is composed of on-line moni-

toring system for transmission facilities, crisis management system 

with a satellite and reactive management system in the power grid. 

In on-line monitoring system for transmission facilities, different 

sensors are installed on the transmission monitoring network and 

implemented in the HMI system of the main center. This HMI sys-

tem consists of the terminal devices, HMI server and the communi-

cation devices which connect with each other for data communica-

tion. The terminal devices monitor wind direction/speed, insolation, 

and temperature. 

The Gridlink, GridIQ are some under-development hardware for 

the SG which can be represented at any level of the power system 

i.e. generation, transmission or distribution. These are currently the 

only good so far timing hardware simulator for the SG. The 

eMEGAsim, GridSpice, Gridlink, GridIQ, GridSim, and Dynamic 

Monitoring and Decision Making System (DYMONDS) simulator 

are industry ideal currently under developments platforms for real-

time simulation of large power systems models including the SGs. 

Current researches in adaptive stochastic control for SG is aimed at 

addressing the control features (i.e., self-healing, flexible, predic-

tive, interactive and optimal) inherent in SG. There is a need to pro-

tect the large amounts of classified information that will be trans-

mitted and received wirelessly through several different types of 
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networks (i.e., wide area, local and personal) by using the cyber se-

curity systems. Different types of standards are required to be con-

sidered in order to protect the system. 

4. Application of control and communication 

technologies to smart grid 

There are many applications for the control and communication to 

smart grid in real time in current use, being tested, or being devel-

oped.  Many of the topics already discussed earlier in this paper 

have mentioned various ways in which these new technologies can 

be applied for the SG. For example, PMUs are being developed to 

the point where the measurements they record in real time can be 

viewed by operators, enabling them to make more accurate deci-

sions before problems occur. RTUs are considered as the data ac-

quisition measurement infrastructure which interfaces with various 

device infrastructure such as substation devices, feeder devices and 

customer devices. The computation infrastructure include the DMS 

automation and its functions include the substation automation, cus-

tomer outage and billing [29].  

These application areas of control and communication are the fun-

damental or underlying technologies for supporting power system 

in real time monitoring and dynamic pricing. In cost-benefit analy-

sis for any domain of power system, mutual impacts of power sys-

tem domain should be taken into account based on the holistic ap-

proach to the managements of the entire power system. The com-

monly used equipments for limiting over-voltages include bushings, 

cables, capacitors, transformers, coupling capacitors, circuit break-

ers, voltage transformers, surge arresters, insulators,  gas insulated 

substations, and shunt reactors. State estimation could be used as 

enhancements attributed to PMUs which goes a long way to deter-

mine the best location of the PMUs. Therefore, a reliable perfor-

mance index metrics is necessary to measure the progress on imple-

menting the characteristic of optimizing asset utilization and oper-

ational efficiency of the SG. The crosscutting performance metrics 

at transmission, distribution and consumer ends depends on the 

number of smart sensors, i.e., intelligent electronic devices (IEDs) 

deployed, number of integrated operational information technology 

applications, and the number of IEDs with communications that al-

lows the IED to perform its function. 

5. Conclusions 

This paper has presented various control and communication tech-

nologies of smart grid (SG) which can provide an important grid 

reliability enhancement, and to enhance the fundamental under-

standing of stability characteristics of power system. It also pre-

sented the cost-benefit analysis of control and communication sys-

tems in SG. From this paper, it can be observed that for the effective 

control and communication technologies of SG, it should has the 

provision to expand grid infrastructure by including the RESs, it 

must has good communication technology for full automation of the 

grid, and it should has advanced control, protection and monitoring 

infrastructure. 
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