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Abstract 

 

Mobile Adhoc Network (MANET) is one of the popular and highly demanded networks functioning under wireless adhoc network. It has 

high demand by various emerging applications in the entire world. MANET and its necessities are increasing day by day. MANET and 

its various components like node, route and etc., are too dynamic regarding creating, deployment, mobility, speed, join and disconnect 

from the network. MANET does not require any existing infrastructure whereas it starts functions in any place at any time. Due these 

reasons various malicious activities are created dynamically and it degrades the performance of the network. This paper focused on 

detecting and identifying malicious activities one who affects the data directly.  Such kind of malicious activity is blackhole attack where 

it destroys the data during transmission in a route. In order to detect and eliminated blackhole attack this paper focused on monitoring 

and investigating various functionalities of the network using a Multi Stage Security Model (MSSM). The MSSM is used for detecting 

and preventing blackhole attacks in MANET which involves investigating cross layer functionalities during data transmission. And it 

also investigates and analyzes the entire information that is available in the network. This proposed MSSM is simulated in Network 

Simulation-2 software and the results are verified and the performance is evaluated.  
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1. Introduction  

A wireless adhoc id a network without any base stations, 

infrastructure less or multihop network. More number of devices 

well-appointed with wireless communications and networking 

capability is in WANET. It supports any kind of computing at 

anywhere. WANET comprises of two different topologies such as 

heterogeneous and homogeneous devices. The nodes in the 

heterogeneous topologies have different capabilities, whereas the 

nodes in homogeneous topologies have identical capabilities and 

responsibilities. WANET follows a one-hop neighbor based 

broadcasting. In broadcasting the data is propagated from source 

nodes to all the nearest neighbor nodes within the communication 

range [1]. Data transmission loss and power are the major concern 

affecting the entire functionalities of WANET. The incapability to 

preserve a balanced transmission power, thus, worsens the 

transmission range and strength of the signal, and hence the 

reliability of WANET are doubtful [2-3]. 

One of the decentralized wireless adhoc networks is MANET. It is 

classified as an adhoc network due to MANET never rely on the 

existing infrastructure like wired networks, routers or access 

points in the wireless networks. MANET is self-configuring, 

highly dynamic and the nodes in the networks are moving from 

anywhere in the network. It lacks the impediments of 

infrastructure set and administration. Also, any devices can create 

and join in the network at anytime, anywhere. Nodes in MANET 

are moving in nature, with different speed, direction, and 

uniformity in moving behaviour. MANET is a collection of 

mobile nodes which can transfer any kind of data without any 

support from infrastructure. MANET is used in various emerging 

applications like defence, business, academia, natural disaster and 

medical industry. Nodes in MANET also act as routers. Also 

security threats are increasing day by day in adhoc networks do 

not limit within their own region. It may come as threats to the 

security of the WLAN and wired networks [8]. If a fraud node can 

make an adhoc network with a legitimate WLAN station, then it 

easily compromises that station and then it used the station for 

backdoor operations on the network. It was solved using a cross 

layer IDS method. Various critical issues which degrade the 

network performances are solved mostly by cross layer design 

methods. This teaches a lesson for the readers, as cross layer 

design can solve most of the problems including controlling 

malicious activities. Hence this paper also aimed to design and 

implement a MSSM model based on cross layer investigation.  

2. Related work 

Several earlier research works are discussed here to understand the 

problem statement and helps in designing the proposed approach. 

The author in [4] presented the protocols more related with 

different layers through which the current information on the 

network is shared. Also, it can able to maintain the layers 

individually using the protocol design. In [5], the authors proposed 

a new protocol called as Adaptive Link Weight (ALW) which 

chooses an optimized route regarding long delay, long time for 

routing and available bandwidth. ALW adapts a cross layer 

integrates the application into the physical layer. Using this design 

any application conveys inclinations to the protocol regarding 
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overriding the path selection. In order to solve power related 

problems, the authors in [6] proposed a cross-layer design method 

for saving the power by controlling the power consumption during 

data transmissions. Power and throughput related problems, 

mostly influenced by various malicious activities. Some of the 

malicious activities affect data transmission on the network layers 

such as physical, network and MAC which degrades the 

performance in terms of delay, packet loss and throughput. 

Generally ad-hoc networks used a common technique called as 

cooperative routing [9] because of no-infrastructure and there is 

no centralized node for routing. The author in [10] stated that 

designing a secured routing protocol is an open challenge in adhoc 

networks. So, in this paper, it is aimed to design and develop a 

secured routing protocol to detect and eliminate blackhole attacks 

in MANET. To do that and provide a complete security 

mechanism a multi stage security mechanism is deployed in the 

existing routing protocol and modified it. The author in [11] 

discussed about various IDS and classification methods. A cross 

layer based adaptive real time routing attack detection system for 

MANET is proposed in [12, 14-15]. The data pattern and the 

network environment patterns are verified using SVM method. 

The authors in [13] proposed a dynamic method for learning, 

verifying and comparing the network data to detect and eliminate 

malicious activities.  

Problem statement and motivation  

Various earlier research works are discussed in the above section. 

From the above discussion it comes to know that security is one of 

the major concerns degrades the network performance due its 

dynamic nature. In any network customer satisfaction is increased 

only by providing better throughput within a less delay. More 

customers increased the profit of the network, which gives better 

financial improvement in the Government. Hence this paper 

considers detecting and eliminating malicious activities which 

affects directly on data transmission. Blackhole attack is one of 

the malicious activities affects directly the data on the network. 

This problem is taken into account, and this paper motivated to 

propose and develop a novel cross layer mechanism referred as 

Multi Stage Security Model  (MSSM) to detect and eliminate the 

blackhole attach in MANET. This MSSM approach is suitable for 

any applications under WANET.  

Existing system 

Though several approaches are proposed in the earlier research 

works, the author in [7] proposed JDCT-C algorithm for 

controlling flooding attach by adopting cross layer design is 

considered as the reference for comparison with the challenge 

presented here. The proposed cross layer design in [7] verifies the 

signal strength, neighbor information and REQ-RES generation 

occurs in the physical layer, network layer and MAC layer 

respectively. The author verified the retransmission of messages, 

control messages, back-off, defer in a MAC and packet delay 

based on the corresponding layers in the network. The 

performance of the MSSM approach proposed in this paper is 

evaluated by comparing the obtained results with results given in 

[7]. The author in [8] proposed QoS architecture for increasing the 

efficiency using a cross layer communication and real time 

scheduler method. It can be done by RMA (Rate Monotonic 

Algorithm) and EDF (Earliest Deadline First) scheduling that 

professionally schedules numerous real time applications without 

missing any of their deadlines. These methods are considered as 

the existing systems will be compared with the proposed 

approach.  

Proposed MSSM approach 

To overcome the various issues faced from earlier research works, 

this paper proposed a cross layer based Multi Stage Security 

Model for detecting and eliminating/preventing a blackhole attack 

in MANET.  The MSSM comprises of various stages of 

implementation to identify, detect and prevent blackhole attacks in 

MANET. 

The proposed network 𝑮 is considered as an adhoc network 

represented as𝑮 = (𝑽, 𝑬), where 𝑽 is the set of nodes connected 

by the set of edges 𝑬 (logically). 𝑬 is possible only if their 

geographical distance is present within a determined transmission 

range 𝑹.𝑮(𝒕) is a time function calculates the delay. It is assumed 

that all the nodes in 𝑮shares a single common channel. The global 

information about the network topology and unidirectional links 

are not available to all the nodes. Hence all the nodes in the 

network can communicate each other by broadcasting method. Let 

A denotes the source node which broadcasts the 𝒎𝒔𝒈to 

neighbors. The following definitions can give better understanding 

on the proposed work.  

Definition -1:𝒅𝒊𝒔𝒕𝑨𝑵 represents the distance among 𝑨 and 𝑵 

within the 𝑹, 𝒅𝒊𝒔𝒕𝑨𝑵  ≤ 𝑹. N(x) is the set of all neighbor nodes 

for 𝒙. 

Definition -2: 𝒏𝒃𝒎𝒔𝒈𝒙says the number of messages received by 

𝒙 while broadcasting.   

Definition-3:𝑻𝒉𝒅𝒊𝒔𝒕 represents the distance threshold where, 𝟎 ≤
𝑻𝒉𝒅𝒊𝒔𝒕 ≤ 𝑹. 𝑷𝒓𝑻𝒉𝒅𝒊𝒔𝒕 represents the present threshold value of 

the distance.  

Definition-4:(𝒙), 𝑬(𝒙) ⊆  𝐍(𝐱) , where N(x)= 𝑬(𝒙) ∪ 𝑰(𝒙), 

𝑰(𝒙) = {𝒙𝒊|𝒙𝒊 ∈ 𝑵(𝒙), 𝒅𝒊𝒔𝒕𝑨𝑵𝒊
≤ 𝑻𝒉𝒅𝒊𝒔𝒕}, 

𝑬(𝒙) = {𝒙𝒊|𝒙𝒊 ∈ 𝑵(𝒙), 𝑻𝒉𝒅𝒊𝒔𝒕 < 𝒅𝒊𝒔𝒕𝑨𝑵 < 𝑅 }.                       (1) 

Definition-5:𝑹𝒆𝑻(𝒔) denotes the nodes go for retransmission, at 

the time of broadcasting.  

𝑹𝒆𝑻(𝒔) = {𝒙𝒊|𝒙𝒊 ∈ {{⋂ 𝑬(𝒙𝒋)𝒌
𝒋=𝟏 } ∪ {⋂ 𝑬(𝒙𝒋), 𝒏𝒃𝒎𝒔𝒈𝒙𝒋

𝒌
𝒋=𝟏 <

𝑝𝑇ℎ}} , 𝒙𝒊 ∈ 𝑽                                                                               (2) 

Cross layer design 

The proposed algorithm is a distributed algorithm since it needs to 

investigate the association among the layers in the network. The 

algorithm verifies the neighbors, distance of the neighbors, the 

messages (𝒎𝒔𝒈) received and the neighbor nodes who 

participating in message transmission and re-transmission. Let 

assume, a node 𝑨 broadcast a𝒎𝒔𝒈, number of neighbors received 

the 𝒎𝒔𝒈   based on the distance (𝒅𝒊𝒔𝒕𝑨𝑵) the signal strength is 

verified. In order to verify the performance and non-malicious 

activities occur in the network, a threshold value is assigned for all 

the performance parameters such as  

𝑻𝒉𝒅𝒊𝒔𝒕 ∶ 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 𝑣𝑎𝑙𝑢𝑒 𝑓𝑜𝑟 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒 

𝑻𝒉𝒅𝒆𝒍𝒂𝒚 ∶ 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 𝑣𝑎𝑙𝑢𝑒 𝑓𝑜𝑟 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒 

Each time the distance of the neighbor nodes and the delay to 

receive the 𝒎𝒔𝒈are compared with the threshold values. It helps 

to decide the distance is shorter and the delay is short. If they are 

shorter than the nodes are decided as normal and non-malicious 

nodes.  

The delay is considered based on the number of 𝒎𝒔𝒈𝒔and the 

distance.  

The MSSM algorithm verifies the information about all the 

possible neighbor nodes in a distributed manner. In general the 

protocol layers are communicating among them in a restricted 

manner and they are not flexible. Thus, these routing protocols are 

designed in such a manner to function under vilest conditions, 

relatively acclimating to different conditions.  

This makes use of bungling energy and spectrum. The energy and 

spectrum can be used efficiently by cross layer design and it is 

adapted to increasing the ability of WANET and MANET 

applications. Cross layer design can be used for observing the 

channel variations.  

The architecture of the MSSM is illustrated in Figure-1.  

NP and PN represent the data/information acquired from the 

physical layer. Based on the signal strength obtained from PHY 

layer and neighbor node’s information from network layer, MSSM 

determines the node will do retransmission or not. 
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Figure 1: Architecture of MSSM cross layer model 

It doesn’t need any assistance from any other global information 

or control messages and the back-off variation in the MAC layer.    
𝑻𝒃𝒐𝒇𝒇

𝒊 =

{
𝜶

𝟏

𝒅𝒊𝒔𝒕𝒊𝒙
, 𝒊 ∈ 𝑬𝒔(𝒙), 𝑬𝒔(𝒙) = {𝒙|𝒙 ∈ ⋂ 𝑬(𝒙𝒋), 𝒙 ∈ 𝑽𝒌

𝒋=𝟏 }

𝜷𝒄𝒊 + 𝜶
𝟏

𝒅𝒊𝒔𝒕𝒊𝒙
, 𝒊 ∈ 𝑰𝑹𝑻(𝒙), 𝑰𝑹𝑻(𝒙) = {𝒙|𝒙 ∈ {⋂ 𝑬(𝒙𝒋)𝒌

𝒋=𝟏
̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅̅  , 𝑪𝒙𝒋 < 𝑪𝑻𝒉} , 𝒙 ∈ 𝑽}

(3) 

α and β are constants.  The MSSM algorithm starts with 

initializing the threshold values for all the performance metrics. 

The number of nodes, distance of broadcasting and the msg at first 

time. If the msg is retransmitted, then update the distance and 

compare with the threshold values. Similarly the back-off 

variation is calculated using equation-(3). Assign msg for 

transmission and wait until the original transmission happens. The 

msg is going to reach the neighbor node and stop the procedure. 

Increase the C and check if   𝒄𝒚 < 𝐶𝑇ℎ , resume the interruption.  

In each time of broadcasting the delay, distance and 

retransmission are verified. 

Route analysis   

Most of the malicious activities are mainly focusing on the route 

when and where the data is transmitted. To detect, eliminate the 

malicious activities on the route, there are two times the 

investigation is applied.  One is during the route discovery and the 

other is data routing. Each time the nodes available from source 

node to a destination node, the number of possible paths and the 

time taken for communication, ACK between the REQ and RES 

shared by neighbor nodes in the route are verified. During the 

route discovery a node-route information table is created and 

managed. The node location, distance from the previous node, 

path-id and time taken for responses are stored in the table. Before 

going to do update in the table, all the information is validated to 

find the node and the route is good or malicious. If any 

misbehaviour find with the data, then the particular node is 

rejected from the function. After a shortest path discovery, the 

source node broadcasts a Hello message to the neighbors and gets 

ACK from them. From the ACK, time and response format, the 

next neighbor or next hop is selected and the neighbor information 

is stored in the table. This process is repeated until a route found 

from source to destination. A number of possible paths are 

discovered and stored the path information in the table with a 

unique path ID. Once the route discovery is completed, then the 

same table information is verified during data transmission. 

Any malicious node can compromise the normal nodes in the 

route after route discovery and it influences the data. To avoid 

this, during the data transmission in the determined route the node 

information, path information is compared with the table 

information. The nodes in the network may move from one 

location to another location due to its mobility behaviour. Hence, 

in this paper a route analysis mechanism is designed and it is 

integrated with MAODV protocol. The usage of MAODV 

protocol is that it reduces the overheads and end-2-end delay and 

security analysis. The entire process of the route analysis is given 

in the form of pseudo code. 

𝑭𝒖𝒄𝒏𝒕𝒊𝒐𝒏 𝑹𝒐𝒖𝒕𝒆_𝑨𝒏𝒂𝒍𝒚𝒔𝒊𝒔( ) { 

𝑓𝑜𝑟 𝑖 = 1 𝑡𝑜 𝑁 

   𝑓𝑜𝑟 𝑗 = 1𝑡𝑜 𝑁 
𝑁𝑜𝑑𝑒 − 𝑡𝑎𝑏𝑙𝑒(𝑖, 𝑗) = 𝑛𝑜𝑑𝑒 − 𝑖𝑑, 𝑝𝑎𝑡ℎ

− 𝑖𝑑, 𝑅𝐸𝑄𝑇, 𝑅𝐸𝑆𝑇, 𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛, 𝐴𝐶𝐾
− 𝑐𝑜𝑚𝑚𝑒𝑛𝑡 

𝑒𝑛𝑑 𝑗 
𝑒𝑛𝑑 𝑖 
𝑓𝑜𝑟 𝑖 = 1 𝑡𝑜 𝑁 

𝑖𝑓 (𝑇𝑎𝑏𝑙𝑒. (𝑁𝑜𝑑𝑒 − 𝑡𝑎𝑏𝑙𝑒(𝑖, 𝑗)
= 𝑛𝑜𝑑𝑒 − 𝑖𝑑, 𝑝𝑎𝑡ℎ
− 𝑖𝑑, 𝑅𝐸𝑄𝑇, 𝑅𝐸𝑆𝑇, 𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛, 𝐴𝐶𝐾
− 𝑐𝑜𝑚𝑚𝑒𝑛𝑡) =
= 𝐶𝑢𝑟𝑟𝑒𝑛𝑡. 𝑁𝑜𝑑𝑒. (𝑁𝑜𝑑𝑒 − 𝑡𝑎𝑏𝑙𝑒(𝑖, 𝑗)
= 𝑛𝑜𝑑𝑒 − 𝑖𝑑, 𝑝𝑎𝑡ℎ
− 𝑖𝑑, 𝑅𝐸𝑄𝑇, 𝑅𝐸𝑆𝑇, 𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛, 𝐴𝐶𝐾
− 𝑐𝑜𝑚𝑚𝑒𝑛)𝑡ℎ𝑒𝑛 

𝑛𝑒𝑥𝑡 − ℎ𝑜𝑝 = 𝑐𝑢𝑟𝑟𝑒𝑛𝑡. 𝑛𝑜𝑑𝑒 

𝑒𝑙𝑠𝑒 

 𝑚𝑜𝑣𝑒 𝑡𝑜 𝑛𝑒𝑥𝑡 𝑛𝑜𝑑𝑒 𝑖𝑛 𝑡ℎ𝑒 𝑟𝑜𝑡𝑢𝑒 

𝑐𝑢𝑟𝑟𝑒𝑛𝑡. 𝑛𝑜𝑑𝑒 𝑖𝑠 𝑚𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠  
𝑒𝑛𝑑 𝑖 
} 

Node location analysis   

Blackhole nodes are created dynamically or move into the 

network from outside and it focuses on data route. The location of 

the malicious node is changed during the compromising time. At 

this point of view, the node location can be used for detecting and 

identifying the black hole nodes in the network. It is well-known 

that the information about all the normal nodes in the networks is 

updated in the node-table in a periodic manner. Hence, in this 

paper, the node’s location information is monitored and 

investigated to detect malicious activities at any time it required. 

By calculating the False Positive Rate in location information 

from the nodes is used to obtain the malicious nodes in the 

network base on location.   

𝑭𝒖𝒄𝒏𝒕𝒊𝒐𝒏 𝑵𝒐𝒅𝒆 − 𝑳𝒄𝒐𝒂𝒕𝒊𝒐𝒏_𝑨𝒏𝒂𝒍𝒚𝒔𝒊𝒔( ) { 

𝑓𝑜𝑟 𝑖 = 1 𝑡𝑜 𝑁 

𝑛𝑜𝑑𝑒 − 𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛(𝑖) ← 𝑟𝑎𝑛𝑑(𝑥𝑖 , 𝑦𝑖) 

𝑒𝑛𝑑 𝑖 
𝑓𝑜𝑟 𝑖 = 1 𝑡𝑜 𝑁 

𝑖𝑓 (𝑛𝑜𝑑𝑒 − 𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛(𝑖) == 𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛 (𝑛𝑜𝑑𝑒(𝑖)) 𝑡ℎ𝑒𝑛 

𝑛𝑜𝑑𝑒 𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛 𝑖𝑠 𝑟𝑖𝑔ℎ𝑡 

𝑒𝑙𝑠𝑒 

𝑛𝑜𝑑𝑒 𝑙𝑜𝑐𝑎𝑡𝑖𝑜𝑛 𝑖𝑠 𝑤𝑟𝑜𝑛𝑔 

𝑎𝑛𝑑 𝑡ℎ𝑒 𝑛𝑜𝑑𝑒 𝑖𝑠 𝑚𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠  
𝑒𝑛𝑑 𝑖 
} 

Time analysis    

The other factor which influences the node behaviour is time. The 

time taken for travelling in a path depends on the number of nodes 

as intermediate hops. If the number of intermediate hops 

increases, then the time increases. One round of operation is 

starting from source node to destination node a hello message is 

travelling and from destination to source node a hello-reply 

message is travelling. For this one round of operations, for normal 

nodes the time required for travelling is less and it is same for all 

round of operation in the same route. If any malicious node is 

available in the route then the time gets varied. Also the number of 

hops is increased due to the malicious node compromising and the 

original route will be changed by diverse in the route. Hence, in 

this paper time analysis is applied to investigate is there any 
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NP 
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malicious activity  exists in the route. Also time information is 

stored in the node table and it can be verified all the time 

whenever it requires. If any malicious node is available in the 

route then it will be eliminated from the network functionality.   

𝑭𝒖𝒄𝒏𝒕𝒊𝒐𝒏 𝑵𝒐𝒅𝒆 − 𝑻𝒊𝒎𝒆_𝑨𝒏𝒂𝒍𝒚𝒔𝒊𝒔( ) { 

𝑓𝑜𝑟 𝑖 = 1 𝑡𝑜 𝑁 

𝑛𝑜𝑑𝑒 − 𝑡𝑖𝑚𝑒(𝑖) ← 𝑡𝑖𝑚𝑒(𝑅𝐸𝑄) + 𝑡𝑖𝑚𝑒(𝑅𝐸𝑆) 

𝑒𝑛𝑑 𝑖 
𝑓𝑜𝑟 𝑖 = 1 𝑡𝑜 𝑁 

𝑖𝑓 (𝑛𝑜𝑑𝑒 − 𝑡𝑖𝑚𝑒(𝑖)  ≤ 𝑇ℎ𝑡𝑖𝑚𝑒) 𝑡ℎ𝑒𝑛 

𝑡𝑖𝑚𝑒 𝑖𝑠 𝑝𝑒𝑟𝑓𝑒𝑐𝑡 

𝑒𝑙𝑠𝑒 

𝑡𝑖𝑚𝑒 𝑖𝑠 𝑛𝑜𝑡 𝑝𝑒𝑟𝑓𝑒𝑐𝑡 

𝑎𝑛𝑑 𝑡ℎ𝑒 𝑛𝑜𝑑𝑒 𝑖𝑠 𝑚𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠  
𝑒𝑛𝑑 𝑖 
} 

Hop count analysis  

A Blackhole node basically creates packet drops in the route. It is 

a denial of service attack which presents in the route by 

compromising the other nodes in the route and holds the packet 

and drops it.  If the route is the shortest route then the number of 

hops is less and time taken for data transmission in the route is 

also less. The number of hops in all the routes discovered are 

stored in the node-table, and it will be verified when data 

transmission. If the node-ID, number of nodes and location of the 

node changes, then that node is considered as a  blackhole node 

and eliminated from the network operation. If the number of hops 

increases or decreases it is identified that a malicious activity 

occurs.   

𝑭𝒖𝒄𝒏𝒕𝒊𝒐𝒏 𝑯𝒐𝒑_𝑨𝒏𝒂𝒍𝒚𝒔𝒊𝒔( ) { 

𝑓𝑜𝑟 𝑖 = 1 𝑡𝑜 𝑁 

ℎ𝑜𝑝𝑐𝑜𝑢𝑛𝑡(𝑖) ← 𝑛𝑒𝑥𝑡(ℎ𝑜𝑝) + 1 

𝑒𝑛𝑑 𝑖 
𝑓𝑜𝑟 𝑖 = 1 𝑡𝑜 𝑁 

𝑖𝑓 (ℎ𝑜𝑝𝑐𝑜𝑢𝑛𝑡 == 𝑛𝑢𝑚𝐻𝑜𝑝𝑠(𝑆, 𝐷)) 𝑡ℎ𝑒𝑛 

ℎ𝑜𝑝𝑠 𝑎𝑟𝑒 𝑝𝑒𝑟𝑓𝑒𝑐𝑡 

𝑒𝑙𝑠𝑒 

ℎ𝑜𝑝𝑠 𝑎𝑟𝑒 𝑛𝑜𝑡 𝑝𝑒𝑟𝑓𝑒𝑐𝑡 

𝑎𝑛𝑑 𝑡ℎ𝑒 𝑛𝑜𝑑𝑒 𝑖𝑠 𝑚𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠  
𝑒𝑛𝑑 𝑖 
}  

Neighborhood  

It is assumed that the source and destination nodes are normal and 

good nodes in the network.  

Other than that, the nodes that are going to participate in routing 

process should be verified. To do that, while route discovery the 

next nearest neighbor nodes are verified based on the data packets 

forwarding style.  

The malicious activity is identified by a node that is dropping data 

packets in the route.  

In this scenario, it is also called as packet dropping attack. Due to 

this a heavy loss of data, energy consumption and memory 

wastage are happening on the network. The verification function 

of the neighbor node involves node-location analysis, time-

analysis and hop-count analysis. 

Data Packets 

Malicious activity can be identified and detected by comparing the 

data packets sent from source and received at the destination. The 

number of packets is investigated by the packet-ID or sequence 

ID, with path ID and node-ID. In case of any mismatch in the data 

packets within the route it is identified that there is a malicious 

activity. Analyzing the data packets are applied and more effective 

in large size networks.   

Simulation Settings 

The above given Pseudo code MSSM is implemented in the TCL 

scripting language and executed in Network Simulator software 

and the results are verified. To do the simulation properly and get 

the results accurately some of the parameters used in the NS2 

software are assigned. Some of the sample parameters are given in 

Table-1. The network layer, Physical layer and MAC layer are 

configured to check the broadcast message, distance between 

nodes, delay taken for REQ-RES message transmission and back-

off. It is noted that the network follows the IEEE 802.11 standard 

and the traffic pattern in defining using CBR and TCP traffic 

models. The number of nodes and their mobility, speed is also 

defined.  

 
Figure 2: Route analysis based blackhole detection 

The entire functionalities of the proposed MSSM approach are 

given in the form of pseudo code and it can be implemented in any 

computer programming language and the performance can be 

verified.  

Pseudocode_MSSM ( ) 

{ 

Initialization 

 Network G, comprises of N number of nodes and the 

logical edges; Sensing range R, 𝒅𝒊𝒔𝒕𝑨𝑵, msg, Source node A. 

N(x), 𝒅𝒊𝒔𝒕𝑨𝑵  ≤ 𝑹is the set of all neighbor nodes for x.𝑻𝒉𝒅𝒊𝒔𝒕, 

𝑷𝒓𝑻𝒉𝒅𝒊𝒔𝒕, 𝑻𝒉𝒅𝒆𝒍𝒂𝒚. 

Routing Procedure 

𝑨broadcasts to its  N(x) 

𝒏𝒃𝒎𝒔𝒈𝒙says the number of messages received by 𝒙 

while broadcasting  

divide the nodes N(x) into I(x) and E(x) 

Compare the distance with threshold values𝒅𝒊𝒔𝒕𝑨𝑵𝒊
≤

𝑻𝒉𝒅𝒊𝒔𝒕 

Compare the delay threshold values𝑻𝒉𝒅𝒊𝒔𝒕 < 𝒅𝒊𝒔𝒕𝑨𝑵 <
𝑅 

Check for retransmission 𝑹𝒆𝑻(𝒔) 

Check for back-off  

if  (neighbor nodes satisfied the constraints with 

distance, delay, retransmission 
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and back-off) then 

nodes are selected as good-node 

else 

nodes are detected as malicious nodes 

end if 

Termination Condition 

 If ( routing operation is completed ) and ( is any 

interruption )then 

  exit 

 end if 

} 

 

Table 1: Simulation Parameter Settings 

 

 

3. Results and Discussion 

Based on the network control parameters the network performance 

is calculated and verified. Throughput, E-2-E delay, packet 

delivery ratio and energy are some of the main metrics used to 

measure the performance.  These parameters determine the 

performance of MSSM approach.  From the simulation results the 

performance is calculated by varying the quantity of nodes, the 

size of the network, the distance among the nodes and mobility 

speed. The number of bytes of the data successfully received by 

the destination nodes is called as throughput. The time taken to 

traverse the routing path is called as E2E delay. The amount of 

packets effectively obtained at the destination node is referred to 

as a Packet Delivery Ratio (PDR). PDR mainly controls the packet 

overhead, routing overhead and congestion on the route. In the 

existing system [7], the author used JDCT-C approach for 

controlling wormhole attack, whereas in this paper MSSM is 

proposed to control blackhole attack and increase the MANET 

performance.  Various parameters determining the quality of 

service used for determining the blackhole attack are computed 

from the simulation for MSSM and compare it with the JDCT-C.  

In round of operation the number of nodes organizes in the 

network is altered from 100 to 500 (enlarged by 100 in each 

round). The number of nodes deployed in the network denotes the 

network density. Many existing approaches proved that if number 

of node increases, then the throughput increases, when there is no 

malicious activities. Hence, in this paper, the malicious activities 

are controlled before routing the data, and the throughput is 

increased. The throughput obtained using MSSM and JDCT-C is 

compared in Figure-3. 

 
Figure 3: Number of nodes versus throughput 

From the results contrast, it is observed that the throughput 

achieved using MSSM is higher than JDCT-C in all the rounds. 

Hence, MSSM is decided as better than JDCT-C in terms of 

throughput. One of the parameters which influence the QoS of the 

network is throughput.  

Table 2: JDCT-C versus MSSM using different parameters 
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 Here throughput is calculated during the simulation by changing 

the number of nodes from 100 to 500 and verify the throughput. 

To simulate the proposed approach it is assumed that 5% of the 

nodes are created as blackhole nodes and the performance is 

verified. In the simulation, MSSM is verified that out of 5%, how 
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many percentage of blackhole is detected by it and the throughput 

is obtained. The obtained throughput using MSSM and the 

existing approach JDCT-C are plotted in Figure-3. The efficiency 

of the proposed MSSM approach is calculated by the number of 

malicious activities detected in the simulation. The time taken for 

detecting the blackhole attack is also calculated. The time taken by 

MSSM approach is given in Figure-4. From the results it is noted 

that MSSM taken less time than the existing JDCT-C approach. 

From the time analysis, it is concluded that MSSM is decided as a 

better approach than JDCT-C.  

 
Figure 4: Number of nodes versus delay taken for blackhole detection 

Energy is another factor which influences the QoS of the network. 

In any network, for all kinds of network activities a determined 

amount of energy requires to complete the activities. The amount 

of energy consumption varies for different network activities. 

Comparing with all the activities a node doesn’t take more energy 

in its sleep mode, whereas it requires a high level energy only for 

transmitting and receiving a data. Each node has a full level of 

energy initially like 100 Jules. At each activity, a determined total 

of energy is enthusiastic from the whole energy of the node. . The 

remaining energy of the network is calculated for various numbers 

of nodes at various rounds is given in Figure-5. The energy 

consumption is increased when the number of nodes increases. 

The remaining energy is decreased when the number of nodes 

increased and it is exposed in Figure-5. From the end result, it is 

recognized that the proposed MSSM saves more energy than the 

existing JDCT-C approach.  

 
Figure 5: Number of nodes versus remaining energy 

 
Figure 6: Number of nodes versus end-2-end delay 

 
Figure 7: Number of nodes versus packet loss 

 
Figure 8: Number of nodes versus packet delivery ratio 

The time taken for one round of operation for a fixed number of 

nodes in the network is referred as delay. From source to 

destination the required delay is called as End-to-End delay. The 

End- to-End delay is calculated at all the five rounds of operation 

and the result is given in Figure-6.  From the results it is identified 

that MSSM is proved as a better approach than the existing JDCT-

C approach. During data transmission the packet loss is also 

calculated since it affects the QoS. In case of a blackhole attack, it 

forward the data packets in the illegal route. It says that the data 

packets are transmitted not in the original discovered route. The 

data packets transmitted in an illegal route are decided as packet 

loss. Hence the packet loss is calculated and the obtained result is 

shown in Figure-7. In Table 2 from the results it is determined that 

the proposed MSSM is concluded as a better approach than the 

existing approaches.  

4. Conclusion 

This paper designed to detect and eliminate the blackhole attacks 

creation in MANET. The main objective of this paper is to design 

and develop a Multi Stage Security Model (MSSM). The MSSM 

is used for detecting and preventing blackhole attacks in MANET. 

The proposed algorithm comprises of various levels of 

investigations like node analysis, time analysis, node location 

analysis, hop count analysis and packet analysis. By analyzing 

each component of the entire network the malicious activities are 

identified accurately. To ensure the performance of MSSM it is 

simulated in NS2 software and the results are verified. Compared 

with the results obtained using proposed approach it is concluded 

that this approach is better and suitable for secured routing in 

MANET.  
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