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Abstract 
 

A combination of algorithms to improve text security is possible, Tiny Encryption Algorithm and Pixel Value Differencing are two pos-

sible combinations of algorithms. Cryptography and steganography processes can be done to secure messages with two stages, encryp-

tion for the first stage and the second one for steganography. Using this two-stage make it difficult for irresponsible parties to know in-

formation. 
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1. Introduction 

Data security and confidentiality issues are one of the most critical 

aspects of Information Systems [1]–[6], information will no longer 

be useful if it has been intercepted or hijacked by others. Security 

demands are becoming increasingly sophisticated, mainly when 

the data is transmitted, and the data is highly confidential data, so 

it must be safeguarded not to be hijacked by others [7]–[13]. 

There are various ways used to protect data such as the provision 

of a password, but this way can be hacked by the hijackers be-

cause the user can create the possibility of the word used as a 

password by the party who locked it [14]–[19]. Another way is 

with ciphertext, in this way the data to be stored encoded first, but 

this way can attract suspicions by other parties, so the user will try 

to decode the coding so that the data can be hijacked [20]–[22]. 

Therefore it takes a way that can make the pirates unsuspecting, 

and the user does not immediately know that there is data stored 

and that way is Steganography. 

Steganography is one method that can be used to secure infor-

mation [23]–[25]. Steganography is different from cryptography 

or other information security methods, and this method is to hide 

information or messages into other media such as digital images, 

text, sound or video so as not to cause suspicion of others. Ste-

ganography requires two properties, information and cover media. 

Cover media is used to hide information, i.e., digital images. The 

embedded of information on the digital image media is performed 

on the pixel bits contained in the image. The use of a digital image 

as a cover media has advantages because the senses of human 

vision have limitations to the color so that with such limitations 

humans are difficult to distinguish the original digital image with 

a digital image that has been inserted a secret message [23], [26]. 

Pixel value differencing (PVD) method is one method that can be 

used in making steganography. This method offers a larger mes-

sage storage capacity, with better image quality compared to other 

methods[23]. To increase the level of security of information to be 

inserted into the image, steganography can be combined with en-

cryption, so the inserted information will not be easy to read by 

irresponsible people. One of the encryption that can be used is 

TEA (Tiny Encryption Algorithm) [27], [28]. 

Tiny Encryption Algorithm (TEA) is a password algorithm created 

by David Wheeler and Roger Needham from Computer Laborato-

ry, Cambridge University, England in November 1994. This algo-

rithm is a block cipher encryption algorithm designed for minimal 

memory usage with process speed maximum, this combination it 

can produce reliable security message so no other party will know 

the message quickly. 

2. Methodology 

Pixel Value Differencing (PVD) scheme uses the value of the 

difference between two consecutive pixels in the block to deter-

mine how many secret bits must be embedded. There are two 

types of tables of quantization ranges in Wu and Tsai methods, the 

first based on selecting the range width [8, 8, 16, 32, 64, 128], to 

provide a large capacity. The second is based on selecting the 

range width [2, 2, 4, 4, 4, 8, 8, 16, 16, 32, 32, 64, 64], to provide 
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high imperceptibility [23], [29]. Most of the related studies focus 

on capacity building using LSB and insertion processes, so the 

approach is too aligned with the LSB approach. This study pro-

vides a new perspective that if choosing the right width for each 

range and using the proposed method, then better picture quality 

and higher capacity can be obtained [26]. 

The Tiny Encryption Algorithm (TEA) is a password algorithm 

created by David Wheeler and Roger Needham from Computer 

Laboratory, Cambridge University, England in November 1994. 

This algorithm is a block cipher encryption algorithm designed for 

minimal memory usage with process speed maximum. The TEA 

encryption system uses a Feistel network process by adding a 

mathematical function of addition and subtraction as an inverting 

operator other than XOR. It is intended to create non-linearity 

properties. Two-way shifts (left and right) cause all key bits and 

data to mix repeatedly [27], [28]. 

TEA processes 64-bit inputs at a time and generates 64 bits of 

output. TEA stores 64-bit inputs into L0 and R0 respectively 32 

bits. L0 is a Left variable for storing 32-bit input and R0 is the 

Right variable to store 32-bit keys. While 128 key bits are stored 

into k [0], k [1], k [2], and k [3] each containing 32 bits, K [0] to 

K [3] are the variables for key storage. It is assumed that this tech-

nique is enough to prevent the use of exhaustive search techniques 

effectively. The output results will be stored in L16 and R16, L16 

and R16 are Left and Right variables to store the output[30]. 

The delta number is derived from the golden number, used delta = 

(√5 -1) 231. Different multiple delta numbers are used in each 

round so that no bits of the multiplication does not change regular-

ly. In contrast to the Feistel structure which initially operated only 

one side, i.e. the right side with an F function, in the TEA algo-

rithm both sides are operated with a similar function. 

3. Results and discussion 

To perform encryption, the process begins with 64-bit bright-bit 

input of the text. Then 64-bit bright text is divided into two parts, 

i.e., the left side (L0) as much as 32-bit and the right side (R0) as 

much as 32-bit. Each piece of bright text will be operated inde-

pendently. R0 (z) will be shifted left four times (4) and added with 

the key k [0]. Meanwhile, z is coupled with sum (delta) which is a 

constant. This addition result is XOR with the previous addition. 

Then it is XOR with the result of the addition of z which is shifted 

to the right by five (5) times with the key k [1]. The result is then 

added with L0 (y) which will be R1. 

The left side will experience the same process with the right side. 

L0 (y) will be shifted left four times (4) then added with k key [2]. 

Meanwhile, Y plus the sum (delta). The result of this addition is 

XOR with the previous addition. Then it is XOR with the result of 

the addition of Y being shifted to the right by five (5) times with 

the key k [3]. The result is then added with R0 (Z), which will be 

L1. The encryption process is as follows: 

Plaintext = rembulan 

Key = RIDHO ADI PUTRAA 

For plaintext into 2 (two) parts  

R = REMB 

L = ULAN 

After that for the 4 (four) key part so as below 

K [0] = RIDH 

K [1] = OspasiAD 

K [2] = IspasiPU 

K [3] = TRAA 

After that change the plaintext into binary as shown in Table 1. 

 
Table 1: Plaintext Binaries and Key 

ASCII BINER 

rembulan 
R(01110010) E(01100101) M(01101101) B(01100010) 

U(01110101) L(01101100) A(01100001) N(01101110) 

RIDHO ADI 

PUTRAA 

01010010 01001001 01000100 01001000 01001111 

00100000 01000001 01000100 01001001 00100000 

01010000 01010101 01010100 01010010 01000001 
01000001 

Cipher R (Z) = 01110010 01100101 01101101 01100010 

Cipher L(Y) = 01110101 01101100 01100001 01101110 

K [0]: 01010010 01001001 01000100 01001000  

K [1]: 01001111 00100000 01000001 01000100 

K [2]: 01001001 00100000 01010000 01010101  

K [3]: 01010100 01010010 01000001 01000001 

After that, Z cipher will experience a shift bit to the left as much 

as [4] bits and to the right as much as 5 bits, the following results. 

Initial Condition Cipher R (Z) = 01110010 01100101 01101101 

01100010 

After the shift left and right to: 

Zsl (Z shift left): 00100110 01010110 11010110 00100111 

Zsr(R shift right): 01001100 10101101 1010110001001110 

Zsl is added with the value of K [0] as below:Zsl: 00100110 

01010110 11010110 00100111K [0]: 01010010 01001001 

01000100 01001000 

01110110 01010111 11010110 01110111Zsr is added with the 

value of K [1] so as belowZsr: 01001100 10101101 10101100 

01001110 

K [1]: 01001111 00100000 01000001 01000100 

01001111 10101101 11101101 01001110Then Cipher R (Z) does 

not experience a bit shift added with a delta number, where the 

delta numbers are constantly used, i.e., F9A3B4E7 or in binary 

11111001 10100011 10110100 11100111. 

R (Z): 01110010 01100101 01101101 01100010 

Delta: 11111001 10100011 10110100 11100111 

11111011 01100111 01111101 11100111 

Then in XOR it is with Zsl cipher plus K [0]: 

Results R (Z) + Delta: 11111011 01100111 01111101 11100111 

Results Zsl + K [0]: 01110110 01010111 11010110 01110111 

Sum Result: 11111111 01110111 11111111 11110111 

Next is to do XOR of Zsr cipher plus K [1] 

Results R (Z) + Delta: 11111111 01110111 11111111 11110111 

Results Zsr + K [1]: 01001111 10101101 11101101 01001110 

Sum Result: 11111111 11111111 11111111 11111111 

For the L (Y) cipher, the process is necessarily same as the R (Z) 

cipher, i.e., the L (Y) cipher is also shifting a bit to the left as 

much as 4 bits and to the right as much as 5 bits. 

Cipher L (Y): 01110101 01101100 01100001 01101110, the value 

of the cipher is shifted by 4 bits and 5 bits, and it will produce the 

value of shift as below 

Ysl: 01010110 11000110 00010110 11100111 

Ysr: 10101101 10001100 00101101 11001110Lsl is added with k 

[2]: 

Ysl: 01010110 11000110 00010110 11100111 

K [2]: 01001001 00100000 01010000 01010101 

01011111 11100110 01010110 11110111 

Ysr is added with k [3]: 

Ysr: 10101101 10001100 00101101 11001110 

K [3]: 01010100 01010010 01000001 01000001 

11111101 11011110 01101101 11001111 

Ciphers L (Y) that do not experience shifts added to delta 

Binary L (Y): 01110101 01101100 01100001 01101110Binary 

Delta: 01011111 11001111 01011111 11110111 

01111111 11101111 01111111 11111111 

Then the value of the above calculation coupled with the value of 

K [2] 

Result L (Y) + Delta: 01111111 11101111 01111111 11111111 

Results Ysl + K [2]: 01011111 11100110 01010110 11110111 

Result: 11111111 11111111 11111111 11111111 

Next is to do the XOR of the Ysr cipher plus K [3] 

Result L (Y) + Delta: 11111111 01110111 11111111 11110111 

Results Ysr + K [3]: 11111101 11011110 01101101 11001111 

Result: 11111111 11111111 11111111 11111111 

The result of the R (Z) cipher is added with an unshifting L (Z) 

cipher, which the result will be the L1 (Y1) cipher for the next 

round. Similarly, the end product on the L (Y) cipher will be add-

ed with the non-shifting R (Z) cipher to be the R1 (Z1) cipher in 

the next round: 

R (Z): 01110010 01100101 01101101 01100010 

L (Y): 01110101 01101100 01100001 01101110 
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01110111 01101101 01101101 01101110 → L1 (Y1) 

L (Y): 11111111 11111111 11111111 11111111 

R (Z): 11111111 01110111 11111111 11110111 

11111111 11111111 11111111 11111111 → R1 (Z1) the end 

result is as follows: 

L1 (Y1) = 01110111 01101101 01101101 01101110 

R1 (Z1) = 11111111 11111111 11111111 11111111Process the 

decryption of the TEA algorithm as well as the encryption process. 

It's just the difference in the key scheduling is the encryption pro-

cess for cipher R that has shifted bits to the left as much as 4 bits 

used the key k [0] in the process description used key k [1], for 

cipher R that shift to the right as much as 5 bits use key [1] in 

process description using key k [0]. So is the case with L's cipher, 

in the encryption process for L cipher which has a left shift of 4 

bits using the k key [2] in the description process used key k [3]. 

For the L cipher, having a right shift of 5 bits the key k [3] is used 

in the description process using k key [2]. 

Example of steganography process, if a known message to be 

inserted in the form of binary = 01110111 01101101 01101101 

01101110 11111111 11111111 11111111 11111111, the next 

stage is to take the pixel value of an image, assuming an image 

with the name base64.bmp, the pixel value obtained by using mat 

lab software. 

 

 

 

45 102 157 

66 103 165 

153 169 192 

 

After getting the pixel value from the picture and perform embed-

ded using Pixel Value Differencing algorithm, the pixel in the 

image will be changed into below: 

 

 

 

96 71 167 

76 113 175 

163 179 202 

4. Conclusion 

The combination of 2 different algorithms with different processes 

can improve the security of peers from irresponsible parties, TEA 

and PVD are algorithms that can be combined and used well 

where the image media is used as the cover of the message storage 

you want to hide. The development of this algorithm is possible 

by using Double Pixel Value Differencing with other cryptog-

raphy algorithms. 
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