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Abstract

This research uses Blowfish algorithm which is part of Algorithm Encryption in cryptography. The Blowfish algorithm is part of sym-
metric cryptography, which is the key used for encryption equal to the key used for decryption. Besides the security of the file, the size
problem of a file is also a calculation. Large files can be compressed by performing the LZW compression process is one of the compres-
sion algorithms that use dictionary. The merger between the cryptographic algorithm and the compression algorithm ensures that files
cannot be viewed by unauthorized users, ensuring files can be stored in low-capacity media all of which lead to faster delivery.
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1. Introduction

Secure and secure network transmission and connectivity is a
priority when communication is made especially if there is a con-
fidential data transmission process then security is a top priority
[1]-[6]. Such information shall remain confidential during trans-
mission and shall remain original upon receipt at the destination.
To fulfill this, the process of encryption and decryption of infor-
mation are required. Data encryption is a special technique under-
taken to secure data from third parties or from other parties who
are not entitled to such data or information by using a particular
algorithm, the encryption process transforms the original data
form into a form of password that is not easily known by the lay-
man and requires an algorithm or specific methods for reading the
data [7]-[10], so the information transmitted [11], [12] during the
sending process is on the form of encrypting, so that the original
information cannot be known by the unauthorized parties. The
original information can only be known by the recipient by using a
secret key [13]-[16].

Security by using cryptography is good enough but from the speed
of delivery [17]-[20] as well as reducing the size of the original
data, this combination is expected to increase the speed of data

transmission and improve the security of the data to be transmitted.

Blowfish and Lempel-Ziv Welch (LZW) algorithms were used in
this study [13].

Blowfish is a symmetric key cryptography where is function that
use S-Box and XOR for secure message [21]-[23]. Furthermore,
in terms of compression, LZW is a lossless type compression and
use dictionary method for its process. In general the LZW com-
pression algorithm will form a dictionary during the compression
process then immediately after completion the dictionary is not
stored in the compressed file. So it can be explained that the gen-

eral principle of LZW algorithm work is to check every character
that appears and then combine with the next character into a string
if the new string is not in the dictionary or not indexed then the
new string will be indexed into the dictionary [24]-[26].

2. Methodology

Cryptography is the science and art of keeping messages safe by
applying secret techniques in writing, with special characters,
using letters and characters outside of their original form, or by
other methods that can be understood only by certain parties [27]—
[29].

Blowfish algorithm has a work like the following [30], [31]:

a) Key expansion (Key-expansion), it functions to change the
key (minimum 32-bit, maximum 448-bit) into multiple sub-
key arrays with a total of 4168 bytes (18x32-bit for P-array
and 4x256x32-bit for S-box so that the total is 33344 bits or
4168 bytes).

b) Initialize the first P-array as well as four S-boxes, sequence
with a definite string. The string consists of the hexadecimal
digits of phi, excluding the three in the beginning.

c) XOR-P1 with 32-bit initial key, XOR P2 with next 32-bit of
key, and so on for all key bits. Repeat the entire cycle of the
key bits in sequence until the entire P-array is XOR with the
key bits.

d) Encrypt the all-zero string with the Blowfish algorithm, us-
ing the sub-key that has been described in steps 1 and

e) Replace P1 and P2 with output from step 3.

f)  Encrypt step 3 output using Blowfish algorithm with modi-
fied sub-key.

g) Replace P3 and P4 with output from step 5.
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h) Continue the above steps, replace all P-array elements and
then the fourth S-box in sequence, with the results of Blow-
fish algorithm output constantly changing.

The LZW compression algorithm has the following workings:

a) The Dictionary is initialized with all the basic characters
present: {'A"'..'Z",'a'..'2','0' .. '9'}.

b) P the first character in the character stream.

c) C the next character in the character stream.

d) s the string (P + C) contained in the dictionary? If yes, then
P =P + C (combine P and C into a new string).

If not, then:

a) Output a code to replace string P.

b) Add a string (P + C) to the dictionary and give the num-
ber/code that has not been used in the dictionary for the
string.

c) PC

d) Are there any subsequent characters in the character stream?

If yes, then go back to step 2.

3. Results and discussion

Application of blowfish and LZW algorithm can be seen in Figure
1 below.

Plaintext Encn«ptxoy1 Ciphertext
(Blowfish) '
Compression Compression
(LZW) Result
Plaintext [?ecrypﬂop Decompression
(Blowfish) Process

Fig. 1: Blowfish and LZW Process Diagram.

Cryptography process using Blow-fish algorithm begins by deter-
mining the plaintext and the key that will be used, then encryption
process is done. The key forming process in the Blowfish algo-
rithm can be seen in the following pseudo-code:

Public WriteOnly Property KeyGenerate() As String
Set(ByVal Value As String)

Dim datar, dataX, j, i, K, datal, PanjKunci As Integer
Dim Key() As String

If (Nilakunci = Value) Then Exit Property

Nilakunci = Value

PanjKunci = Len(Value)

datal =0 : datar=0

Fori=0To (ROUNDS + 1) Step 2
Call Encryption(datal, datar)

Next

End Set

End Property

The encryption and decryption process is done by using the fol-
lowing pseudocode:

Private Sub Encryption(ByRef XI As Integer, ByRef Xr As
Integer)

Static j, i, Temp As Integer

Xr = XI Xor m_pBox(ROUNDS)

XI = Temp Xor m_pBox(ROUNDS + 1)
End Sub

Private Sub Decryption(ByRef XI As Integer, ByRef Xr As
Integer)

Static j, i, K As Integer
K=Xr
Xr = X| Xor m_pBox(ROUNDS + 1)
X1 =K Xor m_pBox(ROUNDS)
j=ROUNDS - 2

End Sub

Encryption process using blowfish can be seen as follow:
Plaintext= DRAGONSS
Key= 3116
Step calculation is done as follows:
a) The initialization of P-Array (P1, P2... P18) is 32 bits, like
Table 1.

Table 1: P-Array Conversion to Biner

P-array  Hexa Biner (32 bit)

P1 243F6A88 00100100 00111111 01101010 10001000
p2 85A308D3 10000101 10100011 00001000 11010011
B3 13198A2E 00010011 00011001 10001010 00101110
P4 3707344 00000011 01110000 01110011 01000100
P5 A4093822 10100100 00001001 00111000 00100010
P6 299F31D0 00101001 10011111 00110001 11010000
p7 82EFA98 00001000 00101110 11111010 10011000
P8 EC4E6C89 11101100 01001110 01101100 10001001
P9 4,53E+11 01000101 00101000 00100001 11100110
P10 38D01377 00111000 11010000 00010011 01110111
P11 BE5466CF 10111110 01010100 01100110 11001111
P12 34E90C6C 00110100 11101001 00001100 01101100
P13 COAC29B7 11000000 10101100 00101001 10110111
P14 C97C50DD 11001001 01111100 01010000 11011101
P15 3F84D5B5 00111111 10000100 11010101 10110101
P16 B5470917 10110101 01000111 00001001 00010111
P17 9216D5D9 10010010 00010110 11010101 11011001
P18 8979FB1B 10001001 01111001 11111011 00011011

b) Initialization of S-Arrays totaling 255 each in the form of
hexadecimal which is then converted to binary, like Table 2.

Table 2: S-Array to Biner

S-Array Hexa Biner

S1,0 D1310BA6 11010001 00110001 00001011 10100110
S1,255 6E85076A 01101110 10000101 00000111 01101010
S2,0 4B7AT70E9 01001011 01111010 01110000 11101001
S2,255 DB83ADF7 11011011 10000011 10101101 11110111
S3,0 E93D5A68 11101001 00111101 01011010 01101000
S3,255 406000E0 01000000 01100000 00000000 11100000
S4,0 3A39CE37 00111010 00111001 11001110 00110111
54,255 3AC372E6 00111010 11000011 01110010 11100110

C) Plaintext = DRAGONSS
Table 3 shows plaintext in hexa and biner.

Table 3: Plaintext to Biner

Character Hexa Biner

D 44 01000100
R 52 01010010
A 41 01000001
G 41 01000111
(0] 47 01001111
N af 01001110
S 53 01010011
S 53 01010011

d) splitinto 2 part, name it XL and XR
XL =01000100 01010010 01000001 01000111
XR =01001111 01001110 01010011 01010011
e) Key generation:

Key: 3116

Table 4: Key Conversion to Biner
Character Hexa Biner
3 33 00110011
1 31 00110001
1 31 00110001
6 36 00110110
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Table 4 shows key conversion to biner. Biner: 00110011
00110001 00110001 00110110
f)  Sub-key for first iteration:
P1=P1XOR key
P: = 00100100 00111111 01101010 10001000
XOR
00110011 00110001 00110001 00110110
P1=00010111 00001110 01011011 10111111
g) Sub-key for another iteration:

P2 = P2 XOR P1
P>, =10000101 10100011 00001000 11010011
XOR

00110011 00110001 00110001 00110110

P> =10110110 10010010 00111001 11100101

Pseudocode and process above are part of all process from blow-
fish and LZW, the application is designed by using Visual
Basic.Net programming language, for the results of Blowfish and
LZW application testing can be seen in Figure 2.
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Fig. 2: Encryption and Compression Form.

Figure 2 shows the file information before the encryption and
compression process, the next process is to secure data or files
with the process of encryption and compression and the result will
be save with filename and location that has been set before pro-
cess encryption and compression.

4. Conclusion

The combination of Blowfish and LZW algorithms can manipulate
and minimize data or files that user want to transmit over the net-
work or through other media, this combination is also very likely
to be developed in order to produce better security because the
compression principle also changes the original form of data to
other ben- not easily known by irresponsible parties.
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