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Abstract

Smart Grid (SG) involves complex controls and communications. These controls include both the local as well as global controls. SG in-
volves a two-way communication system at each stage and that is one of the advantages over the conventional utility grid. However, due
to this two-way communications, the issues such as complexity, data gathering and management, etc, are introduced into the SG system.
Therefore, this new grid requires a more complex and control operation. The objective of this paper is to evaluate various control systems,
communication technologies, and real time measurement tools that are involved in the SG. This paper also performs the cost benefit
analysis (CBA) of the control and communication schemes involved in the SG. The paper evaluates the latest tools for control and com-
munications that are available, and it also evaluates the issues and challenges relative to it.
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1. Introduction

Smart Grid (SG) is similar to a conventional utility grid in all as-
pects, however, new real time communication devices and ad-
vanced control devices added to the conventional grid and it be-
comes the Smart Grid. Renewable energy is the need for today’s
grid. With the growing demand every day, it is almost impossible
to meet the supply and demand gap without this renewable energy.
Moreover, the renewable energy is an unlimited source of energy
and with almost no pollution. Power electronic devices are also
plays a vital role in the SG [1]. With the varieties of energy
sources, the power electronics play an important part in energy
conversion. The renewable energy is produced through the har-
nessing of natural products. Usually, it does not create pollution.
Moreover, it is available in unlimited amount. Renewable energy
is key in the generation mix to meet the energy demand and the
decarburization targets. Renewable energy production is increas-
ing gradually and it is replacing conventional sources as main
stream sources in many areas of world. It sometimes suffers from
reliability problem but it can be solved with efficient storage op-
tions [2-3].

The main concern about the integration of renewable energy
sources (RESs) to the utility grid are their variability and uncer-
tain. Therefore, they need a prominent control technologies for the
deployment of RESs, for their reliable and high performance oper-
ation [4]. Reference [5] describes the review of recent literature on
the integration of RESs to the SG system. Reference [6] presents
an approach for the optimal use of SG technologies to integrate
RESs into the existing electrical grid, by considering their tech-
nical status, applicability, costs and market maturity for different
uses. Reference [7] explores the potential applications of Power
Line Communication-based Advanced Metering Infrastructure
(AMI) system beyond metering of the available channel. A com-
prehensive review of energy management strategies and grid inte-
gration of microgrids is presented in [8]. An overview of various

renewable energy sources (RESs) and their efficient utilization are
presented in [9].

Reference [10] presents the security and control aspects of the SG,
by including the SG architecture, communications and networking
features. The SG system and its implementations using the Indus-
trial, Scientific and Medical (ISM) band is described in [11]. Ref-
erence [12] introduces about the SG and it's associated socio-
economic, environmental, technical and other non-tangible bene-
fits to the society. The implementation of home energy manage-
ment system and it's relation with the SG technology, and it's role
improve the reliability of power systems is described in [13]. The
challenges of system operators and energy planners, i.e., technical,
economic, policy, and regulatory are addressed in [14]. The objec-
tive of reference [15] is to disclose in a clear and clean way that
what SG is and what kind of communication methods are used.
The requirement of Information and Communication Technology
to ensure a two-way communications to collect data from the me-
ters and sensors located in the grid is presented in [16].

The effectiveness and implementation of a SG depends mostly on
the proper development and utilization of a communication and
networking system, which controls, monitors and manages the
operations of the utility grid. The aim of this paper is to review the
control and communication technologies of a system in the con-
text of SGs and RESs. This paper also discusses the advanced
control and communication techniques that optimize the operation
of RESs based SGs.

The rest of this paper is organized as follows: Sections 2 and 3
presents the control and communication aspects of renewable
energy based Smart Grid (SG), respectively. The computation and
performance assessments of SGs are presented in Section 4. The
cost benefit analysis of control and communication technologies is
presented in Section 5. Finally, the conclusions are presented in
Section 6.
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2. Control in renewable energy based smart
grid

The control is a basic part of both conventional and smart grids.
Especially, the Smart Grid (SG) involves many communication
and real time devices. The SG is conceptualized as a cyber-
physical system which facilitates and supports the enhanced re-
sponsiveness and controllability of highly distributed resources
within the power systems. Moreover, with advent of new tools
such as Phasor Measurement Units (PMUSs), the control can be
local as well as global. The involvement of RESs makes it more
difficult due to the uncertainty involved with it. Therefore, the
new control strategies with new optimization tools such as adap-
tive dynamic programming, stochastic programming, heuristic
programming and evolutionary programming are suggested by
researchers as a solution to this problem [17]. The use of RESs as
distributed generation burdens the Distributed Managements Sys-
tem (DMS) with some activities of Energy Management System
(EMS). The DMS is now more complicated in the sense that it
needs to be coordinated with the EMS to economically dispatch its
distributed energy resources, while maintaining the quality and
reliability of power delivery.
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Moreover, the SG involves local as well as global control schemes.
Sometimes, fault doesn’t last for a long time and it does not in-
volve large part of the grid. Hence, during such condition, the
system operator (SO) that controls the grid centrally does not need
to notify and he should not be held responsive for such micro level
control operation. If local control settings are strong enough, such
faults can be solved in minimum time with least affected area.
However, some major faults that can affect the whole system and
if not attended immediately may invite major blackouts, and they
should be reported to the system operator (SO) and a control ac-
tion should be initiated automatically and immediately through
global control system [18].

New devices such as Phasor Measurement Units (PMUSs) help in
Wide Area Measurement and Control. Also, some of the utilities
take help of Geographical Information Systems (GIS) for locating
the fault and initiating control action. Figure 1 depicts various
advanced control devices used for controlling the renewable ener-
gy based SG. The brief description of these advanced control de-
vices are described in Section 2.1.
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Fig. 1: Control In Renewable Energy Based Smart Grid.

2.1. Advanced control devices
2.1.1. Wide-area measurement systems (WAMS)

The modern superposition and control tools are required to in-
crease the utilization, for example WAMS are used to allow the
networks to operate closer to its capacity while maintaining the
system security. The WAMS technology is used to obtain the data
and also to extract value from it. By using the WAMS, one can
constantly monitor the system and an instant/immediate action can
be taken if some failures are detected, and this is the major ad-
vantage when compared to the Supervisory control and data ac-
quisition (SCADA) system. These are required, especially to avoid
the system-wide black outs. WAMS enables us to observe the
power system synchronously in more elaborate time scale. They
need data to be sent and captured at very fast rate.

The WAMS consists of phasor measurement unit (PMU) and
phasor data concentrator (PDC). PMU uses synchronization sig-
nals from the global positioning system (GPS) and provides the
phasor voltages and currents measured at substation. PDC is a
node in the system, where the phasor data from a number of
PMUs or PDCs correlated and fed out as a single stream to other

applications. It performs real-time monitoring, quality checks on
phasor data, local archiving, alarming and event triggering [19].

2.1.2. Advanced metering infrastructure (AMI)

AMI technology is the integration of many technologies which
provides an intelligent connection between the consumers and
system operators. By using the AMI data, the SOs can improve the
customer service by refining the asset management and operating
processes of the system. The AMI system has automatic meter
reading (AMR) and meter data management (MDM) functions. It
provides the link between the generation and storage resources;
and utility grid and customer loads. This kind of link is the re-
quirement of a modern grid. The main functions of AMI include
remote meter programming, hourly remote meter reading, load
control, price signals sent to the customers, customer voltage
measurement and outage detection [20].

2.1.3. Advanced distribution management system (ADMS)

The ADMS is a unique product which has various fundamental
parts such as basic distribution management system (DMS), ener-
gy management system (EMS), power control system (PCS), out-
age management system (OMS), demand response management
(DRM) and supervisory control and data acquisition (SCADA).



1278

International Journal of Engineering & Technology

The clarity provided by the DMS helps to improve the operator
efficiency, increased usage, improved reliability and control room
operations. DMS plays a vital role in system integration and out-
age prevention. The ADMS is formed based on the SG solution
concept [21].

2.1.4. Outage management systems (OMSs)

The OMS is a computer based software system used by the SOs to
reduce outage times and to help system restoration. It uses geo-
graphic information system (GIS), AMI and SCADA and the cus-
tomer information systems (CIS). OMSs are used by the utilities
to aid in system handling and repair. OMS includes the computer
program to help the decision making process by assessing where
the trouble exist, how extensive the outage is, and helps to identify
the affected customers, prioritize restoration, calculating restora-
tion time and managing crews and other resources [22].

2.1.5. Energy management systems (EMSs)

EMS is required for the industries to use less energy for the same
level of activity and also to monitor and control. By using EMS
software, one can monitor different areas of various departments
which are consuming high energy. EMS gives the clear picture of
energy costs, and it helps to optimize and monitor the electrical
parameters to achieve cost reduction. The advantages of EMS
include easy configuration and maintenance, maximum power
demand analysis, and the graphical display of energy consumption.
By using the EMS, better planning of contingencies is possible.
The contingency module of EMS helps to handle the emergency
online. Improved SCADA system s possible by using the EMS
output and hence the improved decision making process is possi-
ble in real-time.

2.1.6. Intelligent electronics devices (IEDs)

The IEDs are used to increase the availability, power quality in
distribution systems. They have several functionalities such as
metering, monitoring, protection, serial communication, control
functions and logics. The data collected by the IEDs from the
customers and the network allows the network reconfiguration
locally or by the command from the control center.

2.2. System security controls

The security constraints that need to be considered in the renewa-
ble energy based SG are presented next:

2.2.1. Overvoltage control

The SG should have self-healing and self-restoration qualities. It
should monitor at each single corner of the system for abnormali-
ties to self-heal or self-restore. Therefore, it needs to check voltage,
current, phase angle, and frequency at each node of the grid. And,
also it should compare the obtained quantity with the over voltage,
over current quantities at that particular node. If the abnormalities
were found, the control action should be initiated immediately and
automatically. For the global control, PMU can help to measure
voltage and phase angle for wide area. For the local control, CTs
and PTs, various meters, transducers connected at each level can
help to initiate relay, circuit breaker or any other protective device
operation [23].

Moreover, the SGs will be inclusive of stochastic behavior due to
the RESs and randomly changing loads. Hence, to carry out the
control operation in this environment it requires calculating the
dynamic optimal power flow continuously. This can be achieved
with the help of next generation optimization tools such as adap-
tive dynamic programming (ADP), stochastic programming (SP),
mixed integer programming (MIP), evolutionary or heuristic pro-
gramming [24].

2.2.2. Security measures

Security measures involve addition of latest devices into the sys-
tem such as PMUs. PMUs can measure quantities of voltage and
phase angle for large area. It can also compare quantities of one
area with other and that can help to catch abnormality immediately.
It also allows monitoring through the graphs, signals, and charts,
etc. Hence, the monitoring is easy and convenient. We can also
take help of latest optimization tools to calculate the power flow
and optimal power flow (OPF). That will enhance the system with
ideal conditions. Therefore, we can easily find abnormal values at
each end and it can be corrected before it becomes an issue of
major concern. While managing the system with RESs, we should
include the advanced storage options such as supercapacitors,
storage batteries, hydrogen storage, hydro storage, compressed air
energy storage, flywheels, etc. In case of fault, these sources can
help to compensate for short coming power needs.

2.2.3. Contingency analysis

Contingency analysis is an important part of control system design.
While designing the SG control system, extra effort should be
given to the contingency analysis. Contingency analysis gives the
extreme values for line parameters which a system can withstand.
Also, through contingency analysis one can rank them to see if
one or more abnormalities are going on parallel which should be
attended first.

3. Communication in renewable energy based
smart grid

Communications are the strongest part of SG. In fact, the SG is
known by its communication skills. The communication system
will be vulnerable to both the physical as well as the cyber-attacks
and sufficient layers of security should be provided to handle these
vulnerabilities. Moreover, the open source information also direct
attacks to the grid and special care and attention should be devoted
to these issues before the virtual SG becomes actual SG. Moreover,
the grid is vulnerable to natural calamities such as tornadoes,
earthquakes, tsunamis, storms and other such situations. These
conditions causes major blackout for large areas and it can last for
longer duration.

The utility network is Wide Area Network (WAN) with head to
toe communication systems involved. The WAN (integrated
communications for data transport) has the following components
with different functionalities [25]:

e Distributed Energy Resources (DERs): The DERs has dis-
tributed generation (DG), RESs and advanced storage tech-
nologies.

e  Electrical Power Distribution System: It has distribution au-
tomation (DA) and microgrids.

e Utility Data Center: It has data storage, management and
analysis.

e Utility Control Center: It has Energy Management Systems
(EMS), grid monitoring and control applications.

e  Power Substation: It has Supervisory Control and Data Ac-
quisition (SCADA) and substation automation networks.

e  Customer End: Customers has the ability to access automat-
ic meter reading (AMR), home area networks (HAN), and
demand-side management.

The SG involves several real-time devices such as PMUs, smart
meters, SCADA, DMS, EMS and many more including real time
sensors and power electronics devices. They work altogether to
achieve the SG objectives. Real time measurements, monitoring
and control are the special features of SG. It involves latest com-
munication and real-time devices that makes the control operation
fasters and facilitates the grid with self-healing and self restoration
qualities.
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3.1. Geographical information system (GIS)

Spatial data systems, including the GIS, have been used success-
fully by the utility companies, government agencies and many
other industries for more than three decades. Systems based on
spatial technology have a positive impact on a wide variety of
business processes, ranging from marketing to environmental
management. Spatial systems bring geography into play within the
business processes of a company or organization while enabling
data to be visualized more effectively.

SG analytical software such as DMS and outage management
systems require high-quality data to provide the right answers. By
using the functionality inherent in GIS, the SG technology will
start with better-quality data and should, in turn, produce better-
quality analytics and operational decisions. In this new SG envi-
ronment, the state estimation (SE) should include the features such
as capable of detecting topology errors, detecting multiple bad
data, detecting combinations of three types (topology, parameter,
measurement value) of bad data, solving leverage point problem,
solving short line problem, solving interacting and confirming bad
data, and capable of on-line applications [26].

3.2. Phasor measurement unit (PMU)

PMU uses synchronization signals from the global positioning
system (GPS) and provides the phasor voltages and currents
measured at substation. PMUs can have different data rates such
as 10, 30, 60 frames/sec. As PMUs use the GPS system, it is accu-
rate to within 1 microsecond at any location on earth. PMUs pro-
vide wide-area situational awareness for SOs, improves the state
estimation and accuracy of EMS applications as direct data is
more accurate and overcomes the modeling delays. PMUs also
have the capability of post-disturbance capability. PMUs provide
the synchronized wide-area power measurements. They present
measurements as frequency as 30 times in each second. For the
SG development at transmission level, PMU deployment plays a
vital role for achieving SG goals such as increased system security,
efficiency and reliability. PMUs measure synchronously various
components such as phase voltages and currents, positive se-
quence voltages and currents, local frequency and the rate of
change of frequency and circuit breaker status, etc [27-28].

3.3. Remote terminal unit (RTU)

The SCADA system collects measurements data and the status
from the process and it also remotely intervene in the process.
RTU is a microprocessors controlled device that interfaces objects
in the practical world to a SCADA by transmitting data to the
system. The architecture of RTU consists of CPU, volatile and
non-volatile memory for processing and storing programs and data.
RTU collects the site data and sends it to the station via a commu-
nications system. Hardware module of RTU includes CPU, analog
input and output module, digital input modules, power supply
module and communication interfaces [29].

3.4. Smart meters

Smart energy meter gives actual power consumption and accurate
billing with real time monitoring of electricity uses. It saves time
and also cost effective. Measuring the electricity using the smart
meter can control the supply remotely and it can cut-off when it is
necessary and it is called as the automated meter reading (AMR).
AMR uses the one-way communication, i.e., it collects data only
from the electrical meter to the utility. Whereas, the new technol-
ogy called advanced metering infrastructure (AMI) uses the two-
way communication and it collects the data from both mater and
consumer. Smart meter collects data locally and transfer via a
local area network (LAN) to a collection point. The gathered data
is used for billing, service monitoring and planning. In future, the
smart meter will be a part of 10T (internet of things) interacting

multiple aspects of human needs service to satisfy all such needs
[30].

4. Performance assessments for smart grid

Performance indices must be calculated and finalized for SG. Dif-
ferent researchers, industry experts calculates performance meas-
ure differently and hence there is not a unique term exists which
can state SG performance. SG performance should be evaluated in
all aspects, i.e., safety, maintenance, operation, control, reliability,
vulnerability, stability, resiliency, etc. and if possible a unique
performance index should be developed that can state performance
of the grid with respect to all above parameters. Various perfor-
mance assessments of SG are presented next [31]:

4.1. Voltage control

Voltage control can be obtained through the Var compensators,
capacitors, switching of load, installation of new transformer, new
line or new substation. Real time Voltage Stability Indices (VSI)
can be calculated through the dynamic power flow/OPF or ad-
vance devices such as PMU. VSI will give stability limits of the
system and we can find out how far is the system from instability
[32-33].

4.2. Frequency control

Frequency control can be performed through the load frequency
control method. Hence, the frequency can be controlled through
controlling load, i.e., load shedding, transfer of load, use of avail-
able storage options, connection of distributed generation (DG) if
possible, etc. Therefore, by controlling the load at the point we can
control the frequency.

4.3. Protection control

Protection control can be obtained through latest microprocessor
relays, circuit breakers and other protecting devices. Operation of
these devices can be coordinated with SCADA and EMS for better
protection.

4.4. Stability control

Voltage regulator is a device that maintains constant voltage. Sup-
ply voltage fluctuations have emerged as a serious cause for con-
cern in high performance processor design. Stability control can
be achieved through various performance indices, which gives the
measure of system stability such voltage stability index, angle
stability index, vulnerability index, reliability index, etc. The SG
is a virtual concept and only a few working SG in the world.
However, before it becomes a reality, a model needs to be devel-
oped for it, which can mimic its behavior, issues, challenges and
its operation in real time. This model should take into considera-
tion all characteristics of the SG. It will help to improve perfor-
mance on the SG. This model will be inclusive of all the mathe-
matical relations exist in SG from simple line parameters to state
estimation (SE) and PMU.

5. Cost benefit analysis of control and com-
munication in smart grid

If we consider all the equipments that need to be installed for
communication and control operation can be found out the cost
benefit analysis (CBA) for the SG, i.e., PMU costs, smart meters
costs, relative communication infrastructure, relative protection
systems, RTU, etc. if we consider cost for all of this and compare
it with the benefits obtained through the installation of these de-
vices. This methodology is based on the use of computer models
that simulate the specific characteristics and behaviors of repre-
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sentative parts of SG. Worst case analysis should also be carried
out to have a better idea of CBA, i.e., we should consider that after
installing everything if grid performance doesn't changes much in
such situation benefits obtained will be minimal. Physical benefits
can also be converted into societal benefits or utility economic
benefits. CBA should be carried out under different situation and
with different contingencies applied [34-36].

If we consider all the equipment that needs to be installed for
communication and control operation we can find out the CBA for
the SG, i.e., PMU costs, smart meters costs, relative communica-
tion infrastructure, relative protection systems, RTU, etc., if we
consider cost for all of this and compare it with the benefits ob-
tained through installation of these devices. This methodology is
based on the use of computer models that simulate the specific
characteristics and behaviors of representative parts of SG. Worst
case analysis should also be carried out to have a better idea of
CBA, i.e., we should consider that after installing everything if
grid performance doesn’t changes much in such situation benefits
obtained will be minimal. Physical benefits can also be converted
into societal benefits or utility economic benefits. CBA should be
carried out under different situation and with different contingen-
cies applied [37].

6. Conclusions

Novel control strategy and communication systems are major part
of the smart grid (SG). The bulk power system is facing tremen-
dous challenges in operation and planning as a large number of
renewable/distributed energy sources are integrated into the sys-
tem. With advent of new technology and tools, the grid becomes
smart at the same time these tools and technologies adds relative
complexity to power system behavior as well. This paper presents
the challenges and issues related to the control and communication
for SG. The next-generation control architecture for future power
grid with massive renewable energy sources (RESs) is presented
in this paper. It provides the state-of-the-art RESs into the system
and the recent control and communication technologies in the
renewable energy sources based SG. The cost benefit analysis
(CBA) is carried out by different researchers motivates the in-
vestment done for control and communication technologies in SG.
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