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Abstract 
 

Delay tolerant networks are widely used in mobile communications because of network withstanding capability of delay. However, when 

the connectivity of nodes increases, data loss may occur while transmission. Due to the malicious behavior of nodes the data may get 

permanently lost, which is known as black hole attacks and there is a chance to partial data loss because of the lower energy level of a node, 

which is known as a gray hole attack. In existing work, the data capacity of a node is not limited, so most of the highly energy efficient 

node contains a huge amount of data, when compared to other nodes which may lead to random attack. To overcome this, we propose a 

subjective capability model (SCM) for each and every node to limit the capacity of each node. ASF-DTN prevents collision attack and 

injection attack by implementing Kalman filtering, which can statistically analyze the behavior of nodes while each and every transmission. 

Here, we propose an effective node optimization scheme using genetic algorithm with a fitness function to find out energy efficient nodes 

among the optimal path for effective communication and its performance. 
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1. Introduction 

A Delay tolerant network is a collection of nodes, but most of all 

the characteristics of each node are different due to the energy level, 

distance and circumstances [1]. The DTN networks are widely used 

due to its outstanding performance. Delay tolerant networks are vul-

nerable to malicious attacks such as collision attack or data injecting 

attack, black hole attack and gray hole attack [2]. Due to the mali-

cious behaviors of node, the network architecture may misbehave 

[3]. There arises a lack of communication between the nodes in 

DTN architecture due the following reasons [4]. 

1) Attacks or malicious behavior of nodes 

2) Non Optimized Data path 

Here we describe the brief explanation about both two scenarios  

2. Attacks or malicious behaviors of node 

Due to the black hole attacks [5] the entire data packets that have 

been transferred from source node to destination node gets dropped. 

[6] It may happen due to the hackers or due to the lower energy 

level of the sensor nodes. Likewise, gray hole [7], [8] attacks occur 

due to either the malicious activity or else by poor state of the node. 

Data collision or data injection attacks are widely discussed now 

days. It is a scenario in which the malicious user can inject data into 

the encrypted content. This happens, when a hacker can’t find out 

or decrypt the content. When the data is injected into the encrypted 

data, mostly it becomes to be unrecoverable. It becomes very com-

plicated to recover the original data that has been routed from the 

destination. 

3. Non optimized data path 

When the data is forwarded to the destination in a longer path or 

else via the shortest path, which contains non energy efficient 

nodes, then it may lead to delay and when the path size is increased, 

the transmission efficiency will degrade i.e. (pα ). Let the number 

of paths (p) is increased then the transmission rate (r) will decrease. 

Both are inversely proportional and here NE denotes non-energy 

efficient node. Equation illustrates below illustrates this scenario. 

 

r = n/ (p1/n+p2/n+p3/n)-NE                                                         (1) 

 

Where transmission efficiency depends on the probability of con-

nected node in a network and the energy efficiency of a new node. 

4. Related work 

Various methodologies are proposed to provide a flexible routing 

mechanism even in the presence of various kinds of attacks. But 

there were some limitations and drawbacks. ASF-DTN proposed by 

considering all the issues in our existing work. In this section we 

present some existing schemes along with their limitations 

Li and Das developed a trust management scheme [13] which mon-

itors the forwarding behavior of a node to its next node and that are 

all updated frequently for the reliable transmission but it can’t with-

stand against black hole and gray hole attack. Li et al. [14] devel-

oped an encounter model to detect a black hole attack in delay tol-
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erant networks, but it’s not applicable for large scale DTM’s. En-

counter record maintenance is not scalable, it is vulnerable to injec-

tion attacks. 

Li’s developed a mitigating routing scheme [15] in which a node’s 

behavior is always monitored by a contact node. Contact node is 

responsible for the overall functionality of a network. If a node 

transmits a data to another node, then the data forwarding node 

sends the acknowledgment to the contact node and the receiver 

node also sends an acknowledgment to the contact node. Acknowl-

edgment contains received packet information, forwarded path in-

formation and the route information to the destination. If the packet 

size doesn’t match with the source content, then it will raise an alert 

to the contact node, then contact node sends the data in alternate 

path. But it does not propose to solve node optimization issues.  

Tie que and aoyang proposed a scheme called ROSE that works 

based on node degree and angle sum calculations for classifying 

highly energy efficient node among DTN network nodes. So that, 

the source can pass the data to the destination rather than passing 

via all possible paths. It provides a security against various attacks 

with the help of node authentication scheme. The nodes are formed 

into a cluster by its radius level. But this method does not provide 

security against black hole and gray hole attacks and it is not suita-

ble for energy efficient node optimization.  

Probabilistic anomaly detection [16] was proposed by Gao, Zhu, 

Xiao, Du and Lu which provide trust based authentication services 

based on the contact information and the transmission history of 

each node. Its authentication providing scheme, is a kind of proba-

bilistic approach because it provides authentication based on con-

nection probability between the new node to node clusters. The 

works [17], [18], [19] utilizes the centralized encounter record in 

which a transmission history is updated in the routing table for each 

and every transmission .But there may be a chance to modify the 

encounter table illegally. ASF-DTN is proposed by considering all 

the issues in the existing system, and the performance of ASF-DTN 

is compared with its related existing works that is discussed in sec-

tion V. 

5. Proposed work 

To overcome the issues here we propose ASF-DTN framework 

which provides subjective capability, i.e. each node should con-

sume or contain the subjective amount of data to overcome the ran-

dom attacks. This framework also consists of ASF-KF (Kalman fil-

tering) which can statistically analyze the data transmission history 

(TH) of each node for every transmission. ASF-DTN is flexible to 

monitor the optimized energy efficient node by implementing GA-

FF (Genetic Algorithm with Fitness Function). 

5.1. Subjective capability model (SCM) 

The Subjective capability framework that we are proposing in ASF-

DTN can withstand against random attacks as well as malicious at-

tacks. In random attacks, nodes are attacked by a random manner 

rather than the subjective attack i.e. malicious attack. [9], [10]. 

To achieve the energy efficient network architecture, the radius of 

sensor nodes should be wide to get connected with 60% of the nodes 

in a delay tolerant network. To satisfy the above condition, SCM 

model clusters the network into partitions, where each cluster con-

nects with all other clusters. Unlike our existing methodologies, our 

proposed framework will enhance the energy efficiency of delay 

tolerant networks. 

SCM model limits the energy consumption of each node to avoid 

malicious node that may consume high energy when compared to 

all other nodes. When a node wants to join in a cluster it should 

have some high energy efficient node nearby. It should also capable 

of perceiving all the information of its neighborhood node. Assume 

node 1 is a highly energy efficient and node n is the newly requested 

node to join in a nearby node cluster. The equation illustrated below 

defines the connection probability of new nodes in a network. 

 

CP (  ) =  

 

                                                                                        (2) 

 

Where, CP represents the connection probability of a new node,CP 

(Nn1) represents the connection probability of node n1 with other 

nodes and Dn represents the distance value from node 1 to the new 

node. 

Algorithm: SCM 

Input: No of nodes N,Node cluster,Radius r 

Procedure: DTNbuild () 

For all t €  

If time  is not expired with r 

Calculate deg (m)  

If node degree (m, <Min thresh (m) & &CP (m) ≈1) then 

Cluster m into c 

For d=1 to n 

Broadcast (d -> c) 

Else  

Ignore m 

End for 

End if 

End procedure 

Adaptive SCM 

Proposed SCM is an adaptive framework, if the value of connection 

probability decreases (CP) or distance value increases, then the au-

thorized node removes the inefficient node from its network parti-

tioned cluster. 

 

 
Fig. 1: SCM Model. 

 

 High energy efficient node 

 Less energy efficient node 

 

Adaptive SC Algorithm 

CP (m) ≈1) then 

Step 2: For d= [1] to n 

Step 3: Cluster m into step 4: Broadcast (d -> c) 

Else 

For d=1 to n 

Remove m from c 

Where each connection requires the degree of existing node and 

connection probability of a new node with its neighborhood node 

partitioned cluster. Thresh (m) is fixed based on the DTN level of 

architecture. When CP (m) ≈1 or CP (m)>0.7 then, it provides better 

node link connectivity and it provides efficient transmission. For 

each transmission, connection probability and node degree are cal-

culated and the architecture of DTN is further optimized using ge-

netic algorithm. Where, m represents the connection probability of 

a new node. If m does not satisfy the condition it will be considered 

as non energy efficient node and it will be removed by node cluster 

itself. So our proposed ASF-DTN adaptively partitions and clusters 

each and every node in a delay tolerant network based on node de-

gree and connection probability. Then the each partitioned cluster 

is grouped inside DTN. The performance of ASF-DTN is efficient, 

when compared to our existing works because ASF-DTN is the 

cluster of each partitioned cluster. 
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5.2. ASF-KF against data injection 

ASF-KF (Kalman filtering) is a kind of filtering approach that sta-

tistically analyzes the data transmission history (TH) of each node 

during every transmission. Data injection is a scenario in which the 

malicious user can inject data into the encrypted content. This hap-

pens when a hacker or decryption key of the content can’t be found, 

and then he/she may try to inject some data into the transmitted 

content. When the data is injected into the encrypted data, mostly it 

can’t be unrecoverable. It will be very complicated to recover the 

original data that has been routed from the destination. 

The cryptography mechanisms and the keys are sensitive and it can 

provide the security for data, but sometimes it fails to recover the 

original content of the transmitted message when the data injection 

occurs. Each and every transmission history (TH) of a node in a 

statistically calculated by the ASF-KF i.e., transmission history is 

being monitored by the ASF-KF model in our architecture. 

Let us consider the node 1 transmits the packets to node 4 as illus-

trated in figure 2, then the data is transmitted via node1-node2, node 

2-node3 and node3-node4 or else via node1-node7, node7-node6, 

node6-node5, and node5-node 4. Then, the TH of each transmission 

of each node is statistically computed with the help of Kalman fil-

tering, i.e.,  received packet information of node1, forwarded  

packet information, available paths from node 1 and received 

packet information of node 2 and the available paths from node 2 

and forwarded packets from node 2–node3. The calculation is com-

puted for all transmissions and the misbehavior node can be de-

tected with the help of statistical analysis record 

 

 
Fig. 2: Dtn Architecture. 

 

The architecture illustrated above represents the route details of 

DTN networks. The probability of data injection Prb(I) is calculated 

based on the transmission history of N1-N2, N3-N4, N4-N5 etc. 

The packets that have been transferred and received (I) can be de-

noted by the equation illustrated below. 

 

Prb (I) =  *100                                                  (3) 

 

Where P (FN1) denotes the data packets forwarded to node 1, D 

(RN2) denote the received data packet details, P (I) denotes the 

probability of injecting. 

Algorithm:Kalman Filtering Pseudo code 

Input: maxthres,v 

Output:Prb(I) 

Procedure: kalmonfilter () 

Step 1: For all TH 

Step 2: Find D 

Step 3: P (I) =D/D (FN1)*100; 

Step 4: If (P (I)>maxthres) then 

Block the path; 

Rise alert to source 

Step 5: Else  

Broadcast d 

End for 

End if 

Where V = maximum threshold of injection D=Differentiated value 

of data transmission rate. In this architecture path N7-N6 is mali-

cious node, i.e., when node 7 transmits the data packets to node 6 

the packets are dropped, Unlike our existing approaches [14], [15], 

[16], the proposed ASF-KF leads to block  the further transmission 

paths in DTN architecture. If a transmission founded to be a leak-

age, it raises alert to the source and it identifies an alternate path 

based on adaptive SCM node construction methodology, which is 

discussed in 3.1 so our proposed ASF-KF can effectively calculate 

the statistical analysis to each transmission. So, false data injection 

can be effectively eliminated. We will discuss the path optimization 

function in part 3.4. 

5.3. ASF-KF against black whole and gray whole attack 

Our proposed ASF model also consists ASF-IF (Iterative Filtering) 

along with ASF-KF, which can effectively identify the malicious 

node in Delay Tolerant Networks. Malicious nodes leads to data 

loss or it rises to delay in a communication network, hence it de-

grades the quality of DTN. ASF-IF provides the service quality and 

it provides integrity proof. There are two types of common major 

attacks 

1) Black hole attack 

2) Gray hole attack 

Due to the black hole attacks the entire data packets that have been 

transferred from source node to destination node gets dropped. It 

may happen due to the hackers or due to the lower energy level of 

the sensor nodes. Likewise, gray hole attacks occur due to either the 

malicious activity or else the poor state of the node. 

Standalone ASF-KF can classify the malicious node among benign 

nodes. It classifies the malicious node based on the TH value of 

each transmission. An efficient transmission’s differentiated value 

D should be 0, i.e., D (FN1)-D (RN2)=0. 

If differentiated value D (FN1)-D (RN2) is varies than a predefined 

value, then the attack is termed as a gray whole attack.  If the dif-

ferentiated value D (FN1)-D (RN2) is approximately equal to D 

(FN1) then it is termed as a black hole attack. (Predefined value is 

nothing but DTN-IF notifies each node about the data transmission 

details such as packet information that are all forwarded in a source 

and neighborhood node details, the data received by its previous 

node.) 

ALGORITHM: Iterative Filtering Algorithm 

Input D, weight vector of nodes w 

I0 

W 

Repeat 

Calculate  

Calculate  

Ii+1 

Until trustable network constructed 

Where T represents a trustworthiness of a clustered network inside 

a DTN, where the T is measured based on the distance vector value 

of each node. The trustworthiness of a DTN architecture depends 

on the node degree, distance between each node inside a partitioned 

cluster. The loop is manipulated for each and every transmission 

cycle until it convergence an energy efficient partitioned node. 

Each node in a partitioned cluster sends the acknowledgement to its 

master node (authenticated/authority node). ACK consists of the 

data forwarded from its previous node and the data received by it-

self. Master node can accurately detect the malicious node in a net-

work cluster by comparing the predefined value and the acknowl-

edgement details. 

5.4. GA-FF (genetic algorithm with fitness function) 

ASF-DTN architecture consists of GA-FF for node optimization. It 

optimizes the node after the results, i.e., any intrusions have raised 

in a node cluster then, it eliminates the malicious node and it gen-

erates a new optimized path. 
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Fig. 3: GA-FF Node Optimization 

 

In existing work [11], [12], pass the data to the destination, the 

available paths are found by the optimization technique such as, Ant 

colony based optimization,  Dijkstra’s shortest path finding ap-

proach etc. But there were no further optimization proposed after 

detecting intrusion. So the data will be passed to the entire available 

path due to the exigency. 

 Our proposed GA-FF in ASF can flexibly identify the energy effi-

cient node among the nodes cluster and it finds the optimal nodes. 

The following steps denotes the node optimization scheme of our 

proposed ASF architecture. 

6. Architecture of ASF-DTN 

 
Fig. 4: ASF-DTN Architecture. 

6.1. Node initialization-optimization 

In node optimization phase, the source and destination node are 

fixed based on the requirements. Then ASF-SCM identifies the op-

timal, highly-energy efficient paths among the multi-route DTN. It 

eliminates the less energy efficient paths adaptively without requir-

ing any approval from source node and it updates the route infor-

mation in the route table. A node can be joined into a network if it 

satisfies the specified condition of SCM model. A node should have 

the required connection probability and it should be closer to the 

network, to join in a partitioned cluster. 

Step 1: Initialization of destination 

Step 2: Cluster formulation i.e. C1 (n1, n3, n6, n7, n9), C2 (n10, 

n11, n13). 

Step 3: D calculation to avoid the black hole and gray hole attack. 

Step 4: P (I) Calculation to detect injection attacks, collision attacks. 

Step 5: Evaluation of highly energy efficient path. 

Step 6: Updating route information. 

Step 7: Pass the data to destination. 

 

6.2. Secured node authentication mechanism 

ASF-DTN consists security based certificate issuing scheme in 

which a newly joined node should perceive credentials to partici-

pate in a partitioned cluster node.  

creq 

Cer1 creq 

Cer N 

 

 
Fig. 5: ASF-DTN Security Based Authentication Mechanism. 

 

Where, creq represents a connection request of a new node, and 

master node issues certificates based on the node credentials. 

An idle node, which is high-energy efficient, considered as a master 

node. It verifies the certificate of each node while data transmission. 

So node injection attack can be avoided with the help of this 

scheme. 

6.3. ASF-DTN against various attacks 

The main module of the proposed architecture is ASF-KF, which 

can statistically analyze the TH of the each transmission in DTN 

architecture. By the mathematical analysis of TH, black and grey 

hole attacks can be identified. 

ASF architecture includes iterative algorithm which is used to ef-

fectively identify the collision and injection attacks, which are all 

discussed in earlier section-II. 

6.4. Genetic algorithm with fitness function 

It initializes the routing table, which is all updated with SCM model 

and it generates all possible highly energy efficient optimal paths 

based on the fitness probability of each node. Hence the less energy 

efficient nodes are all further filtered by GA-FF. The ASF-GA_FF 

algorithm is illustrated below, where RR represents routing table. 

Algorithm: ASF-GA_FF 

Input SCM-RT 

Process: GA_FF 

Step 1: Generate P //optimal path based on fitness 

Step 2: Computecross_over 

Step 3: Compute mutation 

Step 4: Update SCM-RT 

7. Performance analysis of ASF-DTN 

The performance of ASF-DTN is analyzed by comparing node op-

timization strategy, security implementation mechanism and trans-

mission efficiency of our existing trending methodologies such as 

ROSE, mitigating routing and encounter record based approaches 

while comparing, we can observe that ASF-DTN’s performance of 

node optimization is high when compared to ROSE’s node optimi-

zation technique because of the implementation of genetic algo-

rithms with fitness function. 
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Fig. 6: Performance Analysis of ASF-DTN. 

 

Figure 6 clearly represents the comparison strategy for security is 

high to mitigating routing technique, but our ASF-DTN method 

provides a better security service than the mitigating routing tech-

nique. The ASF-DTN’s transmission efficiency is really higher than 

other techniques. A Genetic algorithm with fitness function is 

providing better node optimization, through the ASF-DTN to us. 

8. Conclusion and scope for future work 

Delay tolerant networks are applicable for the networks, which have 

to adapt a delay. However, when the connectivity of nodes in DTN 

increases, then it leads to data loss. Owing to the malicious activity 

of a node in DTN, it is vulnerable to attacks such as black holes, 

collision attack injection attack and grey whole attack. Unlike our 

existing work, ASF-DTN proposed a subjective capability ap-

proach, which makes a threshold amount of all nodes to have passed 

a certain amount of data to avoid random attacks. ASF-DTN pro-

vided the secured transmission against  collision attack and injec-

tion attack by implementing Kalman filtering and iterative filtering, 

which can statistically analyze the behavior of nodes while each and 

every transmission .The implemented genetic algorithm with fit-

ness function evaluated the highly energy efficient optimal node in 

a DTN and the performance was compared with existing ap-

proaches. In our future work we will work to identify the behavioral 

changes of each node with digital signature based authentication 

mechanism. 
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