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Abstract

The biometric based crypto techniques extract the features from grayscale images and use those features in encryption process i.e., key
will be generated from extracted features. In attribute based crypto-systems attributes of the user like email, usernames etc....will be
treated as a public key. Secret key is associated with each attribute i.e. for email there will be a secret key and for username there will be

another secret key. In biometric based crypto systems, an access policy is built from the extracted biometric features.
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1. Introduction

Biometrics authentication systems came into existence to validate
users. Mean while Attribute-Based-Encryption is another tech-
nique in public key crypto systems. Encrypting with user biomet-
rics will enhance the complexity of crypto-system. Previously
biometrics and ABE were used separately for encryption [1, 2].
Now a day’s biometrics are used for providing authentication to
the systems where sensitive data is stored. Biometrics is the tech-
nique of applying the statistical analysis of a user biological data
in order to identify a person uniquely. Most generally used bio-
metrics are physical attributes of the user like finger prints, facial
features, hand geometry, iris templates etc....Finger print bio-
metric technique is frequently used and most affordable. Ad-
vantages of using finger print biometrics are collisions will be less
because among the biological features of a person finger prints are
the one which will not match among individuals. Two types of
portions need to be taken into consideration while extracting fea-
tures from biometrics. Curved lines seen on finger are called
ridges and the remaining part surrounding the ridges is called val-
leys. After biometric is enhanced ridges are black in color and
valleys are white in color. Process of extracting features includes
five main steps namely Image segmentation, Image enhancement,
Binarization, Thinning, Extraction [9, 10].

Image segmentation means reading image pixel-wise in order to
perform necessary actions. Images scanned may not be noise free
but sometimes noise will occur during scanning and all ridges may
not be scanned properly due to sensor problems so, image once
scanned must be enhanced to get a clear picture of ridges and val-
leys. Binarization means further enhancing image into black and
white format (binary format) and increase the color intensity. Af-
ter binarization the finger prints will look with high intensity so, it
need to be processed further to improve minutiae map involved
which is called thinning. Finally, required features are extracted
after all the enhancements are once done as shown in figure 1.

Image Enhancement
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Fig. 1: Binarization Process Flow Chart.
1.1. Binarization techniques

Binarization techniques are of two typesGlobal andLocal. Global
techniques include fixedthresholding [11], [12], [13], Otsu [14],
Kittler[14]and Local techniques include Adaptive [14], Niblack
[15], Sauvola [16], [17], Bernsen [8].

1.2. Thinning algorithm

Delete pixels inside biometric image without changing shape of
the image as shown in figure 2.Check whether neighboring pixels
of current pixel are 0 or 1 as shown in figure 2.Compute N(P1) =
P2+P3+...+P9 which is number of non-zero pixels.P1 is present
pixel and neighbors are P2,P3,P4,P5,P6,P7,P8, and P9.Compute
S(P1) which is the number of transitions with different states i.e.
number of transitions on 0 to 1 and number of transitions on 1 to 0
as show. This algorithm consists of two passes one after the other
as shown below.

Pass 1: Mark the pixel only at the edge not satisfying atleast one
of the below conditions

Ot
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N (P1) = 0 (Isolated pixel)

N (P1) = 1 (Tip of the edge)

N (P1) = 7 (Located in concativity)

N (P1) = 8 (Not boundary of image)

S (P1) >= 2 (Acting as a bridge connecting two or more edge pix-
els)

Pass 2: Delete all the marked pixels.

Fig. 2: Before Thinning After Thinning.

2. Literature survey

Christian Holz et al., [18] proposed secure method for fast device
authentication for web services. Earlier, there is a cross device
authentication using OTP and Christian Holz et al., [24] changed it
into request approval

Mohammed Nasir Uddin et al [19] made a survey on biometrics
and their usage and mentioned several applications of biometrics
like banks, ATMs, smart phones, computer networks etc.... and
explained each and every biometric technique and how the fea-
tures are being extracted from the biometric samples and elaborat-
ed the essence of biometrics and the level of security that can be
provided. Examining the usage of biometrics and the security
issues in internet access with increasing growth in internet usage
day-by-day a prototype of accessing the web content by authenti-
cating the user with hand geometry was proposed.

Fig. 3: Biometric Method Used for Mobile Authentication for African
Farmers.

Shah Faisal Darwaish et al., [20] found increase in level of mobile
devices usage for business and personally and proposed a solution
for authenticating android smart phones using biometrics of user
in offline mode and implemented it for African cashew farmers for
their fund transfers which will provide secure authentication. Pro-
posed method is first scan the face of user, detect eyes and other
points on face, measure the distances, store them in the form of
keyas shown in figure 3and found that their implementation has
9.6% error rate. They trained system using 1000 images and tested
3 times with 250 images each and the error rate was 9,6% in all
three sets.

Izem Hamouchene et al., [21] made a proposal of an algorithm for
iris recognition using texture analysis of iris image portion.
CASIA iris database was used for implementation. The portion of
iris is taken as rectangular iris and that rectangular iris is convert-
ed into iris code which is in the form of binary iris code. Scanned
pixel values starting from top left corner moving in clockwise

direction. Rotation of image was handled using Rotation invariant
Neighbourhood-based Binary Pattern as shown in Figure 4.
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Fig. 4: New Texture Analysis for Iris Recognition.

Inass SH. Hussein et al., [22] proposed a methodology for verifi-
cation of hand or palm print by their own method of preprocessing
and verification as shown in figure 5.This method involved pre-
processing and verifying modules. Pre-processing stage is convert-
ing the whole image into binary image and then extracting only
palm image from whole binary image. In Verification stage image
is queried from database and compared with the image that is
binarized. This method gave 97.99% accuracy rate of verification
by using IITK database.

Fig. 5: IITK Database Palm of Single Person.

Hugh Wimberly et al., [23] told that Password is the weakest por-
tion of many important systems. They made 96 employees to reg-
ister in two accounts each and then made a survey how strong the
passwords are.They made a proposal for verifying users by their
biometrics. Replacing passwords with biometrics was the proto-
type proposed. Weak passwords may be hacked but biometric
authentication can’t be guessed by others because finger prints are
the one which can’t be matched between individuals.

Dhiraj Sunehra [24] proposed a Finger print authentication for the
ATM machines. They used embedded system for dumping the
algorithm into PIC micro-controller. If the finger prints given by
scanner and the queried one matches then the cash box opens else
alarm will fire.

Kumar Ankit [25] as shown in figure 6proposed a method to use
biometrics as a crypto method for network security.
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Fig. 6: Biometric Network Security Approach.

Sang-Hyeon Ryu [26] showcased a speaker distinguishing proof
utilizing voice-based cryptography for portable VVolP secure voice
correspondence framework. The cryptographic open key was pro-
duced from the client's voice and used to encode the exchanged
voice information over IP systems. The voice unique mark from
the voice information was decoded for the speaker ID in view of
Bayesian data measure.

Sattar B. Sadkhan [27] audited majority of encryption systems
which receive mayhem based cryptography, and delineates the
utilized confusion based voice encryption strategies in remote
correspondence too. The audit condensed the conventional and
present day strategies of voice/discourse encryption and exhibited
the plausibility of receiving mayhem based cryptography for in
remote correspondences.

Musheer Ahmadet al [28], proposed a chaos based keystream
generator for voice information encryption. The voice information
bitstreams are encoded utilizing mixed key stream. High dimen-
sional chaotic frameworks like Lorenz and Chen are utilized to
produce more complex and un-predictable six chaotic sequences
as shown in figures 7a & 7b.
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Fig. 7: Original Voice Signal, 7b: Encrypted Signal.
Jiaa, Huanga and Zhang [29] projected palmprint verification
based on the robust line orientation code. Modified finite random

transform has been utilized for feature extraction that extracts the
orientation features. Line matching schemehas been used for
matching test image with the training image that is based on pixel-
to-area algorithm.

Prasad, Govindan and Sathidevi [30] proposed palmprint authenti-
cation by means of Fusion of Wavelet Based Representations.
Highlights extricated are includestextureand also line highlights.
Framework pre-preparing includes low pass shifting arrangement,
area of invariant focuses, not withstanding arrangement and ex-
traction of ROI, OWEis utilized for the element extraction. The
match scores are created for surface and line includes inde-
pendently and in joined modes too. Weighted whole govern along-
side item administer is utilized for score level coordinating

Dai and Zhou [31] presented high determination approach for
palmprint acknowledgment usingmethods for different highlight
extraction. Highlights like details, thickness, and introduction with
chief lines are taken for include extraction. Particular extraction
Gabor channel is utilized for edge change as indicated by the
nearby edge heading and thickness. Thickness outline assessed by
utilizing the composite calculation, Gabor channel, Hough change.
Dai, Feng, Zhou [32] presented a fragment based palmprint coor-
dinating and combination calculation, where entire palmprint pic-
ture is isolated into various locales and after that each district is
independently coordinated to manage the mutilation. The likeness
of two palmprints is processed by melding the similitude scores of
different portions utilizing a Bayesian system as shown in figure 8.

Fig. 8: Palm Identification Method.

P.S. Sanjekar [33] has utilized Haar wavelet for the palmprint
recognizable proof which is a picture based procedure. Coordinat-
ing contrast vector blueprint is utilized that includes standard de-
viation and mean as shown in figure 9.

Biometrics can be considered as user attributes. So, encryption
using biometrics can also be an attribute based encryption. Taking
a biometric sample from the users, extracting features as men-
tioned above, using those features to build an access policy (key)
[6,7]and ten encrypt data. In Decryption scanner triggers to scan
the access policy (key) again and scanned biometric samples are
used to generate decryption access policy (key). If the biometric
samples of both the encryption and decryption keys are same then
there won’t be any problem and the decryption will be done.
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Fig. 9: Haar Wavelet.

Figure 10 describes usage of biometric technologies. When com-
pared to other biometric technologies like Iris, Face recognition,
Palm vein etc., Fingerprints are highly recommended for using as
attributes in attribute based encryptions (ABE).

BIOMETRICS TECHNOLOGIES
USAGE

M Finger ptint M Iris M Face M Palm Vein W Voice m Others

Fig. 10: Biometric Technologies Usage.

Table 1 compares various biometric technologies lice Fingerprint,
Face Recognition etc., based on Accuracy, Ease to use, user Ac-
ceptance.

Table 1: Comparison of Various Biometric Technologies

Modality Accuracy Ease to use User Acceptance
Face Low High High

Finger Print High Medium Low

Iris High Medium Medium

Palm Vein High High Medium

Voice Medium Medium High High

Figure 11 explains graph for False Rejection Rate (FRR) and
False Acceptance Rate (FAR) for various biometric techniques
and results shows that Face Recognition has higher FAR & FRR
when compared to remaining biometric techniques.

FRR and FAR Graph

6
| |
FRR

FAR
W Face M Finger

N

Iris @ Palm M Voice

Fig. 11: X-Axis - Rate of Acceptance or Rejection.

Y-Axis- Biometric Techniques
Fig 11: Biometric Technologies FRR & FAR Graph

3. Conclusion& future scope

Survey on biometric feature extractions like minutiae points from
fingerprints, hand geometry and facial features. Using minutiae
points as attributes for encrypting data. Concluded that finger print
based biometrics will be more accurate and affordable among all
the biometric techniques, as it doesn’t match between individuals
and doesn’t change with age. So, decided to use finger prints in
future work on biometrics, extracting minutiae points from finger
prints of a single or multiple users to build access policy and en-
crypt text or image file using CP-ABE [3], [4], [5].
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