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Abstract

A watermarking technique is proposed using Discrete Wavelet Transform (DWT), Discrete Cosine Transform (DCT), and Singular Value
Decomposition (SVD) techniques to implement information hiding. Embedding can be done by dividing the host image into four
rectangular segments which are non-overlapping called sub-images using hybrid scheme. Redundancy reduces cropping attack. The main
aim is to reduce the effect of geometric bouts, such as rotation, translation, and affine translation using synchronization technique.
Watermarks can be a binary random sequence of different lengths. Data replication and hamming code are two error modification methods
utilized in the proposed scheme. Achieved results show comparable robustness against geometric attacks and signal processing. Contourlet
transform can be used to improve the visual feature of the image. After embedding the image or data, contourlet transform is applied in the
frequency domain to improve robustness. The optimal mapping function is obtained using contourlet transform which increases Peak

Signal to Noise Ratio (PSNR) and hiding capacity with low distortion.
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1. Introduction

The best solution for authenticity and identity is Image
Watermarking. Image watermarking is capable of resisting illegal
usages. Secret data is hidden inside a host cover (watermarked)
image. Secret data detection proposes copyright. The important
characteristics of watermarking provide (1) Imperceptibility (i.e.,
there should be no visual compromise) and (2) Robustness against
various attacks. There are two domains namely spatial or signal
domains in watermarking. Altering pixels pave a way to low-cost
design called spatial domain watermarking. Spatial domain is not
robust to signal processing and affine transformations.

Usages of transform domain avoid signal processing attacks.
Transform coefficient is modified, and the watermark is embedded,
and when the inverse transform is obtained, irregularity over the
image can be seen. Specifications of transform domain schemes are
(1) Spatial and frequency domain are localized in DWT, (2)
Extraction of geometric features is done by employing a
mathematical method in case of SVD, and (3) Computation cost is
low and energy compaction is high in case of DCT. The
performance of watermarking is enhanced when two or more
transformations are combined. By combining DWT, DCT, SVD,
the robustness of watermarking approach can be obtained.

To guarantee the security, Arnold Transform is used to scramble
the watermark before inserting. Additional mechanisms are
provided to remove the geometric distortions. Algorithms like
Fourier-Mellin Transform, Geometric Moments, Radon Transform,
and Zernike Moments to reduce geometric attacks. The
performance of scaling and rotation attacks is degraded by cropping
attack. The focus of watermarking is mainly in either signal
processing or geometric distortions. Without knowledge of

the attack, when two extracted watermarks are compared, the
receiver cannot identify the original watermark.

This paper illustrates the watermarking technique in the transform
domain that uses contourlet transform. The method which provides
robustness against signal processing and geometric attacks is used
in this paper, and the main aim is to offer digital watermarking
technique which has good hiding capacity and transparency. The
visual perception of the image is built by representing unique
identities in the name of capacity, and it captures enough
information. The perception of the watermarked image should not
be disturbed.

Section 2 explains the related works on contourlet transform,
Methodology is given in Section 3, and Section 4 discusses the
results and analysis of proposed method.

2. Related works

Image watermarking plays vital role in the research field for two
main reasons. Firstly, it is easily available. Secondly, it carries a
bulk of information where watermark can be embedded. Transform,
and spatial domain differs regarding frequencies and pixels
respectively. Frequency representation of the image can be done
using reversible transforms like DFT, DCT, and DWT. Each has its
features and represent a model differently [1].DCT technique is
robust for image processing operations which are simple like low
pass filtering, blurring, contrast adjustment, etc. It is more
expensive and weak against cropping, rotation, scaling, etc.., DCT
technique is of two types: Global and Block based. In this proposed
work, a Global approach is used where embedding is done in
perceptually substantial portion. The compression schemes remove
a perceptually insignificant part.
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Diagonal, vertical and horizontal are three spatial directions present
in the wavelet transform [2]. Filter convolution is used to
implement wavelet transform, and it is computationally efficient.
Embedding should be done in the lower frequency region, and
decomposition level is smaller for higher frequency bands [3].
Patterns and edges are located in the sub-bands have high
resolution. DWT scheme is similar to DCT, the transformation
process differs and results in different coefficients. Transformation
of an image can be done using wavelet filters. The image is
decomposed into several frequencies using filters. Decoder
requirements are classified into Blind and Non-blind detection. The
original image is not required for blind detection, and the original
image is needed for Non-blind detection.

DFT provides robustness for geometric attacks like rotation,
cropping, and scaling. The magnitude and phase portion of an
image is obtained from the complex value of the real picture. Phase
portion of an image gets affected by spatial shifts but not the
magnitude portion. Even circular variations don't change magnitude
portion. Synchronization is not required when embedding of the
watermark is done in the magnitude portion. It is resistant to
cropping attack. Embedding is done in a low-frequency band which
is a central component of DFT [4]. Amplification is achieved
through scaling of image and cyclic shift is achieved through
rotation of the image. In the frequency region, rotation in spatial
domain causes same effect [5].

FFT is robust against compression. Embedding algorithm is based
on the template. Rather than a model, ownership is proved using an
informative watermark. Even after geometric distortion, the
original location is retrieved using template and extraction can be
done. Implementation is complicated [6]. Multi-resolution
transform proposes DHT watermarking techniques. Initially
transform is applied to divide the image into different frequency
bands. Embedding of the watermark is done in the lower frequency
band, and the most significant component is altered to phase part.
Amplitude modulation is less robust to noise than phase
modulation, where the watermark is embedded [7].

The Watermark detected, and the information transferred by the
watermark may sometimes lead to attacks. Many classes of attacks
are available [8].Watermark information is entirely removed from
the watermarked data without knowledge of the watermarking
process. The goal of removal attack is to impair the watermark.
Attacked document quality increases by keeping optimized
operations like quantization. In geometric attack, instead of
removing the embedded watermark, synchronized watermark
information intends to distort the watermark. Perfect
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synchronization is used by the detector to regain the embedded
watermark information. In cryptographic attack, the embedded
watermark information is removed by breaking the security
methods or embedded by the impair watermark. An example is
brute-force attack which searches for secret information. Because
of high computational complexity, application of attacks is
restricted. In protocol attack, the entire logic of watermark
application is attacked and it follows the concept of an invertible
watermark. From the watermarked data, attacker removes his
watermark and demands to be the owner of the watermark.
Ambiguity occurs, because of difference in the actual ownership

[9.
3. Proposed system

Based on image In-painting, the prediction-based reversible
watermarking scheme is used to embed the secret information.
Reference pixel depends on the image content distribution
characteristics. Image in-painting technique wuses Partial
Differential Equation (PDE). Prediction image has been generated
which is similar to cover image in structural and geometric
information manner. Retrieval of the cover image is lossless. The
in-painting algorithm requires more execution time, and it is
computationally complex. Contourlet transform can be used to
improve the visual feature of the image as given in Figurela. The
secret image and the input image is embedded along with the secret
key. Then the obtained watermark image is used for extraction
process. Contourlet transform is applied in the frequency domain to
enhance robustness of the watermark image as shown in Figurelb.
The difference in the error between watermarking and cover image
is reduced which increases PSNR and hiding capacity with low
distortion. The optimal mapping function is obtained using
contourlet transform.

Contourlet transform captures the critical element of visual
information named intrinsic geometrical structure. The type of
digital data is discrete and finding the geometry of an image is a
significant challenge. The difference between the Curvelet and the
contourlet transform is that Curvelet initially starts with continuous
domain and depends on the sampled data it discretizes the
information but Contourlet begins with the discrete area and
proceed onto the constant area. Contourlet transform uses filter
bank to generate multi-direction and resolution expansion of an
image with the help of contour segments. [11]
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Fig. 1: (a) Embedding of Proposed system
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Fig. 2: (b) frequency division style

The block diagram of the filter bank and the frequency division
style is shown in Figure 2 (a) and (b) respectively. Contourlet uses
second filter bank to obtain smooth contour among images.
Directional Filter Bank (DFB) and Laplacian Pyramid (LP) are two
types of the double filter bank. To get the point discontinuities, LP
is first applied followed by DFB. At each level, LP splits the image
into two types, namely bandpass and low pass images. The input to
the DFB is bandpass image, and directional subbands are obtained
using low pass images through LP and DFB. [12]

Contourlet transform recognizes smooth contours, but wavelet fails
to acknowledge it, in spite of having unique features like time-
frequency and multiscale localization as in contourlet transform.
Filter banks are used for efficient computation. Some structures like
curvelet, ridgelet are not flexible to have multiple directions at each
level. So, in discrete domain contour is introduced. [13]

3.1. Embedding Procedure

The image should be destroyed by Rotation, Translation and Affine
Transformation and the ruined image are used for the further
purpose, and MATLAB environment obtains it. The margin
surrounds the central region of the image, and it consists of pixels
with same intensity value. Margin invokes edges, and it acts as the
boundary for the main region [20]. Then the watermarked image is
embedded into four different segments of an input image, and the
decomposition reduces cropping effect. Each portion of an input
image is referred as sub-image.

a. The entire image is surrounded by the margin to guarantee
that the required margin surrounds the main region. Edge detection
operator is applied to the whole image, and canny edge detector
uses a multi-stage algorithm to identify edges in images.

b.  The entire image is split into four segments, and these four
corners identify the minimum distance. The layers are up-left,
bottom-left, up-right, bottom-right as shown in Figure 3a.

LL LH

HL HH

Fig. 3: (a) Single Level Decomposition

C. Recognition must be given to each corner of the segments
and labeling can be done as shown in Figure 3c:

1
\ 4
3
Fig. 3: (c) Labeling of corners

2

d. Pixels inside the region are used to reconstruct the unattacked
image. The number of coordinates and their middle points of the
digital images is integers. Calculation of the number of discrete
points can be done using the formula:

L=+y(el—h1)2+ (e2—-h2)? +1 (1)

e.  To calculate the coordinate of the points:
i

1= h1+ round (F2=1) @)

f. Four sub-bands: HL, LH, LL, and HH is obtained when DWT
is applied on one of the sub-image using Haar filter. The size of
each sub-image is M/4*N/4. Haar filter includes low pass and high
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pass filter. The concentration of energy is high in LL band.
Watermark is embedded in LH and HL bands.

g.  Three sub-matrices are obtained when SVD operation is
applied on matrix.

[U S V] =SVD(A) 3

h. Matrix S is modified, and on the adjusted singular values
SVD operation is again applied. Modified matrix is calculated as:

A W =US"w VT 4)

i Contourlet transform is used to obtain different sub-bands
with L levels. Watermark bit is repeatedly embedded into different
sub-bands.

j. Altered coefficients are placed in a respective position, and
inverse DWT is applied to obtain watermarked sub-image.

3.2. Extracting Procedure

Geometric distortion procedure is used again on watermarked
image. Regained watermarked image is divided into four sub-
images. All the steps followed in embedding phase are repeated in
extraction phase except few:

a. Distorted matrix is extracted, and Inverse Arnold transform
is applied. Other copies of the watermark are obtained by repeating
the same procedure, and the final extracted watermark is given as:

W= (WLF+W2*+W3*+W4*) [ 4 (5)
b. Apply inverse contourlet transform to each sub-band.

Repeat the steps to get all partitions of an image and watermark is
extracted from the sub-band.

(b) Coco

4. Experimental Results

Some robust geometrical works are used to illustrate the efficiency
of the proposed system regarding robustness and imperceptibility,
and the results have been compared. A fair comparison has been
made using the case study with the related specification.
MATLABR2014b is used for implementation.

Parameters for simulation are as follows.

@) The same digital image size is considered as the size of an
image to protect the integrity of watermarking techniques. If the
size of an image is 512*512 pixels, then the samples constructed
are 262,144,

(b) Contourlet transform has various levels, and different sub-
bands are selected for watermarking.

(c) The partition size in the image is considered as 8*8, and
each partition is equally divided.

(d)  Transparency and robustness are preserved using low
transparency in Peak Signal to Noise Ratio (PSNR).

Firstly DWT and SVD are used, which are geometrically robust
watermarking techniques. The size of a gray-scale image is
512*512 which is used to embed the binary representation of size
32*32. The image size selection satisfies the proposed system
watermark capacity. The performance of the proposed system is
measured using different images with 256 gray levels including
pictures such as Lena, cameraman, boat. Collection of these images
is represented as the host image, and the watermarked image is
obtained using the defined watermarking technique.

(c) Mandrill

Fig. 4: Original images

(a) Cameraman (b) Coco

(c) Mandrill (d) Boat

Fig. 5: Watermarked images

Figure 4 and Figure 5 show the original and the watermarked
images, and there is no visual difference between those two figures.
Also, the PSNR is not so high. So, the transparency and the visual
appearance is maintained for the watermarked image.

The imperceptibility of the watermarking algorithm is implemented
where PSNR is described as

DI WNCIONE

PSNR = 10log 10
8 S S G- AW )2

(6)
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When the PSNR value is higher, invisible watermarked image is
obtained. PSNR value obtained by Fazli’s scheme [20] is 48.46
whereas PSNR of proposed system is 56.41.

Table 1: Proposed scheme PSNR vs. Fazli's scheme PSNR using an original
image of size 512*512

Image Fazli’s scheme Proposed scheme
Cameraman 48.46 56.41
Coco 47.73 56.84
Mandrill 49.45 56.06
Boat 49.44 57.09

Mean Square Error (MSE) of original and the watermarked image
is calculated, where the coordinate pixel value of original and the

watermarked model is given by F (i,j) and FW1 (i,j) and the image
size is M*N.

1
Mx*N

MSE =

Tt Y (F () = F ()2 )

Table 2: Proposed scheme MSE vs. Fazli's scheme MSE using an original
image of size 512*512

Image Proposed scheme
Cameraman 0.8147
Coco 0.9058
Mandrill 0.1270
Boat 0.9134

The algorithm robustness is estimated for various attacks such as
median filter, Gaussian filter, cropping and resizing. The improved
results of PSNR are described in Table 1, and the improved results
of MSE are described in Table 2. Embedded watermarks are
extracted successfully in all manner, and it can be proved by
calculating a correlation between embedded and extracted
watermark for different attacks.

5. Conclusion

The existing scheme improves robustness against geometrical
distortion. In host image, the watermark is embedded into four
different segments to reduce cropping attack. The desired image is
surrounded by the margin to resist geometric bouts like rotation,
translation, and affine transformation. Combination of DCT, SVD,
and DWT domains are implemented in the watermarking scheme
to provide imperceptibility. In the proposed system, to improve
visual quality, contourlet transform is used. After embedding the
image or data, to enhance robustness contourlet transform is applied
in the frequency domain. The optimal mapping function is obtained
using contourlet transform which increases PSNR and hiding
capacity with low distortion.
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