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Abstract

Internet of things involves monitoring as one of its major applications. It mostly includes condition-based decisions without human
intervention. Monitoring systems continuously read the data from sensors, upload the data to a database and take appropriate decisions
when they encounter an abnormal data. This provides a good basis for the 10T control systems which now are mostly common. This
paper explains the solution to replace the single server system which means a centralized system with an individual server system which
is a decentralized system. A decentralized system provides high security to the data and ensures data privacy which centralized systems
fail to do. This decentralized system involves maintaining own server but ensuring the availability of data & communication without loss
of privacy, ensuring minimization of security threats. This application involves building of a collective application on an android
platform to present the data to the users based on the user hierarchy defined. The app provides high security through authentication based
on the rights that user possesses. This app is designed to continuously monitor the air pollution in the areas across the city and give alerts
or notifications whenever the pollution level reaches to a threshold. Additionally, the app monitors temperature and humidity level.
Analytics are performed on the data from sensors and a graph is plotted as the value of a parameter across time. Separate graphs are
plotted for each parameter. A user with administrator privilege can view the data of all the areas whereas a user from a single location or
a user with general privilege gets the data of his own location.

Keywords: Internet of Things, Decentralized system, Android Application, Security, Privacy.

Android applications are easy to install and maintain and they also
provide ease to understand and use. Any changes in the application
after installation such as addition of sensors or modules can be easily
added in the form of updates.

1. Introduction

Internet of Things is a highly developing area where in the
physical layer, sensors keep collecting the data, in the network

layer, this data is transmitted to a data center and decisions are 2. Modules
taken. In the process layer, these decisions are implemented
without human intervention. Monitoring systems which are a 2.1 DHT11:

major part of 10T applications, involve collection and storage
of large amounts of data. It is highly important to preserve the

. >T | : DHT11 is a sensor used to measure temperature and humidity in any
privacy of the data and providing security to the data but still

environment. It is the best sensor as per cost effectiveness as it costs

ensuring availability and ways to update and retrieve the data.
Decentralized systems replace the storage of entire data in a
single central server. When entire data is stored in a single
server, it creates multiple problems such as storage and
retrieval as 10T applications need collection of large amount of
data. It also brings in the issues of data availability as server
failures make the data unavailable until they are fixed. Security
threats and privacy breeches are the most important problems
in centralized systems. A decentralized system is easy to install
and maintain as each area has its own server. These systems
reduce the overhead of data storage as the data to be stored
belongs to only one area. When the data storage overhead
decreases, system gives good performance for retrieval and
search operations.

Android applications are being extensively used after good
availability of smart mobiles in the industry. App development
is one of the best 10T solutions to many real world problems.

very less and is also easy to install in any equipment. It is highly
reliable, and long-lasting. The range of this sensor is upto 20 meters.
It is a digital sensor used for acquisition of data digitally for specific
applications and recognizes the temperature in terms of degree
Celsius. It requires a 3.3V power supply and a ground connection.

2.2 MQ2:

This sensor is used to detect gas leakages in home and industry. It is
also useful to detect other gases like H2, LPG, CH4, CO, PROPANE
and ALCOHOL. It is a analog sensor and it requires 5V power
supply and a ground connection. This sensor senses the values
accurately, and sends those values with faster speeds. This sensor is
highly stable and has long life time.
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2.3 NODE MCuU:

This is used to transmit the data from sensors to Server. Node
MCU has one analog pin and 10 digital pins. So it supports
number of sensors at any given point of time. Sensors can
beadded dynamically even after installation of the entire
equipment. Embedded C language code is deployed on the
node MCU module and it is done only once. After dumping the
code once on node MCU, only power supply is required for it
to function.

2.4 MQTT:

Mqtt (Message Queuing Telemetry Transport) is a well known
publish-subscribe based message transfer protocol used to
establish connection between nodes and message transfer. It
gives good QoS as it assures us with at most once delivery that
is once fire and then forget. Mosquitto is one such application
using Mqtt developed by eclipse organization which supports C
and Python languages. We use mosquitto as our server to
receive the data from nodes with sensors. The node which is
connected to the wifi network is coded with the ip address of
server running mosquitto. Now the mosquitto server receives
the data in the terminal and processes it to send into a database.

2.5 MYSQL DATABASE:

MYSQL is a relational database management system
supporting all the requirements. It stores the data in the form of
tables, and mainly used for web based applications. It is simple,
secure and easy to learn. To use this database is the cost
effective idea as memory management is done very effectively.
MYSQL supports JDBC, ODBC development interfaces, and
runs on various operating systems like windows, linux etc.

2.6 ANDROID APP:

Android app is most widely used open source platform now-a-
days. Being open source, it doesn’t charge any money for
license purpose, so development cost is low. It provides
features which are easy to use, develop and modify. This
android application is designed to intake login credentials and
also provides the sign up option. It asks for the location of the
user while signing up and stores the credentials in an encrypted
format along with data in MYSQL database. This app
continuously reads the data from the database in the server and
plots the graph with specified parameters. When the value
exceedsthethreshold value set by the user alert messages are
sent.

3. Implementation

Temperature, humidity and Smoke levels are the three chosen
parameters to define the atmosphere in any given area. The
sensors used to measure these parameters are DHT 11 which
monitors humidity and temperature and MQ2 which monitors
the level of smoke in the area. These sensors are less costly
with wide coverage area. DHT 11 is a digital sensor and MQ2
is an analog sensor. These sensors are connected to ESP8266, a
wifi module. ESP 8266 is capable of reading both digital and
analog data. It connects to the wifi network specified and sends
the data to the server. The protocol used to send the data over
the wifi network is MQTT. Node MCU acts as an MQTT client
and it sends the data to the MQTT server. As DHT 11 is a
digital sensor, libraries need to be imported to deal with the
digital data.

The data collected through the sensors is sent over the MQTT broker
is redirected to a MySQL database in the server. It is a continuous
process of sending the data, so the database must support concurrent
access of read and write without synchronization problems. MySQL
is one such database management system ensuring concurrent access
to data. The database also consists of another table with four columns
maintaining the data of username, password, type of the user and
location of the user. This data is used by the app for authentication
purpose.

A java server page (JSP) in the server reads the data from the
database upon request. It displays the data of last ten (user specified.
Default is ten) values in the database. It calls the graph displaying
module with this data as parameters. A graph is generated in the same
JSP. This process occurs with the call for JSP with the credentials of
location, parameter to be displayed or monitored.

The application when initialized, intakes the login credentials of the
user. It searches for the match with the data in the database. It then
fetches the data of location and type of the user on successful login.
If the user is of administrator type, it displays the locations the user
has access to, along with the parameters to be monitored. Upon
selection of the location and parameter, a request is sent to the server
to call a JSP. The JSP fetches the data of location and parameter from
the request URL. Based upon the location and parameter, it fetches
the recent data from database and generates a graph, which is sent as
a response to the app. If the user is of general type, he is shown the
parameters that he can monitor and the data or the graph he gets in
response belongs to his own registered location. A user with general
privileges doesn’t have access to the data of locations other than his
registered location.

A threshold value is set for each parameter, which is the highest
acceptable value, upon exceeding which, measures have to be taken
to control. A java program continuously monitors the data in the
database and whenever it encounters a value more than threshold, it
sends a request to the firebase (A module in android application
development) with the arguments as name of the parameter and data
of the parameter. The firebase module sends notification to the user
that a particular parameter has exceeded threshold. User can also set
the gap between each notification, which reduces the number of
notifications to be sent, as the value once exceeds the threshold, it
keeps exceeding until some measure is taken to control it. If this time
isn’t set, the app continuously sends the notifications, disturbing the
user.
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Fig 1. System Architecture
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Fig 2. Graphs showing data of Temperature and Smoke
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Fig 3. Application Interface
5. Conclusion

The application that we built for Decentralized weather
monitoring system is used for monitoring temperature,
humidity and smoke levels in atmosphere. The data collected
from the sensors is sent over the MQTT broker is redirected to
a MySQL database in the server. App uses that data, and

displays graph for recent values, and notifications are received
to the app when particular parameter has exceeded its threshold
value. Decentralized weather monitoring system is designed
mainly to focus on continuous monitoring, processing and
storage of data. This Decentralized system reduces the
overhead of data storage, which enhances the performance for
different database operations. Data security is provided and
privacy is preserved by proper authentication of the user.
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