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Abstract 
 

Wireless Body Area Network (WBAN) emerges as a major network in today’s world. WBAN comprise of sensors used for applications 

like health monitoring, military, etc. These sensors are embedded within or out of the body. Security is a major factor in WBAN’s and 

hence it is essential to provide security for patient’s data. So we study about various encryption algorithms in this paper to provide                 

security. The WBAN comprise of body sensors in which the energy resources are limited and since consumption of energy will be more 

it is essential to go for light weight algorithms to provide security and decrease energy consumption. 
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1. Introduction 

WBAN is designed for many applications like military, health 

applications, industries, etc. In health care monitoring we have to 

provide safety[22] to the data related to health parameters              

(temperature, BP, heartbeat, etc) [1-2]. In WBAN we use some                  

Encryption Algorithms to provide Security [12]. As the resources 

of body sensors are very limited in WBAN we go for lightweight 

encryption algorithms. By using the lightweight encryption               

algorithms [14,15] the consumption of energy will be low, and 

security is provided. There are many Encryption Algorithms [8] 

like DES, 3DES,AES,Blowfish, SIT, RSA[22], DSA, ECC,                   

Diffie-Hellman key Exchange etc. 

Encryption 

It is basically a mechanism which is used for converting                   

understandable text to some complex textual content. This                

mechanism will help us to protect the private data from intruders. 

To make this encrypted text readable, we use keys to know the 

data we have encrypted. 

2. Related work 

There are mainly two categories of encrypting algorithms                

namely[23] Symmetric Encryption which is also called as secret 

key Algorithms [3,21] and Asymmetric Encryption Algorithms 

which is otherwise called as public key. There are two primary 

uses that these algorithms provide: 

 

• Authentication 

• Confidentiality 

Symmetric encryption algorithms 

Symmetric Algorithm [11] is defined as the algorithm that makes 

use of parallel key equally for encoding and decoding the data. 

This symmetric algorithm encodes and decodes various algorithms 

like AES, DES etc. It is a cryptographic algorithm and known as 

secret key algorithm. The Symmetric algorithms are:DES [4,5], 

3DES,AES [19], SIT and Blowfish[4,5]. 

Asymmetric encryption algorithms 

This kind of algorithms uses two dissimilar keys notable as a              

secret key and public key(Open) which are used for both                        

enciphering, deciphering the data. The general Public key might 

be shared with anyone, trusted or may not be trusted party, but 

Private key is shared only with authorized persons. These are few 

examples of Asymmetric Algorithms: DSA algorithm, RSA[14] 

algorithm, Elliptic Curve Cryptography[18], Diffie Hellman Key 

Exchange Algorithm. All these asymmetric algorithms are used 

for providing signature and verification of the authenticated users. 

Our prime objective is on Data Encryption and decryption. Hence, 

we need to choose an algorithm from a set of Symmetric                  

Encryption algorithms which are less complex and faster. 

DES [10] is a symmetric algorithm which uses the similar key to 

encode and decode the data. It uses a input key of size 56 bits plus 

8 parity bits and a block range of 64 bit. 

3DES is a symmetric algorithm which uses three keys to encipher 

and decipher the information. It uses a input key of size 168,112 

or 56 bits. Table1 shows the differences between DES and 3DES. 
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Table 1: DES and 3DES 

DES 3DES 

i) DES means Data Encryption 

Algorithm and it uses a key 

size of fifty-six bits. 

i) 3DES means Triple Data Encryption 

Algorithm and it uses a input key size 

of 168 bits, 112 bits or 56bits. 

ii) Its uses 64 bits as block size. ii) Its block size is of 64 bits. 

iii) It takes 16 rounds for trans-

lating the data 

iii) It takes 48 rounds for translating the 

data 

iv) It works with a single key 

to encode and decode the data. 

iv) It uses three different keys to en-

code and decode the data. 

v) DES provides security v)3DES is safer than DES 

vi) DES is a slow processor vi) 3DES is much slower processor 

than DES. 

 

AES is a secret key algorithm which is also referred as symmetric 

block cipher, uses a single key for both decryption and encryption. 

AES Algorithm unlike the DES doesn't have a static block size 

and key size. Key size may vary among128,192,256. However 

Standard AES has fixed input block size of 128bits.Based on the 

keys used, AES is categorized as AES-128, AES-192 or AES-256. 

• AES is extra protected than DES 

• Supports larger key sizes than 3DES does. 

• The 128-bit block range of AES makes it less open to at-

tack via birthday problem than 64 bit block size of 

3DES. 

However, AES is difficult to implement in software in a manner 

of together safety and performance. 

 

Secure Internet of Things (SIT) is one of the encryption 

algorithms which are symmetric block cipher and they contain a 

key length of 64bit and plain-text. This algorithm comprises of 

encryption rounds inside the encryption Process. Every encryption 

encircling is dependent on certain numerical functions to make 

doubt and diffusion. As the rounds go on increasing the security 

also increases, but inversely the energy consumption will increase. 

A Cryptographic algorithm is usually meant for altering the data 

from readable form to protected form which are to take on an 

average 10 to 20 rounds to have the encrypting process well-built. 

However, SIT algorithm is restricted to have only the rounds, to 

increase the liveliness efficacy, every round of encryption                 

comprises scientific operations which perform the operation on a 

data of four bits this algorithm utilizes the festal network                  

community of diffusion functions. As WBAN’s requires high 

security, this SIT Encryption cannot provide the required security 

since the number of rounds is only five and the Key size is also 64 

bit only. 

Blowfish Algorithm is an algorithm used for symmetric encryp-

tion algorithmic mechanism. Blowfish Feistel block cipher which 

comprises of 16rounds in encipher and 64bits as a block size. The 

key length can be from 32-448 bits and this algorithm provides 

better security than the other algorithms. 

So, we are proposing this algorithm for obtaining data security in 

WBAN. 

3. Model work and analysis 

Blowfish algorithm 

Blowfish Algorithm is a symmetric encryption algorithmic mech-

anism. This is a Feistel block cipher [9] which comprises of 16 

rounds and 64 bits block size. The key length can be from 32-448 

bits. There are two important things to learn about the architecture 

of blowfish algorithm [6]. 

i) Blowfish uses 4-large S-tables which requires embedded RAM. 

ii) The second important thing is it has a recursive key length 

schedule. This Algorithm has been constructed in a way that it has 

the consideration with: 

Fast: This Blowfish Algorithm encrypts the data on microproces-

sors with 32 bits at a speed rate ofTwenty- six (26) clock cycles as 

per every byte. 

Compact: This algorithm can route in a less time of 5k memory. 

Simple: In this blowfish algorithm we use some simple opera-

tions like addition, XOR, a Lookup table with 32-bit operands. 

Secure: This Algorithm provides security and it is appropriate 

for every application where the key would not get changed fre-

quently, like the communication link or a self-regulating file en-

cryptor. 

A  symmetric type block cipher algorithm such as blowfish algo-

rithm that uses the input key length as 32-448 bits to encipher the 

information. It has a block size of sixty-four (64) block bit. 

This Blowfish Algorithm has two segments [7]: 

i) Key Expansion 

ii) Data Encryption 

i) Key expansion 

In the key expansion, it translates the key size of 448 (Four forty-

eight) bits into numerous sub key arrays totaling all them into 

4168 bytes. Huge number of sub keys is used for blowfish algo-

rithm.  

The p-array called the sub key array it comprises of 18             

arrays and a size of thirty two (32) bit sub keys. 

P1, P2, P3, - - - - - - - - P18 

Blowfish algorithm has four s-boxes with 32 bit size which com-

prises of Two fifty six (256) entries each. 

I.e. in the from of 

 

[S1, 0], [S1, 1], - - - - - - - - - - [S1, 255] 

[S2, 0], [S2, 1], - - - - - - - - - - [S2, 255] 

[S3, 0], [S3, 1], - - - - - - - - - - [S3, 255] 

[S4, 0], [S4, 1], - - - - - - - - - - [S4, 255] 

Generating the sub keys 

Using Blowfish algorithm, the sub keys are produced in the     

subsequent way. 

Step 1: Basically set the P-exhibit and in this manner the S-

encloses arrange with an inflexible string. The string we have 

given that contains of the hexa-decimal digits of Pi (less the un-

derlying 3).  

P1= 0*243f6a88, P2=0*85a308d3...... etc. 

Step 2: After that XOR P1 with the initial 32 bits of the info key, 

XOR P2 with the second 32-bits of the information key and in like 

manner for every one of the bits of the information key (conceiva-

bly up to P14). Over and again duplicate these procedures until all 

the P-exhibit has been XORed with all the key bits. 
Step 3: Encipher all the zero strings by the blowfish calculation 

using the sub keys made in the step1 and step2. 

Step 4: The output is produced in step3. In this step substitute P1 

and P2 with the yield produced in the step3. 

Step 5: Using the blowfish algorithm we will encrypt the output 

produced in step3 with the improved sub keys. 

Step 6: Substitute P3 and P4 with the result of the Step5. 

Step 7: Prolong the process, Till every entries in the P-array are 

substituted and all the four S-boxes also. 

ii) Data encryption 

In data encryption first, we have to divide the key into two parts 

i.e., xRIf the key is 64 bit we must divide the 64-bit key size into 

halves that are xL=32 and xR=32 The Blowfish which is used as 

encryption algorithm is described as follows: 

i)First divide the input X into two 32-bit halves i.e,xL, xR 
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Table 2: Different Factors of Various Encryption Algorithms 

 
ii)i=1; 

iii) While i<=10 

iv) xL= xL XOR Pi 

v) xR = F(xL) XOR xR 

vi) Swap XL and xR 

vii) Swap XL and xR (undo the last swap) 

viii) xR = xR XOR P17 

ix) xL = xLxor P18 

x) Recombine xL and xR. 

Benefits of the Blowfish encryption algorithm 

• Blowfish algorithm has a simple structure which is very 

effective, and it is a fast cipher. 

• This Blowfish algorithm generates some sub keys which 

very large and these produce a huge benefit for               

providing security. 

• In Blowfish the people are unable to hack the key             

because we create and generate a large and it is more              

difficult to be hacked. 

• When the sub keys are generating in these sub keys each 

pair of sub keys changes slightly. This prevents the             

attackers from knowing out how the sub keys are getting 

generated. 

• Blowfish is especially hard against attacks because of 

the density of the sub key generation. 

Comparison of Algorithms based on time taken for            

execution 

Table 2 shows the comparison of algorithms[17] based on the time 

of execution, from which we can say that blowfish takes less time 

to encrypt and it is the best algorithm for encrypting the data in 

wireless body  area  networks. 

4. Conclusion 

From the study of various encryption algorithms, we can notice 

that Blowfish is the best Encryption Algorithm compared to other 

algorithms. It is also known that Blowfish Algorithm doesn’t have 

any security weak points which makes it excellent standard                

Encryption Algorithm for WBAN’s. This Algorithm is also not 

yet been cracked and it is the fastest encryption algorithm. 
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