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Abstract

IOT - things like the smart devices and sensors that connects and communicates through Internet. 10T applications like smart home,
smart vehicles, smart retail, which makes the mankind’s life easier. There is a prediction that we will be having million of devices con-
nects to the Internet. Since the sensitive devices like baby monitoring devices, health monitoring devices are the part of interconnected
world there is the necessity to address the consequence of the security aspects of the IOT. The built-in nature of the IOT is to trace user’s
identity easily, so the security and privacy concerns like stealing the data, disruption of operations and even the loss of life are becoming
critical issues in today’s IOT applications. Due to the resource constrained environment in IOT the conventional algorithms is not
enough to ensure the data security. So we need a less computational cost in terms of power consumption and memory management and
more efficient cryptography algorithms which are discussed in this paper.
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1. Introduction

The era of internet has been changed to connecting million smart
devices that connects anything anywhere and anytime l.e. internet
of things[1]. The number of interconnected devices are more than
the number of human beings which are expected to be increased
by 2020. In 10T the data is collected from various sensors, smart
devices that are connected in the network, so that the users can
access the data. IOT played a eminent role in the day to day life’s
of humans in several ways. Some of the applications[2] of IOT
are:

Home Automation System: The users can control the electronic
gadgets like AC, Fan, lights, through their mobiles which helps in
reducing the energy consumption. 10T is used to develop the se-
curity systems for their homes which can reduce the risk of the
threats and thief.

Transport Systems: The users can prevent the accidents by gain-
ing the knowledge of the obstacles which comes in front of them
by using sensors, can report the accidents to the authorities, and
can monitor the traffic-jams.

Health monitoring devices: which helps in monitoring the re-
mote patients, assisting the old age people and these days the baby
monitoring devices are even under developing.

Surveillance: which is used to track the people, animals and ob-
jects.

1.1. 10T Architecture
In 10T not only the sharing of information happens but the deci-

sion making as well happens. This can be explained the basic IOT
Architecture[3] which is divided in to three layers.

1. Perception layer: This layer helps in collecting the information
from various devices like sensors, actuators, RFID tags.

2. Network layer: The layer responsible for the transmission of
the data from the perception layer to the user is the network layer.
This layer is used as information center.

3. Application Layer: This layer is the bridge between the tech-
nology and the human needs.

1.2. Research Motivation

Recent studies shows that the kind of openness and less
human intervention in 10T, it is exposed to several attacks
like DDoS attack, man-in-the-middle attack, warm hole
attacks. Attacker can gain the access to the network can dam-
age the physical devices of IOT can damage the network which
compromises the privacy and security of IOT. As the IOT devices
have low memory, less power and bandwidth an efficient solution
to provide security is needed that will not chomp through the
resources of 10T. The prime objective of this research paper is to
provide an overview of to show the need for light weight cryptog-
raphy algorithms and the analysis of the existing algorithms which
are vulnerable to several attacks.

1.3. Overview of the Security attacks in IOT

As the communication happens through internet in 10T,
there is more possibility of the attacks happens as the inter-
net is public networks. The security attacks are divided into four
categories, Physical, network, software and encryption attacks.
Security aspects of 10T are in terms of privacy, technological and
ethical. A massive DDOS (Distributed Denial of Service) attack
has occurred in 2016 on DYN company which controls the Inter-
net by a botnet which induced a malware that gained access to the
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large number of IOT devices which shows the need for more re-
search work in security domain of IOT. In this section a review of
various security issues in each layer of 10T architecture is dis-
cussed.

Perception Layer

The perception layer[4] is designed for collecting the data from
the physical devices like RFIDs, sensors (temperature, pressure,
gas, etc) and actuators which are termed as nodes that is responsi-
ble for data control and data acquisition. There is need to detect
the abnormal or the faulty nodes which happens when the node is
attacked physically or compromised by cyber attacks. In order to
avoid the in-efficiency of the service: Chen proposed a localized
faulty detection algorithm to identify the faculty nodes. Da silva
proposed decentralized intrusion detection system. IEEE 802.15.4
security solution is also available.

Network layer

The responsibility of the network layer is to transfer the data se-
curely to upper layers which was gathered at the perception layer.
The security attacks that happen in the network layer is man-in-
the-middle attack, Distributed DoS attacks, unauthorized access of
the network, eavesdropping, wormhole attack, damage of confi-
dentiality and integrity, insertion of the malware. Disclosure of
user’s privacy is the main concern in the network layer.

Application Layer

IOT has many applications like smart home where electronic
gadgets are controlled by the mobile app and smart cities with
smart parking and smart street lights, smart environment, smart
industries etc. as these applications are at the computer level hack-
ing of the system is possible and that could get infected with virus
and Trojans. Leakage of the data and user’s privacy is one of the
most common issue that occur in the application layer.

1.4. Cryptographic algorithms in 10T

The limitations of the IOT devices are energy consumption
and computational power. Execution of strong security in-
struction uses lots of device power, which is not recom-
mended all the time due to the 10T devices which are de-
signed to be small where the batter life cannot be extended.
So the conventional cryptography algorithms which require
high energy and memory consumption is not enough for the
present 10T applications to ensure data security and authen-
tication. A light weight cryptography is combination of light
weight in terms of software and hardware requirements of the
applications and security. Software requirements of the algorithm
are in terms of processing speed and time complexity. The hard-
ware requirements of the algorithm are memory and battery life.
The light weight cryptography algorithms are designed by using
the block cipher algorithms where the performance will be better
when compared to stream ciphers.

The Prime Objectives of the light weight Cryptography Algo-
rithms are the structures used in the algorithms, the smaller key
sizes and small block length and the number of rounds which re-
duces the computational cost so that the energy consumption of
the devices can be reduced. The main concern that has to keep in
mind while developing the light weight cryptography algorithm is
the key size and length of the block. If the size of the key is in-
creased then the computation cost and the number of rounds to
perform the encryption and decryption is increases which con-
sumes more energy of the device. A multi-key attack is the most
common issue that happens when the attackers tries to break the
encryption under one particular key. So the confidentiality will be

compromised as the attackers will be successful in gaining the
initial key.

Performance metrics of low resource devices for light weight
cryptography:

The performance of a light weight cryptography is latency, energy
consumption through put and wait time. In order to achieve these
metrics we have two ways:

Software implementation: it is nothing but the running of crypto-
graphic code on processor. The software implementation for a low
resource constraint devices is in-terms of power consumed,
memory occupied, and processing speed. The specific software
metrics is the number of registers required in ROM and RAM.
Hardware implementation: The main requirement for the hardware
implementation in 10T is the platform where the algorithm is im-
plemented. We have hardware platforms like FPGA, ASIC etc.
which minimizes the developing cost and increase the flexibility.
The design time is reduced in ASIC due to automated design flow.

Light Weight Ciphers

Cryptography is the way to ensure the data security by encryption
the process of converting the plain text into cipher text and de-
cryption — the process of converting the cipher text into plain text.
But the problem with this process is breaking of the encryption
algorithms by series of attacks. The algorithms with more number
of rounds and larger key size can be used to achieve the data
security. But in IOT where the devices are designed to be small
with less resources the existing algorithms like DES, RSA, RC5
etc can be used to high computational power. Hence there is ne-
cessity to go for the light weight cryptography algorithms.

2. Literature survey of Cryptographic algo-
rithms

Cryptography algorithms are of two types: Symmetric and
Asymmetric. Symmetric algorithms use a single for both encryp-
tion and decryption. Confidentiality and Integrity of the data is
achieved using symmetric algorithms. But the Authentication is
not achieved. The disadvantage of this algorithm is distribution of
the key between the sender and the receiver as they both use the
same key for communication. Conventional Symmetric Algo-
rithms are DES, AES, Triple DES, IDEA, Blowfish[5] which can
not be used to for IOT devices due to their larger key sizes, larger
block lengths and vulnerable to several attacks like brute force
attacks.

Asymmetric Algorithms uses two key public and private keys in
communication. Confidentiality, Authentication and Integrity is
assured by Asymmetric algorithms. In order to achieve integrity
and confidentiality the sender encrypts the data by using receiver’s
public key and the data can be decrypted only by the receivers
private key.

To achieve the authentication the sender encrypts the message by
his own private key and the data is decrypted by the sender’s pub-
lic key at the receiver side[6]. The commonly used asymmetric
algorithms are RSA, ECC( Eliptical curve cryptography and
Deffie Helmen key exchange and Hash Functions. The limitation
of this algorithms is larger key size which increases the complexi-
ty of the algorithm and increases the computational cost which
again is not feasible for the 10T devices which can not afford for
more computational power and energy consumption. So light
weight cryptography algorithms are proposed which are described
below.

HIGHT(High Security and Light weight):

HIGHT is built on the Feistel Structure. It has 64 bit block size,
128 bits key size and 32 rounds of encryption and decryption are
performed[7,8]. The basic operations of the HIGHT algorithms are
Addition, mod, XOR. This Algorithm require less power con-
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sumption and good for RFID tagging. It is vulnerable to differen- |3 |speck 1.40 |121 Key Performance

tial and saturation attacks. recovery, better in
Boomerang |software

AES (Advance Encryption Standard): This algorithms is based attack

on substltutlon_permutatlon network. It ha_s block Iength_ of 128 |, HIGHT 548 |188.20 Impossible | Provides high

bits. The key sizes are 128,192 and 256 bits. The operations are differential |security, good

used in this algorithm are AddRoundkey, subbytes, shiftrows and attack for RFID

Mixcolumns[9,10]. Even though we are using the different key tagging

sizes the algorithm is still prone to man-in-the-middle attack, re-
lated key attack.

PRESENT: This algorithm is also based on substitution permuta-
tion network structure. It is an ultra light weight algorithm for data
security in I0T[11]. It has block length of 64 bits with key size of
80 or 128 bits and 32 rounds of operations are performed in this
algorithm. It uses S-boxes for operations Differential attacks, side
channel attacks happens on this algorithm.

RECTANGLE: This algorithm[12] is based on substitution per-
mutation network structure. It is a ultra weight bit-slice block
cipher which works efficient for multiple platforms that has less
area in hardware and shows good performance in software imple-
mentations when compared to other algorithms. It supports 80 or
128 bits key size , 64 bits block length with 25 rounds of opera-
tions.

CLEFIA: This algorithm is built on Feistel network that was
standardized in 2007 by NIST[13,14]. This is other type of light
weight algorithm which showed good performance in security. It
has key size of 128, 192 and 256 bits and block length of 128 bits.
It showed greater performance in hardware implementation of
cipher when compared to other ciphers. This algorithm is vulnera-
ble to saturation crypt analysis.

CAMMELLA: This algorithm is the symmetric block cipher that

has a block length of 128 bits and key size of 128,192 and 256 bits.

This algorithm[15,16] showed better efficiency in both software
implementations and hardware implementations when compared
to other ciphers. It is used for network with high speeds and low
smart cards.

TWINE: The key size of this algorithm is 80 and 128 bits. It has
block length of 64 bits with 36 rounds[17,18]. Every round opera-
tion contains a non linear substitution layer using 4- bits S-boxes
and a diffusion layer which permutes the blocks (4 bits). Its is
based on the Feistel Network structure. It works efficiently for
small hardware environments. The most common attack that hap-
pens on the algorithm is the man-in-the-middle attack.

SPECK algorithm is designed for the software implementa-
tions where as SIMON is designed for hardware implementations.
The below table shows the different light weight algorithms com-
pared in terms of block length, key size and rounds, performance
metrics ,attacks and merits[19].

Table 1: Summary of light weight cryptography Algorithms

5 RECTANGL |1.78 |246 Slide attack, | Fast

E statistical, implementation

Saturation  |s using bit slice
Attack techniques

6 PRESENT 154 |12.4 Internal, Ultra Light
Bottleneck |Weight, Energy
attacks, side |cipher, Energy
channel efficient
attacks

7 AES 2.481 |56.64 Related key |Supports larger
attack, key sizes, faster
Boomerang, |in both
Biclique, hardware and
cryptanalysi |software
s

8 TWINE 130 |178 Saturation Efficient
attack, software
Meet-in-the- |implementation
middle and Good for
attacks small hardware

9 SIMON 1.32 (229 Differential |Supports sever-
fault al
attacks, key sizes,
Attacks performs  well
onreduced |in
versions Hardware

S.N | Algorithm ‘Performance Attacks Merits
© Powe | Throughput
r At
(UW) [100Khz(kbps
)
1 CLEFIA 248 |39 Saturation | Energy
Cryptanalysi | Efficient due to
s less no. of
rounds in
cryptography
2 CAMELLIA |1.54 |290.1 Cache Resistance to
timing Brute Force
attacks attack on keys

The table above shows that the algorithms build using Feistel
Structures showed better performance when compared to others as
it uses same hardware for encryption and decryption to reduce
execution time and memory. If the algorithm has the more number
of rounds for both encryption and decryption degrades the perfor-
mances. So in future the hybrid models should be developed to
reduce the computation power and increase the efficiency of data
security in 10T applications[20]Jwhen compared to the conven-
tional algorithms.

3. Conclusion

In future 10T becomes the most essential part of the mankind for
quality life. Large amount of sensitive data is communicated be-
tween the devices with resource constraints like less memory
space, low power where the data security is the main concern. The
conventional algorithms which requires more computational pow-
er and memory which is not good enough for the present scenario
with 10T. Hence light weight cryptography algorithms are need.
This paper provides an overview of the light weight cryptography
algorithms for data security which are still vulnerable to different
kinds of software and hardware attacks in 10T . It is essential to
develop a more secured light weight cryptography algorithms that
has low computational cost, more processing speed and smaller
key size.
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