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Abstract 

 
Hospitals across the world are adapting to Electronic Hospital Information Systems and are moving away from the manual paper systems 

to provide patients efficient services. Numerous Access Control Models have been deployed for securing patient privacy one of them 

being Role Based Access Control Model (RBAC). The current models merely allow access on the basis of roles and role hierarchy 

without actually understanding the real intention of the person accessing the system. This could lead to a compromise of patient privacy 

and thus new methods have been evolving. In this survey we will see an evolution of the access control models which lead to the 

discovery of KC-RBAC (Knowledge Constrained Role Based Access Control) Model which takes into consideration the knowledge 

related to the medical domain along with the role to provide authorization. 

 
Index Terms: Access Control Models, DAC, Hospital Information System, MAC, KC-RBAC, RBAC, Patient Privacy  

1. Introduction 

n the present times factors which are of utmost importance are 

technology and information [1]. Everything is now being stored 

online or in electronic mediums and databases to make work more 

efficient and services user friendly. Many organizations are 

shifting to electronic storages of data like banks and Hospital 

Information Systems. 

But every good thing comes with a flaw. The flaw here is security. 

Due to the wide availability of data anyone from anywhere can 

access data which he is not supposed to putting at risk the personal 

information contained in the data. 

Thus it became necessary to adopt security measures for 

protection of data and maintenance of privacy. 

One of the methods adopted was the use of Access Control 

Models. Several organizations have started using the access 

control models which provide authorization on the basis of role, 

knowledge, etc. All work with the main aim to mitigate 

unauthorized access to system data and resources. 

This surveystudies the use of various access control models and 

their evolution for a Hospital Information System for the provision 

of patient privacy 

The paper is further divided into the following sections: 

Section II describes what is a Hospital Information System and 

why is privacy needed. Section III describes the evolution of the 

various Access Control Models and their use in security. Section 

IV describes the various modifications that have been made to 

RBAC for better privacy. Section V describes the migration of 

RBAC to KC-RBAC. Section VI gives an overview of KC-RBAC 

is and finally we conclude the paper with Section VII. 

 

 

2. Hospital Information System 

Hospital Information System (HIS) is a highly exclusive 

application which is developed by the management who use 

computers and technology in a hospital [2]. A fully digital hospital  

 

works with the aim of integrating applications of information 

technology, communications, computer science algorithms and 

evolve from the traditional mode of operation that is maintaining 

all records manually on paper. This method would help achieve 

better disease prevention and health care treatment [3]. Electronic 

paper based records have changed the face of healthcare. 

A Hospital Information System basically contains of patient 

details and it has a number of sources. It contains information 

about the disease a patient encountered , which doctor treated him 

, what treatment was given, what was the mode of payment, what 

medicines were administered, etc. Some of this data can be shared 

but otherwise all other data should remain private for the benefit 

of the patient [4]. 
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Fig. 1: Components of a Hospital Information System 
 

The importance of protection of patient details is of prime 

importance. HIS contain sensitive information which if not 

handled with care can become a target of malicious and 

unauthorized access which may cause serious violation of 

personal privacy and open doors to various other abuses. Due to 

the increase in these attacks on patient details it has become very 

important to protect their privacy [5]. 

There are many techniques that have been deployed to protect 

patient privacy. Some of these include encryption, data masking 

and the most famous one Access control Models.One of the most 

famous models in use is the RBAC model. 

3. Evolution of Access Control Models 

Over the passing time there have been many access control 

models that have been put to use.The requirements for managing 

the large databases of the banks or hospital systems are increasing 

and thus many access control models are coming to light. 

But due to the varied sizes of the databases it becomes impossible 

to control the accesses. Therefore some researchers came up with 

the idea of combining all the different types of models and making 

the work as one [7].  

Thus many techniques are being adapted like combining of 

different models or forming of new models while others are 

extensions of the already existing models. 

A few of the important models were MAC, DAC and RBAC. 

A. MAC 

MAC stands for Mandatory Access Control. It was designed by 

Bell and LaPadula. It is also called as the Latices based Access 

Control which was designed as a better access control model than 

DAC [6]. 

In MAC there are two classifications namely the subject and the 

object. There are special security attributes that are allotted to the 

subject and object. A subject cannot change the attributes of 

another subject but according to the security attributes it has the 

right to access the particular objects. 

According to the security rules, a subject can perform two 

functions namely read and record. It can read objects which are at 

its same level or levels lower than it and it can record objects 

which are at its level or level higher than it.[7]. 

Objects have classifications and subjects are entitled with 

clearance. Access control decisions are made based on the 

relationship between object classification and subject clearance 

[8]. 

MAC can also be categorized in the following two categories 

namely Multilevel and Multilateral Security. 

MAC contains the flexibility. It provides security against Trojan 

horses as well. But one of the main problems with MAC was Data 

Integrity and also that it does not provide a dynamic environment. 

Also after its implementation MAC requires a lot of high system 

management and thus new models had to be searched for. 

 

 
 

Fig. 2: Comparisons of MAC AND DAC 

B. DAC 

DAC stands for Discretionary Access Control. It is derived from 

the access matrix model. It restricts the access of the subject to an 

object on the basis of the subject’s identity. 

It works on the principle that a user can grant access to any object 

under him and the access control privileges are to be left to the 

discretion of the individual users.  

DAC gives the user the freedom to revoke or grant the access to 

objects that belong to them. This can be considered as one of the 

major problems as it makes access control discrete.  

Though it has more access flexibility than MAC it cannot control 

illegal flow of data to unauthorized user and once it has given the 

authorization it does not have any control over the flow of data. 

Due to its global policies DAC also has issues in maintain 

consistency. It can be prone to viruses as well. Also the identity of 

a subject in DAC is crucial because actions can get performed 

from another person’s identity as in DAC a user can grant access 

right to another user and thus this a drawback of DAC as it can be 

prone to Trojan horses and malicious attacks [6][7][8][9]. 

C. RBAC 

One of the most favourable access control models which has been 

deployed all over is the RBAC which stands for Role Based 

Access Control Model. RBAC consists of a set of components 

namely roles, permissions, users, sessions. RBAC controls the 

access to information based on the user activity. 

It gives authorization to the user to access the information 

according to the roles the user performs. Roles can be defined as 

job functions of an organization and the roles are assigned to the 

user according to the organizational requirements [2][5][7]. It can 

be seen as a variation of the access matrix. 
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Fig. 3: Architecture of RBAC 

 

It is important to maintain the hierarchical order between the roles 

in order to create the inheritance pattern between the roles. This is 

necessary to create the access rights in accordance to the 

hierarchical order of the role of the person in the organization and 

it helps in understanding whether that level has the right to access 

the data or not. The different forms of hierarchical RBAC’s are 

RBAC1. RBAC3 combines the features of RBAC1 And RBAC2 

[11].   

There are many advantages of using RBAC like authorization 

management, provision of hierarchical role, separation of duties 

etc. 

But all that glitters is not gold. Though RBAC can be least 

complex and most efficient model of implementation it has it 

flaws. RBAC cannot incorporate contextual constraints in it. 

RBAC does not provide fine grained results and it provides roles 

statically to the user which is not beneficial in a dynamic 

environment. 

 

 
 

Fig. 4: Comparisons of RBAC, DAC and MAC 

4. Modifications Made to RBAC and Work 

done on it 

There have been many research works done to overcome the 

shortcomings of RBAC and many extensions have been 

performed on it. Some of these have been discussed in this 

section. 

Researches conducted in 2012 proposed a system of combining 

RBAC along with DAC and context- aware access control system. 

RBAC takes the data from the web ontology and sees what roles 

should be generated in a medical system and DAC in extension 

with RBAC performs the function of tokenization and verification. 

Further in many researches ABAC was introduced as an extension 

to RBAC. RBAC has been condemned for its inflexibility and its 

static nature. These issues can be solved with the help of ABAC. 

ABAC stands for Attribute based access control model. 

 

 
 

Fig. 5: Architecture of ABAC 

 

ABAC supports RBAC by adding flexibility by the use of 

attributes for role determination instead of user identity. Since 

attributes are associated with both the resources and users, it 

allows dynamic specification of privileges for resources and 

association of users with privileges. Since ABAC is easily 

configured it is easy to implement it in dynamic environments. 

But because of its easy implementations there are some problems 

which are faced them being that changing or analyzing of 

permissions becomes complex [8]. Lawrence Kerr, Jim Alves-

Foss also proposed a MAC and ABAC access control model. But 

again there were the shortcomings of ABAC being faced [8]. 

In another research by Min-A Jeong et.al decided to generate a 

model comprising of MAC, DAC and RBAC. It would function in 

two stages namely the first stage consisting of modified MAC 

(Mandatory Access Control) model and RBAC (Ro1e-Based 

Access Control) model. The user can access the data which is at 

the level which or at level lower to which his role can access. In 

the second stage a modified DAC model is applied to control the 

‘read’ mode as it filters out the non-accessible data from the 

results obtained from the first stage. In this way the user can 

access the data that he is authorized to access [7]. 

Another migration observed was to TRBAC that is Temporal 

RBAC. Since RBAC does not include temporal, spatial or 

environmental constraint on the availability of roles to users a 

number of modifications and extensions have been proposed. 

Temporal RBAC restricts the time duration during which a role 

can be enabled. 

But besides all these systems there were some problems which 

were still being faced. 
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The table below lists out some differences between the models: 

 
Table 1: Comparison of different Models 

 

 

5. Migration of RBAC to KC-RBAC 

To protect patient information, RBAC models are being used 

currently. But there are some researches that suggest use of other 

technologies as well. Some technologies like Web Ontology 

language has also been used side by side to provide a patient with 

proper clinical diagnosis. 

But points have been raised that even the knowledge about the 

medical domain should be taken into consideration. Knowledge 

and information can be taken from sources like ICD-10 and 

SNOMED CT which contain information about diseases, their 

relations and other various biomedical knowledge[10][13]. 

Therefore for the protection of patient privacy current models still 

need enhancement by integrating the knowledge of the medical 

domain in the present RBAC Model [10][13]. 

Since RBAC lets the user access data according to their rues there 

can be some discrepancy in it. For example, some authority 

working in the hospital system like management administration 

may also have access to patient data though they may have 

nothing to do with. Therefor it became necessary to include 

knowledge of the biomedical domain like clinical pathways etc. 

along with the RBAC model giving rise to KC-RBAC [10] [13].  

6. Knowledge-Constrained Role Based Access 

Control Model and its Modules 

KC-RBAC stands for Knowledge Constrained –Role Based 

Access Control Model. This combines the RBAC model but gives 

authority to roles according to their knowledge on the medical 

domain like clinical pathways etc. 

The model consists of the following modules: General model, 

Knowledge model and the Purpose Tree [10][13]. The General 

Model consists the RBAC Model with an extension to the 

Knowledge Module. It maps the roles on the basis of the 

knowledge the user has in medical domain which it gets from the 

knowledge module and gives authority to user about it. 

For example, a doctor needs to see the previous records of a 

patient for future use then he can see it. But similarly if a nurse 

has to view it she cannot as the nurse has nothing to obtain from 

previous records or give a diagnosis based on it since that is the 

doctor’s job. 

 
 

The knowledge module is the main machine that performs the 

reasoning of the system. It is the one that decides whether to give 

the user access or not on the basis of the information it derives 

from SNOMED CT along with ICD-10. 

The Purpose Tree (PT) Module is another major component that 

elucidates the purpose as to why the user is visiting and asking for 

access of data based on the hierarchical tree structure[13]. 

7. Conclusion 

As we have seen, the need of privacy for protection of patient 

details is a must in a Hospital Information System. One of the 

techniques involved in protection is Access Based Models. We 

have surveyed the various models that were adopted namely 

MAC, DAC and the most famous RBAC. But all had some 

shortcomings. To overcome these shortcomings many different 

extensions were performed as well on RBAC like the TRBAC, 

ABAC etc. But still the issue of privacy was not solved. Thus in 

recent studies a new implementation of RBAC was adopted which 

was called as the KC-RBAC. This took in detail the knowledge 

the user has related to the domain and only then it would provide 

the right to access. In comparison with the RBAC model and its 

different extensions, KC-RBAC can prove as an effective way of 

scrutinizing users and providing access due to its feature of the 

Knowledge Module. Due to the scrutinizing nature the patient 

privacy can be well preserved. Thus this model can have vast uses 

in other systems as well. 
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